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Analysing all MAC CEs can give a comprehensive view and a convinceable guidance for future use, e.g., determine whether there is a need to protect one or some or all MAC CEs. To achieve this purpose, the risk analysing should not only consider the threat, but need to consider the like hood of the threat and other factors, like sometimes a threat is evaluated as corner case. Thus, the risk analysis is the core of this analysing that needs to contain more than one dimensions. 
* * * First Change * * * *

B.2
Risk analysis Methodology

B.2.1
Risk analysis factors
Mutiple factors need to be considered to give a comprehensive view of risk analysis as follows.
- Potential threat (e.g., Dos, location disclosure)

- Threat duration (How long the attack can last. e.g., seconds, minutes, hours, days, months)
- Threat range (The exact impact range or granularity of the attack. e.g., Per UE, Per cell, Per PLMN)

- Threat complexity (Including precondition summary, explaining how does the attacker prepare for the attack and how the attack is performed in detail)
- Threat consequence (Including Reliability analysis)
- Tolerance (e.g., existing methods with same affects and whether complementary method has supported for recovery)
B.2.2    
Risk seriousness level
Editor’s Note: This clause describes the seriousness level definition.

Risk seriousness level is classified by very high, high, medium, low or very low.

B.3
Overall risk analysis on MAC CEs
Editor’s Note: This clause aims to contain the analysis details of all MAC CEs.

Table B.X.1-1: Risk analysis on MAC CEs in TS 38.321 [X]
	No.
	MAC CEs Description
	Potential threat
	Threat duration
	Threat range


	Threat complexity
	Threat consequence
	Tolerance
	Risk seriousness level

	1
	Buffer Status Report MAC CEs
	
	
	
	
	
	
	

	2
	C-RNTI MAC CE
	
	
	
	
	
	
	

	3
	UE Contention Resolution Identity MAC CE
	
	
	
	
	
	
	

	4
	Timing Advance Command MAC CE
	
	
	
	
	
	
	

	5
	Absolute Timing Advance Command MAC CE
	
	
	
	
	
	
	

	6
	LTM Candidate Timing Advance Command MAC CE
	
	
	
	
	
	
	

	7
	DRX Command MAC CE
	
	
	
	
	
	
	

	8
	Long DRX Command MAC CE
	
	
	
	
	
	
	

	9
	Configured Grant Confirmation MAC CE
	
	
	
	
	
	
	

	10
	Single Entry PHR MAC CE
	
	
	
	
	
	
	

	11
	Multiple Entry PHR MAC CE
	
	
	
	
	
	
	

	12
	SCell Activation/Deactivation MAC CEs
	
	
	
	
	
	
	

	13
	Duplication Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	14
	SP CSI-RS/CSI-IM Resource Set Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	15
	SP CSI-RS/CSI-IM Resource Set Activation/Deactivation for Candidate Cell MAC CE
	
	
	
	
	
	
	

	16
	Aperiodic CSI Trigger State Subselection MAC CE
	
	
	
	
	
	
	

	17
	TCI States Activation/Deactivation for UE-specific PDSCH MAC CE
	
	
	
	
	
	
	

	18
	TCI State Indication for UE-specific PDCCH MAC CE
	
	
	
	
	
	
	

	19
	SP CSI reporting on PUCCH Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	20
	SP SRS Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	21
	PUCCH spatial relation Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	22
	SP ZP CSI-RS Resource Set Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	23
	Recommended bit rate MAC CE
	
	
	
	
	
	
	

	24
	Timing Delta MAC CE
	
	
	
	
	
	
	

	25
	Guard Symbols MAC CEs
	
	
	
	
	
	
	

	26
	BFR MAC CEs
	
	
	
	
	
	
	

	27
	Enhanced TCI States Activation/Deactivation for UE-specific PDSCH MAC CE
	
	
	
	
	
	
	

	28
	Enhanced PUCCH Spatial Relation Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	29
	Enhanced SP/AP SRS Spatial Relation Indication MAC CE
	
	
	
	
	
	
	

	30
	SRS Pathloss Reference RS Update MAC CE
	
	
	
	
	
	
	

	31
	PUSCH Pathloss Reference RS Update MAC CE
	
	
	
	
	
	
	

	32
	Serving Cell Set based SRS Spatial Relation Indication MAC CE
	
	
	
	
	
	
	

	33
	LBT failure MAC CEs
	
	
	
	
	
	
	

	34
	Multiple Entry Configured Grant Confirmation MAC CE
	
	
	
	
	
	
	

	35
	Duplication RLC Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	36
	Sidelink Buffer Status Report MAC CEs
	
	
	
	
	
	
	

	37
	Sidelink Configured Grant Confirmation MAC CE
	
	
	
	
	
	
	

	38
	Sidelink CSI Reporting MAC CE
	
	
	
	
	
	
	

	39
	SP Positioning SRS Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	40
	Guard Symbols MAC CEs for Case-6 and Case-7 timing modes
	
	
	
	
	
	
	

	41
	Case-7 Timing advance offset MAC CE
	
	
	
	
	
	
	

	42
	Case-6 Timing Request MAC CE
	
	
	
	
	
	
	

	43
	Positioning Measurement Gap Activation/Deactivation Request MAC CE
	
	
	
	
	
	
	

	44
	Positioning Measurement Gap Activation/Deactivation Command MAC CE
	
	
	
	
	
	
	

	45
	PPW Activation/Deactivation Command MAC CE
	
	
	
	
	
	
	

	46
	Enhanced BFR MAC CEs
	
	
	
	
	
	
	

	47
	Enhanced TCI States Indication for UE-specific PDCCH MAC CE
	
	
	
	
	
	
	

	48
	PUCCH spatial relation Activation/Deactivation for multiple TRP PUCCH repetition MAC CE
	
	
	
	
	
	
	

	49
	PUCCH Power Control Set Update for multiple TRP PUCCH repetition MAC CE
	
	
	
	
	
	
	

	50
	Unified TCI States Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	51
	Enhanced Single Entry PHR MAC CE
	
	
	
	
	
	
	

	52
	Enhanced Multiple Entry PHR MAC CE
	
	
	
	
	
	
	

	53
	Enhanced Single Entry PHR for multiple TRP MAC CE
	
	
	
	
	
	
	

	54
	Enhanced Multiple Entry PHR for multiple TRP MAC CE
	
	
	
	
	
	
	

	55
	Sidelink DRX Command MAC CE
	
	
	
	
	
	
	

	56
	Sidelink Inter-UE Coordination Information MAC CE
	
	
	
	
	
	
	

	57
	Sidelink Inter-UE Coordination Request MAC CE
	
	
	
	
	
	
	

	58
	Enhanced SCell Activation/Deactivation MAC CEs
	
	
	
	
	
	
	

	59
	Timing Advance Report MAC CE
	
	
	
	
	
	
	

	60
	Differential Koffset MAC CE
	
	
	
	
	
	
	

	61
	BFD-RS Indication MAC CE
	
	
	
	
	
	
	

	62
	SP/AP SRS TCI State Indication MAC CE
	
	
	
	
	
	
	

	63
	Serving Cell Set based SRS TCI State Indication MAC CE
	
	
	
	
	
	
	

	64
	Child IAB-DU Restricted Beam Indication MAC CE
	
	
	
	
	
	
	

	65
	IAB-MT Recommended Beam Indication MAC CE
	
	
	
	
	
	
	

	66
	DL TX Power Adjustment and Desired DL TX Power Adjustment MAC CEs
	
	
	
	
	
	
	

	67
	Desired IAB-MT PSD range MAC CE
	
	
	
	
	
	
	

	68
	Timing Case Indication MAC CE
	
	
	
	
	
	
	

	69
	NCR Downlink Backhaul Link Beam Indication MAC CE
	
	
	
	
	
	
	

	70
	NCR Uplink Backhaul Link Beam Indication MAC CE
	
	
	
	
	
	
	

	71
	NCR Access Link Beam Indication MAC CE
	
	
	
	
	
	
	

	72
	SL LBT failure MAC CE
	
	
	
	
	
	
	

	73
	Enhanced Unified TCI States Activation/Deactivation MAC CE for Joint TCI States
	
	
	
	
	
	
	

	74
	Enhanced Unified TCI States Activation/Deactivation MAC CE for Separate TCI States
	
	
	
	
	
	
	

	75
	Delay Status Report MAC CE
	
	
	
	
	
	
	

	76
	PSI-Based SDU Discard Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	77
	SL-PRS Resource Request MAC CE
	
	
	
	
	
	
	

	78
	LTM Cell Switch Command MAC CE
	
	
	
	
	
	
	

	79
	Enhanced LTM Cell Switch Command MAC CE
	
	
	
	
	
	
	

	80
	Candidate Cell TCI States Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	81
	Cross-RRH TCI State Indication for UE-specific PDCCH MAC CE
	
	
	
	
	
	
	

	82
	Single Entry PHR with assumed PUSCH MAC CE
	
	
	
	
	
	
	

	83
	Multiple Entry PHR with assumed PUSCH MAC CE
	
	
	
	
	
	
	

	84
	Enhanced SP CSI reporting on PUCCH Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	85
	Enhanced Single Entry PHR for multiple TRP STx2P MAC CE
	
	
	
	
	
	
	

	86
	Enhanced Multiple Entry PHR for multiple TRP STx2P MAC CE
	
	
	
	
	
	
	

	87
	Aggregated SP Positioning SRS Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	88
	Event Triggered L1 Measurement Report MAC CE
	
	
	
	
	
	
	

	89
	Pathloss Offset Update MAC CE
	
	
	
	
	
	
	

	90
	UL Rate Control MAC CE
	
	
	
	
	
	
	

	91
	SP CLI Measurement Resource Set Activation/Deactivation MAC CE
	
	
	
	
	
	
	

	92
	On-demand SSB Activation/Deactivation MAC CE
	
	
	
	
	
	
	


B.4
Interim conclusion
Editor’s Note: according to the risk evaluation seriousness level, the clause is about potential way forward and principles for those MAC CEs, etc.  
* * * End of Changes * * * *
