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1	Decision/action requested
Propose to approve the Annexure B skeleton described in this contribution
[bookmark: _Toc215057395][bookmark: _Toc214824712]*** Start of Change ***
Annex B
[bookmark: _Toc215057396]Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.
Editor’s Note: Format of the framework capturing risk analysis is FFS.
Editor’s Note: Methodology for the risk analysis is FFS.
[bookmark: _Toc214824713][bookmark: _Toc215057397]B.1	General
In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. The risk of Medium Access Control (MAC) layer needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.
The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. For example, MAC-CEs are used for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 
Editor’s Note: The alignment of above paragraph with RAN2 is FFS.

B.2	Risk Analysis Methodology
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.

B.2.1	Risk Analysis of MAC-CEs
Editor’s Note: This clause contains risk analysis output in a tabular easy to grasp format.
	MAC-CE
	Function
	Threat
	Risk 
	Risk classification

	Buffer Status Report MAC CEs
	UE's current buffered data volume per QoS classes
	Tampering
	Tampering leads to UE denied resources it needs
	Risk level is subjective to context, use case, overall threat landscape, information gathered from reconaissance 

	
	gNB determines if, for what QoS class & when to grant UL resources to UE
	
	Tampering leads to resource depletion at gNB
	

	
	 
	
	Eavesdropping leads to reconnaisance of UE behaviour
	

	Delay Status Report MAC CE
	Tells gNB how much time is left for volume of data buffered at UE
	Tampering
	Tampering leads to gNB prioritising & granting UL resources for forged UEs under attacker control
	

	
	Enables gNB to make decisions based on time-criticality of the data
	
	Tampering leads to legit UEs denied resources it needs
	

	
	Critical for URLCC applications (XR, IIoT etc.)
	
	 
	

	Single Entry Power Headroom Report MAC CE
	Power management at UE. 
Spare power of UE (max allowed minus current usage)
	1. Tampering
2. Privacy
	gNB estimation of UE power capacity leads to inaccurate decisions of resource allocation subsequently impacting spectral usage
	

	
	gNB makes informed scheduling decisions for UL 
	
	Track UE location distance from gNB based on changes in power headroom reporting (triggered by path loss)
	

	
	Enables RF spectral efficiency
	
	 
	

	Multiple Entry Power Headroom Report MAC CE
	Complex (!) matrix of load of information related to UE's RF capabilities across cells, carriers, transmission path, power etc.
	1. Tampering
2. Privacy
	Miscalculated estimation of UE capabilities at gNB, resulting in inaccurate resourcing, scheduling decisions
	

	
	Enables gNB to make informed decisions taking into account matrix of sheer volume of information
	
	UE's mobility, its RF environment, power management 
	

	Enhanced Single Entry PHR for multiple TRP MAC CE
	gNB configures UE via RRC to report via this MAC-CE to the gNB single representative Power Headroom for UE's UL power capacity across multiple "Transmission Reception Points" (TRP) for UE to communicate with the network via multiple antennas/paths. 
	1. Tampering
2. Performance degradation
	Tampering leads to UE getting lower UL resources because gNB thinks UE's power is limited
	

	
	In turn it enables gNB to accurately schedule UE's UL transmissions for multi-TRP scenario.
	
	Tampering frequently with the objective of causing UL link instability
	

	Enhanced Multiple Entry PHR for multiple TRP MAC CE
	UE reports granular TRP link/cell configuration aspects and specific Power Headroom for each configured TRP.
	1. Tampering
2. Privacy
	gNB estimation of UE power capacity leads to inaccurate decisions of resource allocation subsequently impacting spectral usage
	

	
	Consequently gNB makes highly optimized resource allocation decisions
	
	Tampering frequently with the objective of causing UL link instability
	

	
	 
	
	Real time location of UE movement due to Power Headroom per TRP/cell
	

	Enhanced Single Entry PHR MAC CE
	Contains more granular separate power values for different TRP for a single cell.
	Privacy
 
	Precision location tracking of UE based on which TRP UE is closest to and which panel is active
	

	
	UE power reporting for UL. gNB makes decisions for grant of resources accordingly.
	Information disclosure
	Network topology leakage - spatial environment information of active TRPs. 
	

	
	 
	DoS
	Tampering leads to gNB allocating resources not reflective of UE's correct power headroom resulting into interference or battery drain.
	

	Enhanced Multiple Entry PHR MAC CE
	PHR for multiple cells and multiple TRPs simultaneously.
	Privacy
 
	Precision location tracking of UE based on which TRP UE is closest to and which panel is active
	

	
	Aggregates data for entire Carrier Aggregation and Dual Connectivity setup.
	Information disclosure
	Network topology leakage - spatial environment information of active TRPs. 
	

	
	 
	Tampering
	Tampering leads to gNB allocating resources not reflective of UE's correct power headroom resulting into interference or battery drain for UE across all carriers and secondary cells for the victim UE.
Conversely, gNB resource exhaustion to reconfigure UEs at scale, by sending mass RRC reconfiguration
	

	Absolute Timing Advance Command MAC CE
	Synchronization of UE - gNB for Tx-Rx in TN & NTN
	Privacy
 
	Location tracking of UE from distance from the base station.
	

	
	Positioning of the UE in NTN
	Tampering
	In NTN, tampering can lead to satellite thinking UE is in a different location (by 100s Km) as UE positioning is incorrectly derived.
	

	
	Absolute value of the timing for the UE to transmit. gNB tells it to UE in DL and UE replaces its current timing for its transmission slot.
	
	In NTN, UE transmitted signal arrives outside the window at satellite causing time slot collision or missing the receiver.
	

	
	 
	
	Combination of LTM Cell Switch and Absolute TA manipulation - UE camps on target cell with incorrect time slot and immediately results into desynchronization.
	

	C-RNTI
	Sent UL in message#3 in RACH
	Spoofing/Masquerading
	Using Software Defined Radio,can be sniffed over the air to impersonate legit user, track meta-data (trafiic pattern, activity levels etc.)
	Risk level is subjective to context, use case, overall threat landscape, information gathered from reconaissance 

	
	Uniquely identifies UE locally within a cell.
	Privacy
	
	

	UE Content Resolution Identity
	Sent DL in message#4 in RACH
	Spoofing/Masquerading
	Using Software Defined Radio,can be sniffed over the air. FBS impersonate legit gNB and cause DoS to legit user or fool UE to connect to rogue network
	

	
	gNB echoes back what it received in message#3 in RACH
	
	
	

	
	If doesn't match at UE, it disconnects; thinking of collision or session hijack.
	Tampering
	
	

	Beam Failure Recovery (BFR)
	Used during HO and link-failure scenarios for beam level link recovery.
	Spoofing/Masquerading
	Using Software Defined Radio,legit UE identities can be sniffed over the air.
	

	
	UE includes C-RNTI for BFR in UL message#3 in RACH so gNB can map the RACH attempt to UE's existing security context
	Tampering
	Resource exhaustion at gNB
Legit UE losing connection if fake BFR are injected
	

	Scell Activation/Deactivation
	In DL, activates specific secondary cells. Since security keys are tied to the cell group and PHY parameters, SCell Index are critical for UE's secure multi-connectivity state to ensure data is transmitted over authenticated correctly configured secondary carrier.
	Tampering
	False activation/deactivation leads to throughput degradation or battery drain
	




B.2.2	Risk Prioritization
Editor’s Note: This clause contains agreement on risk prioritization.

B.3	Risk Treatment Principles
Editor’s Note: This clause contains agreed principles taking into account RAN WGs input.

B.4	Risk Tolerance
Editor’s Note: This clause contains risk tolerance / acceptance criteria.
*** End of Change ***

