3GPP TSG-SA3 Meeting #121
S3-25xxxx
Goteborg, Sweden, 7-11 April 2025
Source:
Lenovo
Title:
3GPP Cryptographic Inventory for EAP-AKA’/EAP-5G
Document for:
Approval

Agenda Item:
5.20
1
Decision/action requested

This contribution proposes the inventory of EAP-AKA’ and 5G-AKA.
2
References

[1]

3GPP TR 33.938 “Study on 3GPP Cryptographic Inventory”
3
Rationale

This document provides content for the inventory of the EAP-AKA’ and 5G-AKA protocols.
4
Detailed proposal

Start of Changes
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[3]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".  

[4]
3GPP TS 33.501: “Security architecture and procedures for 5G system”.
[a]
IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[b]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[c]
3GPP TS 35.205: "3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*".
[d]
3GPP TS 35.231: "Specification of the TUAK algorithm set: A second example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: Algorithm specification".
[e]
3GPP TS 35.234: "Specification of the MILENAGE-256 algorithm set; An example set of 256-bit 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5, f5* and f5**; Document 1: General".
Next Changes
4.2
3GPP Symmetric Cryptographic Algorithms

Editor’s Note: The current table is for example and placeholder purposes. It would be revised/refined onces the detailed protocol list description has been agreed.
Table 4.2-1: 3GPP Symmetric Cryptographic Algorithms (5G System)
	Protocol
	3GPP Cryptographic Profile
	Cryptographic Algorithm(s)
	Feature(s)

	e.g., PDCP (TS 38.323[])
	TS 33.501 [4]
	128-NxA1
	Confidentiality and Integrity Protection

	
	
	128-NxA2
	Confidentiality and Integrity Protection

	EAP-AKA’
	RFC 5448 [a], TS 33.501 [4]
	HMAC-SHA-256, f1, f1*, f2, f3, f4, f5, f5*, f5**
	Primary authentication and key agreement

	5G-AKA
	TS 33.501 [4]
	HMAC-SHA-256, f1, f1*, f2, f3, f4, f5, f5*, f5**
	Primary authentication and key agreement


Next Changes
4.4
Detailed Protocol List

Editor’s Note: This detailed protocol list is expected to finalize first.
4.4.x
EAP-AKA’

EAP-AKA’ enables mutual authentication between the UE and AUSF and provides keying material that can be used between the UE and the serving network in subsequent security procedures. 
The root key K and the SUPI are preconfigured in the USIM (in the UE) and in the UDM/ARPF.
EAP-AKA' is specified in RFC 5448 [a]. 
The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F of TS 33.501 [4].
KDF for key generation is HMAC-SHA-256 as per Annex B.2.0 of TS 33.220 [b].

EAP-AKA’ requires the following functions as described for 128 Bit MILENAGE in TS 35.205 [c] 128 Bit TUAK in TS 33.231 [d] and in TS 35.234 [e] for 256 Bit MILENAGE:

f0
the random challenge generating function;

f1
the network authentication function;

f1*
the re-synchronisation message authentication function;

f2
the user authentication function;

f3
the cipher key derivation function;

f4
the integrity key derivation function;

f5
the anonymity key derivation function. 

f5*
the anonymity key derivation function for the re-synchronisation
f5** 
an alternative to f5* which provides additional protection against subscriber tracing (only TS 35.234).
4.4.y
5G-AKA

5G-AKA enables mutual authentication between the UE and AUSF with proof of successful authentication of the UE from the visited network. 5G-AKA provides keying material that can be used between the UE and the serving network in subsequent security procedures. 
The root key K and the SUPI are preconfigured in the USIM (in the UE) and in the UDM/ARPF.

5G-AKA is specified in TS 33.501 [4].
KDF for key generation is HMAC-SHA-256 as per Annex B.2.0 of TS 33.220 [b].

5G-AKA requires the following functions as described for 128 Bit MILENAGE in TS 35.205 [c] 128 Bit TUAK in TS 33.231 [d] and in TS 35.234 [e] for 256 Bit MILENAGE:

f0
the random challenge generating function;

f1
the network authentication function;

f1*
the re-synchronisation message authentication function;

f2
the user authentication function;

f3
the cipher key derivation function;

f4
the integrity key derivation function;

f5
the anonymity key derivation function. 

f5*
the anonymity key derivation function for the re-synchronisation
f5** 
an alternative to f5* which provides additional protection against subscriber tracing (only TS 35.234).
End of Changes
