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6G Security Work Tasks Proposal

2.1
Background 

As per S3-252391[1] SA3’s initial plan for 6G study, it is targeted for agreement of 6G related Work Task(s) in SA3#123 and approved in SA#109 respectively. 

As SA2 and RAN 6G studies is already approved with several work tasks, it would be beneficial, specifically in assisting SA2 and RAN with SA3 inputs for their architectural consideration. In clause 3.2 we propose our view for the security related work tasks for both, other WGs dependent and independent topics.

2.2

Samsung’s proposal for 6G Security work task

Below we propose an overview of security areas and related work tasks for 6G security.

2.2.1
Security aspects of 6G architecture consideration in SA2

The SA2 approved study item SP-250806 [2] FS_6G_ARC outlines key architectural work tasks for 6G, many of which have direct security implications that SA3 should address in parallel:

1.  Network Access Security (cf. WT#1 in SP-250806 [2])
WT#1 is about defining the overall 6G architecture which further specifies several sub work tasks to support 6G access network. Based on the overall architecture enhancement for 6G, SA3 should study enhancement (if any) of primary authentication protocols and security procedures to ensure alignment with 6G’s UE-Core Network interaction mechanisms. Further, based on the decision on architecture the authentication protocols and methods (like, whether native and/or EAP authentication protocol to be supported (e.g., AKA and certificated based authentication) or whether enhancement is needed to the existing authentication protocols), entities (Network Functions involved in the authentication) and their functionalities are to be determined.   
Considering WT#1.1 in SP-250806 [2], SA3 should investigate on the security impacts of 6G control signalling mechanisms (e.g., new non-access stratum functionalities, generic framework for UE-Core Network interaction to support operator services, etc.), if any.
SA3 should assess isolation mechanisms for network slicing and other 6G aspects: network sharing, user plane architecture, QoS framework, policy framework and network exposure framework, security for enhanced SBA framework and enhanced policy enforcement for interoperability.

2. Migration and Interworking (cf. WT#2 in SP-250806 [2])

In coordination with SA2 progress on migration and interworking aspect, SA3 needs to study security aspects for the same in terms of transfer or derivation of security context for the cases supporting interworking with 5GS and EPS, interworking between 6GS and 4G/5G NTN/satellite access that use EPS/5GS.

3. AI-Driven Security (cf. WT#3 in SP-250806 [2])

SA3 must consider defining safeguards AI agents (e.g., resilient to adversarial attacks) and governance framework for autonomous network decisions.

4. Data framework (cf. WT#5 in SP-250806 [2])

SA3 needs to consider secure data handling (e.g., data anonymization like so), security for data in compute and secure exposure APIs to prevent misuse of AI/sensing data.

5. User consent framework (c.f. WT#5 in SP-250806 [2])

In recent years, global regulatory trends have significantly emphasized privacy protection of personal data, driven by notable regulations such as EU's General Data Protection Regulation (GDPR) and California Consumer Privacy Act (CCPA). User consent has been a fundamental aspect of privacy protection in mobile communication systems. The role of user consent in 3GPP becomes even more critical to ensure that users control over how their personal data is accessed and processed.

With the introduction of new features such as AI and Sensing in 6G networks, a wide variety of new services that leverage data subject to user privacy is expected to emerge at any time. Furthermore, the integration of AI and Sensing into 6G networks is expected to lead to continuous emergence of new type of data that require user consent. In light of these factors, it is worth studying user consent mechanisms in the context of 6G networks.
Observation 1: SA3 should consider the SA2 and RAN 6G architecture and all the security aspects in sync with SA2’s timeline, ensuring security is embedded in 6G architecture from inception.
Proposal 1: 

WT#1: Study on security and privacy aspects for 6G system and RAN architecture. To investigate security requirements, threats, and mitigation strategies for 6G, ensuring alignment with SA2’s and RAN’s architectural work tasks.


1.1 Study enhancement of primary authentication protocols (if any) and security procedures to ensure alignment with 6G’s UE-Core Network interaction mechanisms. Further, based on the decision on architecture the authentication protocols and methods, entities (Network Functions involved in the authentication) and their functionalities are to be determined.   


1.2 Study and investigate the security impacts of 6G control signalling mechanisms (e.g., new non-access stratum functionalities, generic framework for UE-Core Network interaction to support operator services, etc.), if any.



1.3 Study and investigate security enhancements for the 6G aspects such as 6G SBA framework, network slicing, network sharing, user plane architecture enhancement, QoS framework, policy framework and network exposure framework.



1.4 Study security aspects for migration and interworking with pre-6G systems in terms of transfer or derivation of security context.

1.5 Study and define safeguards for AI agents and governance framework for autonomous network decision.
1.6 Study the security aspects of secure data handling and exposure for several use cases such as sensing data, compute data, and analytics data.

1.7 Study the support for user consent management and enforcement in the context of 6G networks.
NOTE: This comprehensive work task allows SA3 to address all security aspects holistically while maintaining flexibility to adapt to SA2 (or other WGs) progress.
2.2.2
False base station attack mitigation in 6G
SA1 studied use case on UE selecting a base station after assessing its legitimacy as specified in TR 22.870 [3]. A False Base Station (FBS) can impersonate as a legitimate 6G base station to deceive UE into camping on it which opens way for diverse attacks. Attacks mounted by a FBS is a major security flaw in the existing communication system. There is an important opportunity to address this concern in the next generation wireless systems. By increasing the level of security between the radio network entities and the UE during the initial network selection procedure, FBS attacks can be prevented at earlier stages of communication establishment. 

The sooner that security threats are addressed in the process of interaction between components of the system, the more risks can be reduced to the 3GPP system. It is most feasible to undertake this issue and address it at the beginning of a new mobile generation. 
Observation 2: According to SA1 use case, there is a need of increasing the level of security between the radio network entities and the UE during the initial network selection procedure by which the FBS attacks can be prevented at earlier stages of communication establishment (e.g., efficient Base Station authenticity verification mechanism such that the UE can verify the authenticity of the Base Station prior to starting the 6G registration procedure).

Proposal 2: 

WT#2: Study on false base station attacks mitigation at earlier stages of communication establishment in 6G Investigate and define a security mechanism for UEs to verify the authenticity of base stations at the earliest i.e., the 6G system should support a means for a UE to be able to distinguish a False Base Station from an authentic Base Station.

NOTE: This work task requires coordination with RAN on radio-layer enhancements and SA2 on architectural impacts (if any). 
2.2.3
Support for security protection at lower layer in 6G RAN
In 5G, MAC layer handles the Carrier Aggregation (CA), to boost the throughput by aggregating carriers at different frequency bands. It is enabled and disabled through a special MAC layer structure, called MAC Control Element (CE). Similarly, the MAC CE includes several other Information Elements, e.g., an attacker may manipulate the timing advance information, and cause the desynchronization between the UE and the base station sent in the MAC CE. The Target Configuration ID may be tampered with, leading to connection failure between UE and the target cell. According to the 3GPP standards, the number of these control messages has significantly increased to facilitate new use cases. Specifically, the lower layer triggered mobility, i.e., Layer 1/Layer 2 triggered mobility (LTM) uses the unprotected MAC CE message to trigger the handover of the UE (Cell Switch Command included in the MAC layer message, MAC CE). In release 19 LTM security study, SA3 already acknowledged unprotected MAC CE issue, however a dedicated investigation on threat analysis and mechanism to address the issue needs to be studied. 
Observation 3: The unprotected nature of MAC CE (e.g., LTM commands) in 6G creates critical vulnerabilities. Attackers can exploit these gaps to manipulate UE behaviour (e.g., desynchronize timing, force handovers to malicious cells) and trigger service denial. 
Proposal 3:
WT#3: Study and investigate on threats to signalling information in lower layer (i.e., MAC layer) and define a security mechanism for vulnerable lower layer signalling traffic (MAC CEs, LTM commands like so) to mitigate the identified threat. 
NOTE: Based on RAN approved 6G SID (RP-251881 [4]), the work task on “Radio interface protocol architecture and procedures for 6GR” includes Access stratum security aspects. So, a parallel coordination with RAN2 is required. 
2.2.4
Enhanced User Plane Security
According to TS 23.501 [5] in 5G , the use of User Plane (UP) integrity protection and UP confidentiality protection on the radio interface is controlled by 5GC based on the User Plane Security Enforcement (UPSE) information that 5GC provides to NG-RAN. The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session as follow:

Whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.

-
Not Needed: UP integrity protection shall not apply on the PDU Session.

Whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.

-
Not Needed: UP confidentiality shall not apply on the PDU Session.

The granularity for application of the UPSE information today is on per-PDU Session basis.

In many cases the user plane traffic is encrypted in end-to-end manner between the application client in the UE and the application server in the data network. In such cases the use of the UP integrity protection and UP confidentiality protection does not bring much value, while it requires the UE and the RAN node to unnecessarily waste processing resources for ciphering and deciphering, as well as for calculation of the message authentication codes on per packet basis. Assuming that 5G user plane architecture will be re-used for 6G, with the ever-increasing data rates of service data flows it is expected that the avoidance of unnecessary processing for user plane security will be beneficial for both the UEs and the RAN node.

Observation 4: In some applications, the use of the UP integrity protection and UP confidentiality protection does not bring much value, while it requires the UE and the RAN node to unnecessarily waste processing resources for ciphering and deciphering, as well as for calculation of the message authentication codes on per packet basis. There is a need for a study to enhance the UP security mechanism to enrich the system performance while providing more flexibility without lowering the security level.
Further, as per RP-251881 [4] (cf. objective 6) RAN internal functional split, interfaces, protocol stacks and procedures are in consideration. If 6G RAN internal split supports CU-CP/CU-UP Split Architecture similar to 5G architecture (UP is divided into multiple entities and allocated wherever needed for optimization of each specific services), where the CU-UPs located in different security domains which can be useful for certain deployment scenarios. But there are security concerns i.e., using the same keys in different entities (within or in different security domains), which is not a good security practice. Using the existing UP security key generation method, the KUPint/KUPenc is derived as: 

KUPint/KUPenc = KDF (K6GNB (RAN node key similar to KgNB), Algorithm type distinguishers, algorithm identity)

The same keys (KUPint/KUPenc) are generated for all the CU-UPs for a 6G RAN node, as the existing method derives same UP keys per RAN node. An operator may not wish to share the same key with 3rd party application providers (for example, applications used in specific slices or CU-UPs). This security concern exists irrespective of whether the CU-UPs are in the same location or not.

Observation 5: In case of CU-CP/CU-UP split architecture, UE generates same keys (KUPint/KUPenc) for all -CU-UPs for a 6G RAN node.
Proposal 4:
WT#4: To study enhanced user plane security for 6G with the following objectives:
4.1. Add a finer granularity control for the UP security.

4.2 To support UP key isolation for all the CU-UPs for a 6G RAN node in case of CU-CP/CU-UP RAN split architecture.
4
Detailed proposal

We propose to consider the following work tasks as part of 6G security study:
WT#1: Study on security and privacy aspects for 6G system and RAN architecture. To investigate security requirements, threats, and mitigation strategies for 6G, ensuring alignment with SA2’s and RAN’s architectural work tasks.



1.1 Study enhancement of primary authentication protocols (if any) and security procedures to ensure alignment with 6G’s UE-Core Network interaction mechanisms. Further, based on the decision on architecture the authentication protocols and methods, entities (Network Functions involved in the authentication) and their functionalities are to be determined.   


1.2 Study and investigate the security impacts of 6G control signalling mechanisms (e.g., new non-access stratum functionalities, generic framework for UE-Core Network interaction to support operator services, etc.), if any.


1.3 Study and investigate security enhancements for the 6G aspects such as 6G SBA framework, network slicing, network sharing, user plane architecture enhancement, QoS framework, policy framework and network exposure framework.



1.4 Study security aspects for migration and interworking with pre-6G systems in terms of transfer or derivation of security context.



1.5 Study and define safeguards for AI agents and governance framework for autonomous network decision.

 

1.6 Study the security aspects of secure data handling and exposure for several use cases such as sensing data, compute data, and analytics data.



1.7 Study the support for user consent management and enforcement in the context of 6G networks.
WT#2: Study on false base station attacks mitigation at earlier stages of communication establishment in 6G. Investigate and define a security mechanism for UEs to verify the authenticity of base stations at the earliest i.e., the 6G system should support a means for a UE to be able to distinguish a False Base Station from an authentic Base Station.

WT#3: Study and investigate on threats to signalling information in lower layer (i.e., MAC layer) and define a security mechanism for vulnerable lower layer signalling traffic (MAC CEs, LTM commands like so) to mitigate the identified threats. 

WT#4: Study enhanced user plane security for 6G with the following objectives:
4.1. Add a finer granularity control for the UP security.

4.2 To support UP key isolation for all the CU-UPs for a 6G RAN node in case of CU-CP/CU-UP RAN split architecture.

