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Decision/action requested

It is proposed to discuss the structure of the SA3 6G SID proposal with respect to work tasks. A number of work tasks are identified in the paper and a proposal for grouping these work tasks is also provided. Moreover the discussion paper proposes to discuss in SA3 whether the security for the use cases (e.g. NTN, etc.) should be part of the 6G SID or whether the security studies of the different use cases should be under separate SIDs, one or more.
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3
Rationale

3.1
General 

This clause includes background information as well as a proposal for the SA3 6G SID work task organization. 
3.2
Justification for the SA3 6G Study
Rel-20 is the last release of the 5G studies and work items and the first release of 6G studies in most 3GPP work groups including SA3. 
SA1 has already started paving the way for 6G by studying the 6G use cases and service requirements in TR 22.870 [1] which also includes separate security clauses. 

RAN has also started studying the 6G scenarios and requirements from Rel-19 in TR 38.914 [2]. 

In addition, the SA2 6G architecture study proposal [3] and the RAN [4] 6G study proposal were approved during the SA#108 and RAN#108 plenary meetings in June 2025.  

A stage 1 workshop on IMT 2030 use cases in May 2024 and a joint 6G workshop in March 2025 among SA, RAN and CT groups have kick-started the coordinated effort to study and specify the 6th Generation use cases and requirements, and related system architecture and procedures. 

It is worth noting that security is among the main potential drivers for 6G according to the stage 1 workshop on IMT 2030 use cases. Apart from securing the network, securing user data, providing high service availability and future proofing the system with respect to modern cryptographic solutions is of utmost importance for the future mobile networks. Artificial Intelligence, Immersive Communication, Sustainability, Sensing, Voice over 6G, Fixed Wireless Access, Low Power Wide Area Networks and Massive IoT, Open Network Northbound APIs, Healthcare, and Autonomous vehicles are some of the other potential drivers of 6G. Despite the fact that these are “other” potential drivers, one cannot overlook that security is so embedded in these areas in such a way that the lack of security may result in adverse effects on important infrastructure, financial systems, cities, individuals, etc. 

The 6th Generation work shall include security design from Day 1. Access security, Core Network security, Exposure security, Roaming and Interconnect security, non-3GPP Access security, Interworking security, Privacy, and AI security, are some important areas for which security specification is expected to be inspired by the robust security foundations of 5G without excluding the possibility of new specification areas. In addition, new envisioned 6G use cases areas may require new security architectures and procedures. 

One cannot overstate the importance of security, privacy, reliability, availability, and cyber resilience to assure robustness of infrastructure and services in the face of ever expanding threat landscape with emergence of innovative use cases. Moreover, technology drivers such as sustainability, autonomy, virtualization and post quantum crypto algorithms are important to consider for the security design in combination with the system architecture design. In other words, security design needs to have at least two parallel focuses, one being the security design of architecture and procedures provided by other 3GPP WGs and the second one being the design of security features driven within SA3 with no other 3GPP WG dependency.
3.3
SA2 6G Study item

The SA2 6G SID [3] was approved in SA#108 (June 2025). The proposal includes 8 work tasks. The scope of these work tasks and potential key issues derived from these work tasks will be refined during SA2#170-#172 (August-November 2025) before solutions for a given key issue can be studied. Some work task(s) might not result in key issue(s) and this means that it will be an objective of the study to consider whether these tasks should result in normative work. This fact may have an impact of the SA3 6G SID planning and progress. 
The work tasks can be summarized in the following list:  

WT#1:

Define the overall 6G architecture as collection of capabilities and high level functionalities considering a number of sub work tasks (not detailed here).
WT#2:

Study migration and interworking, including, how to support migration to 6GS, how to support interworking with 5GS, whether and how to support interworking with EPS, and how to support interworking between 6GS and 4G/5G NTN/satellite access that use EPS/5GS. 

WT#3:

Study how to support and enable use of AI in 6G (e.g. AI agents, framework).

WT#4:

Study the integration of Sensing and Communication over 3GPP access, considering the sensing modes to be supported and other sources of sensing data. 

WT#5:

Study data framework for all aspects related to efficient and scalable data handling including, for example, data collection, distribution, processing, storage, data access and data exposure, with consideration of access control/user consent and privacy where relevant. The example of data may include data for AI and Sensing. This WT can also study any potential enhancements on system and procedure needed for user consent framework.

WT#6:

Study aspects on support of computing for UE, core network and application server in 6G (e.g. coordination between UE, core network and application server, exposure of computing service in the core network, etc.).

WT#7:

Study how to support 6G RAT for NTN, based on RAN decision, and support service continuity aspects. 

WT#8:

Study whether and how to support cellular IoT enablers in 6G, based on RAN decision for 6G IoT. 

The SA2 6G SID [3] re-iterates the goals endorsed at TSG#107 (March 2025) to "create lean and streamlined standards for 6G, e.g. by dimensioning an appropriate set of functionalities, minimizing the adoption of multiple options for the same functionality, avoiding excessive configurations, etc. Any exception to the above shall be well justified.". More specifically, according to [3], the conclusion for each work task should:
a.
Identify functionalities, NFs etc. that use 5GC NFs as basis and any enhancements.

b.
Identify functionalities, NFs etc. that need further study and that may be redesigned

c.
Identify new functionalities, e.g., NFs to be added for supporting new features

This means that 5G functionalities will be reviewed and will potentially be enhanced or redesigned (e.g. in WT#1, #2, #3, #6, #7, #8) and new features will be studied (e.g. in WT#4, #5, and parts of other work tasks).  
3.4
RAN 6G Study item

The RAN 6G SID [4] was approved in RAN#108 (June 2025). The proposal includes 9 objectives. The objectives can be summarized in the following list: 
(1)
Single technology framework based on a stand-alone architecture to support the agreed existing and new services, and to satisfy the usage scenarios, requirements, deployment scenarios and design principles with acceptable performance/complexity trade-off, as determined by the RAN requirements.
(2)
Physical Layer structure for 6GR 

(3)
Radio interface protocol architecture and procedures for 6GR

(4)
Mobility for 6GR (for all RRC states), including related RRM 

(5)
6GR core and performance requirements 

(6)
Radio Access Network architecture, interface protocols and procedures considering support of various services and functionalities (e.g. AI/ML, sensing, etc).

(7)
Migration from 5G NR to 6GR as well as interworking and mobility between 5G NR and 6GR:

(8)
AI/ML for 6GR and Radio Access Network, leveraging 5G AI/ML framework, as appropriate (See TR38.843 [5]) 

(9)
Sensing – Studies to be based on use cases and associated requirements, as defined in TR38.914 [2]

Out of the aforementioned objectives, the  objectives (1), (3), (4), (6), (7), (8), (9) may have system architecture and potential security impacts. In addition RAN groups have decided to have interim results in SA#112 (June 2026) which among others will include decisions on the following aspects which may have security implications and may impact SA3 planning and progress:  
-
RAN-CN interface: P2P vs SBI

-
RAN internal interfaces: CU-DU split, CP-UP split.

-
6G DC

3.5
Discussion about the work tasks for the SA3 6G security study
3.5.1
High level SA3 6G SID principles
In general, the objective of the 6G security study would be to investigate requirements and solutions for the security of 6G mobile networks taking into account the studies and work from dependent groups and the SA3-led topics such as cryptography and security assurance.   

It is expected that the SA3 study will adhere to the goals endorsed at TSG#107 (March 2025) to "create lean and streamlined standards for 6G, e.g. by dimensioning an appropriate set of functionalities, minimizing the adoption of multiple options for the same functionality, avoiding excessive configurations, etc. Any exception to the above shall be well justified." 
It also expected that 3GPP SA3 should consider business and operational aspects to the extent possible in order to make the adoption of standards feasible in practice. 

3.5.2
Security areas
It is proposed to divide the 6G security study into investigations of several security areas. 
A list of potential security areas is shown below. Please observe that the order is arbitrary: 
1)
Overall security architecture including security domains, threat analysis, preventative, detective and reactive controls 
2)
UE-to-Network Control and User Plane security and privacy including the following:
-
Subscription credentials and primary authentication

-
NAS security

-
Access security (AS Security)
-
Mobility (handover, idle state mobility) and interworking between generations

-
Non-3GPP access security

3)
RAN security (RAN node to RAN node security), Core network to RAN interface security
4)
Core network security 

5)
Exposure security 

6)
Non-Terrestrial Networks (NTN) security and privacy (SA2 WT#7)
7)
Integrated Sensing and Communication security and privacy (SA2 WT#4, RAN Objective (9))
8)
AI/ML security and privacy, incl. Automation (SA2 WT#3, RAN Objective (8))
9)
Data framework security (SA2 WT#5) 
10)
Regulatory/Emergency services security (SA2 work task 1.4)
11)
Cellular IoT security and privacy (SA2 work task #8)
The first security (1) area is the general security architecture including security domains, threat analysis, and overall principles such as preventative, detective and reactive controls. The second (2) security area covers several aspects of the interaction between the UE and the network in general i.e. the RAN and Core Network and includes sub-areas which are relevant to be studied under the same activity due to dependencies between the sub-areas. The security areas (3)-(5) can be studied in somewhat parallel activities to the security area (2). Security areas (6)-(11) focus on the security and privacy of use cases or special features from other groups. 
3.5.3
Potential SA3 6G SID work tasks

SA3 6G SID work tasks could map to different face-to-face meeting sessions and could be led by different rapporteurs or moderators. The SA3 6G SID proposal could include all the above security areas as work tasks with one to one mapping, or work tasks could be further grouped together. One proposal for grouping the above security areas/work tasks into groups is as follows: 

Group 1 (security areas (1), (2)):
Overall security architecture, threat analysis, key issues, potential security requirements and potential solutions for the overall security and privacy of the UE to network interaction. This work task can be divided into the following security sub-areas:
1.1
Security domains, threat analysis, preventative, detective and reactive controls 
1.2
Subscription Credentials and Primary Authentication

1.3
NAS security

1.4
Access security (AS Security)

1.5
Mobility (handover, idle state mobility) and interworking between generations

1.6
Non-3GPP access security 

Group 2 (security area (3)):
Analysis of threats, key issues, potential security requirements and potential solutions for the security and privacy of the RAN internal interfaces between RAN nodes and the RAN-Core Network interfaces 

Group 3 (security areas (4), (5):
Analysis of threats, key issues, potential security requirements and potential solutions for the security and privacy of the Core network and exposure. This includes the security and privacy of: 
3.1
Service Based Architecture (SBA)

3.2
Non-SBA interfaces
3.3
Interconnect and roaming
3.4
Exposure 
Group 4 (security areas (6)-(11):
Analysis of threats, key issues, potential security requirements and potential solutions for the security and privacy of the different use cases such as

4.1
Non-Terrestrial Networks (NTN) security and privacy 

4.2
Integrated Sensing and Communication security and privacy 

4.3
AI/ML security and privacy, incl. Automation 

4.4
Data framework security (SA2 WT#5) 

4.5
Regulatory/Emergency services security (SA2 work task 1.4)

4.6
Cellular IoT security and privacy (SA2 work task #8)

4
Detailed proposal

It is proposed to structure the SA3 6G SID proposal with the work tasks presented earlier. The different security areas could be mapped one to one to work tasks or different work tasks could be grouped together with one proposal for grouping presented above. 
Moreover it can be discussed in SA3 whether the security for the use cases (Group 4 above) should be part of the 6G SID or whether the security studies of the different use cases should be under separate SIDs, one or more.  
