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1
Decision/action requested

It is proposed to discuss the principles of R20 security fearture organization.
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Rationale

3.1
Introduction
6G security is based on 6G security requirements. This study is agreed to address security issues related to other WGs SA1, SA2 and TSG RAN. SA3 should follow closely the architecture and requirement work done in SA1, SA2 and TSG RAN, and perform the security study based on what are agreed in other groups. So in the next few sections we are going to illustrate security requirements from SA1, SA2 and RAN respectively.
3.2
Security requirements from SA1 (TR 22.870)
3.2.1 Network security for 6G
The SA1 study states the following.
[PR 5.5.1.2-1] The 6G network shall provide security mechanisms for secure access to elements of the core network of the 6G system and secure communication on all 3GPP defined interfaces of the core network of the 6G system.

[PR 5.5.1.2-2] The 6G network shall support establishment of secure communication between elements of the network while protecting network related information (e.g. network element identities, topology) from disclosure to unauthorized parties.

[PR 5.5.1.2-3] The 6G network shall provide security mechanisms that enable the network operator to ensure there are no unintended changes of the elements of the 6G network.

[Observation #I.1] Security areas based on the requirements: Based on these requirements, SA3 should study security areas including authentication, authorization, and protection of network elements.

3.2.2 Quantum-resistance security

[PR 5.5.2.6-1] The 6G system shall provide security protection for communication (e.g. subscription identifier, authentication methods) against the potential attacks posed by quantum computing.

[Observation #I.2] Security areas based on the requirements: Based on this requirement, SA3 should study quantum-resistant security mechanisms.
3.2.3 Fake base station security

[PR 5.5.3.2-1] Subject to operator policy and regulatory requirements, the 6G system shall support a means for a UE to be able to distinguish a False Base Station from an authentic Base Station.

[Observation #I.3] Security areas based on the requirements: Based on this requirement, SA3 should study mechanisms for identifying false base stations.

3.2.4 6G security

[PR 5.5.4.2-1] The 6G system shall provide efficient mechanisms to support authentication and secure communication in inter-PLMN and intra-PLMN networks.

[PR 5.5.4.2-2] The 6G system shall support fine-grained security isolation based on the security needs of different businesses requirements for intra-PLMN networks.

[PR 5.5.4.2-3] The 6G system shall be able to provide flexible orchestration of security capabilities to ensure customized security requirements from customers.

Editor’s Note: Flexible orchestration is FFS.

[PR 5.5.4.2-4] The 6G network shall support identify potential security threats to communication and network elements.

[PR 5.5.4.2-5] The 6G network shall support security analysis and security enhancement policy generation to mitigate attacks and/or security issues in operator management system.

[PR 5.5.4.2-6] The 6G network shall support security response to implement enhanced security policy from management system to network elements, in order to recover network from disturbance.

[PR 5.5.4.2-7] The 6G system shall enable operators using SIM as trust anchor to provide identity and authentication service to the 3rd parties.

[Observation #I.4] Security areas based on the requirements: Based on these requirements, SA3 should study security areas including authentication, using SIM as a trust anchor to provide identity and authentication services to third parties, and consider flexible orchestration of security capabilities.

3.2.5 Considerations on privacy

[PR 5.5.6.3-1] Subject to regulatory requirements or operator policy, the 6G system shall protect from unauthorised access and disclosure to unauthorised entities any Personal Data belonging to a user and subscriber.

Editor’s Note: The requirement above is FFS
[Observation #I.5] Security areas based on the requirements: Based on the above section, SA3 should study protection mechanisms against unauthorized access and disclosure of personal data.
3.2.7 Privacy protection of data exposure

[PR 5.5.7.3-1] Subject to operator policy and regulatory requirements, the 6G system shall support privacy protection for any information exposure to a 3rd party.

[PR 5.5.7.3-2] Subject to national or regional regulatory requirement, the 6G system shall provide user privacy protection, location privacy, identity protection for UEs accessing 6G network for services (e.g. communication, sensing, AI inferencing), and for the corresponding information exposure to an authorized 3rd party.

[PR 5.5.7.3-3] The 6G system shall be able to protect UE’s subscriber identities from attacks.
[Observation #I.6] Security areas based on the requirements: Based on the above section, SA3 should study security mechanisms for enhanced data exposure to third parties, ensuring aggregation, anonymization, user consent, and authorization without exposing individual identities.
3.3 Security aspects from SA2 architecture study (S2-2506096)
3.3.1 WT#1: Define the overall 6G architecture as collection of capabilities and high level functionalities considering the following sub work tasks and other work tasks to support 6G access network
NOTE 1: The duplication of functionality in RAN and CN will be avoided, while maintaining the existing RAN and CN functionality split.

1.1. Study the support for control signalling for 6G for connectivity services and/or beyond connectivity services, including at least the following:

a. Whether and how to enable the introduction of a new non-access stratum functionality without impacting other non-access stratum functionalities.

b. Whether and how to identify a minimal set of non-access stratum functionalities that does not get impacted by additional non-access stratum functionalities.

c. Whether and how to develop generic mechanisms for UE-Core Network interaction to support operator services.

1.2. Study whether and how to support and/or enhance the following aspects in 6G: the SBA framework, network slicing, network sharing, user plane architecture, QoS framework, policy framework, network exposure framework, architecture for specific scenarios e.g. fixed wireless access, localized service access.

1.3. Study whether and how to support and/or enhance different non-3GPP access (e.g. Wi-Fi, wireline) in 6G and support multi-access data connections between 3GPP access and non-3GPP access.

1.4. Study whether and how to support and/or enhance the essential/regulatory services (i.e. voice, Messaging, location services, Emergency services, MPS, Mission Critical services, PWS) in 6G.

In addition to the work tasks above, this study will identify other 5G features that will be supported and/or adapted in 6G.

[Observation #2.1] Security areas based on the WT: Based on this WT, SA3 should study security challenges for a new NAS in control signaling for 6G connectivity services; security enhancements for the user plane architecture; security enhancements for the network exposure framework; and security enhancements for non-3GPP access, including its fit into the unified authentication framework.

3.3.2 WT#2: Study migration and interworking, including

• How to support migration to 6GS

• How to support interworking with 5GS

• Whether and how to support interworking with EPS

• How to support interworking between 6GS and 4G/5G NTN/satellite access that use EPS/5GS.

[Observation #2.2] Security areas based on the WT: Based on this WT, SA3 should study security for interworking and migration.
3.3.3 WT#3: Study how to support and enable use of AI in 6G (e.g. AI agent, framework)

NOTE 4: The term AI agent refers to the general concept of agents autonomously performing tasks on behalf of users, systems, and/or applications. As the SA1 work is still in progress, adapting the definition of AI agent from SA1 and the use of the term AI agent will be determined as part of the study. AI agent does not imply any specific solution.

[Observation #2.3] Security areas based on the WT: Based on this WT, SA3 should study security aspects for AI in 6G, including AI agents.

3.3.4 WT#4: Study the integration of Sensing and Communication over 3GPP access, considering the sensing modes to be supported and other sources of sensing data

NOTE 5: The detailed scope of WT#4 will be determined considering the scope and work of R20 FS_Sensing_ARC.

[Observation #2.4] Security areas based on the WT: Based on this WT, SA3 should study security for ISAC.

3.5 WT#5: Study data framework for all aspects related to efficient and scalable data handling including, for example, data collection, distribution, processing, storage, data access and data exposure, with consideration of access control/user consent and privacy where relevant. The example of data may include data for AI and Sensing. This WT can also study any potential enhancements on system and procedure needed for user consent framework

NOTE 6: The work split with SA3, SA5 and RAN WGs will require TSG coordination.

[Observation #2.5] Security areas based on the WT: Based on this WT, SA3 should study security for the data framework and user consent mechanisms.

3.6 WT#6: Study aspects on support of computing for UE, core network and application server in 6G (e.g. coordination between UE, core network and application server, exposure of computing service in the core network, etc.)

NOTE 7: Application layer mechanism and exposure framework may require coordination with SA6.

[Observation #2.6] Security areas based on the WT: Based on this WT, SA3 should study security for computing support in UE, core network, and application servers.

3.7 WT#7: Study how to support 6G RAT for NTN, based on RAN decision, and support service continuity aspects

NOTE 8: The detailed scope for WT#7 will be coordinated and aligned with RAN.

[Observation #2.7] Security areas based on the WT: Based on this WT, SA3 should study security for NTN.

3.8 WT#8: Study whether and how to support cellular IoT enablers in 6G, based on RAN decision for 6G IoT

NOTE 9: The detailed scope for WT#8 will be coordinated and aligned with RAN. Ambient IoT is not in the scope of the study.

[Observation #2.8] Security areas based on the WT: Based on this WT, SA3 should study security for cellular IoT.

3.4 Security aspects from RAN Study on 6G Radio (RP-251881)
The RAN study states the following:
Access stratum security aspects, in alignment with requirements from SA3 [RAN2]
[Observation #3.1] Security areas based on the RAN study: SA3 should study access stratum security aspects in alignment with RAN.
4
Detailed proposal

Proposal 1: 
WT#1: Study 6G security architecture, mechanisms and procedures.
WT#2: Study 6G authentication architecture, mechanisms and procedures.

WT#3: Study RAN security aspects.
WT#4: Study privacy protection for 6G.
WT#5: Study NTN security.
WT#6: Study AI security aspects.
WT#7: Study identity management.
WT#8: Study data frameworks security.
WT#9: Study computing security.
WT#10: Study Sensing security. 
WT#11: Study network domain security.
WT#12: Study security for interworking and migration.
WT#13: Study cryptography algorithm.
WT#14: Study celluar IoT.
