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1. Introduction
This document includes a text proposal for TR 38.874 based on offline discussion.

2. Text Proposal for TR 38.874

The following changes to TR 38.874 are proposed:

********* Start of Change **********
8
Radio protocol aspects
Editor’s note:
Primary responsible WG for this clause is RAN2.

8.1
Packet Processing
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8.3 
Control-plane considerations for architecture group 1
8.3.1
Routing and QoS enforcement for CP signaling

…
8.3.2
CP signaling protocols

…
8.3.3
CP signaling security protection

…
8.3.4  CP alternatives for architecture 1a

In architecture 1a, the UE’s and the MT’s UP and RRC traffic can be protected via PDCP over the wireless backhaul. A mechanism has to be defined to also protect F1-AP traffic over the wireless backhaul.

The following four  alternatives can be considered. Other alternatives are not precluded.
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Figure 8.3.4- 1: Example for alternative 1 of architecture 1a. 1a: UE’s RRC, 1b: MT’s RRC, 1c: DU’s F1-AP 
Alternative 1: 
Figure 8.3.4-1 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 1. In these examples, the adaptation layer is placed on top of RLC. 
The example does not preclude other options. This alternative has the following main features:

· The UE’s and the MT’s RRC are carried over SRB. 

· On the UE’s or MT’s access link, the SRB uses an RLC-channel. On theMT’s access link, the RLC channel may or may not have an adaptation layer.

· On the wireless backhaul links, the SRB’s PDCP layer is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.

· The DU’s F1-AP is encapsulated in RRC of the collocated MT. F1-AP is therefore protected by the PDCP of the underlying SRB. 

· Within the IAB-donor, the baseline is to use native F1-C stack (see section 9).
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Figure 8.3.4 - 2: Example for alternative 2 of architecture 1a. 2a: UE’s RRC, 2b: MT’s RRC, 2c: DU’s F1-AP

Alternative 2: 
Figure 8.3.4 - 2 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 2. In these examples, the adaptation layer resides on top of RLC.. The example does not preclude other options. This alternative has the following main features:

· The UE’s and the MT’s RRC are carried over SRB. 

· On the UE’s or MT’s access link, the SRB uses an RLC-channel. On the MT’s access link, the RLC channel may or may not have an adaptation layer.

· On the wireless backhaul link, the PDCP of the RRC’s SRB is encapsulated into F1-AP. 

· The DU’s F1-AP is carried over an SRB of the collocated MT. F1-AP is protected by this SRB’s PDCP. 

· On the wireless backhaul links, the PDCP of the F1-AP’s SRB is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.

· Within the IAB-donor, the baseline is to use native F1-C stack (see section 9)
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Figure 8.3.4 - 3: Example for alternative 3 of architecture 1a. 3a: UE’s RRC, 3b: MT’s RRC, 3c: DU’s F1-AP

Alternative 3: 
Figure 8.3.4 - 3 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 3. In these examples, the adaptation layer resides on top of RLC. The example does not preclude other options. This alternative has the following main features:

· The UE’s and the MT’s RRC are carried over SRB. 

· On the UE’s or MT’s access link, the RRC’s SRB uses an RLC-channel. On the MT’s access link, the RLC channel may or may not have an adaptation layer.

· On the wireless backhaul links, the SRB’s PDCP layer is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.

· The DU’s F1-AP is also carried over an SRB of the collocated MT. F1-AP is protected by this SRB’s PDCP. 

· On the wireless backhaul links, the PDCP of the this SRB is also carried over RLC-channels with adaptation layer. 

· Within the IAB-donor, the baseline is to use native F1-C stack (see section 9).
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Figure 8.3.4 - 4: Example for alternative 4 of architecture 1a. 1a: UE’s RRC, 1b: MT’s RRC, 1c: DU’s F1-AP 
Alternative 4: 
Figure 8.3.4 - 4 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative 4. In these examples, the adaptation layer resides on top of RLC. The example does not preclude other options. This alternative has the following main features:

· All F1-AP signalling is carried over SCTP/IP to the target node

· The IAB-donor maps DL packets based on target node IP to adaptation layer used on backhaul DRB.

· Separate backhaul DRBs can be used to carry F1-AP signalling from F1-U related content. The mapping to BH DRBs could be based on target node IP address and IP layer Diffserv Code Points (DSCP) supported over F1 as specified in TS 38.474 [x]. Other methods for mapping are not excluded.

· The DU will also forward other IP traffic to the IAB node (E.g. OAM interfaces)

· The IAB terminates the same interfaces as a normal DU except that the L2/L1 protocols is replaced by adapt/RLC/MAC/PHY protocol.

· The F1-AP and other signalling are protected using NDS (e.g. IPSec, DTLS over SCTP) operating in the same way as between DU and CU today. SA3 has recently adopted the usage of DTLS over SCTP [RFC6083] for protecting F1-AP [S3-182047]. The details on NDS operating over wireless backhaul and IP address assignment/management of the IAB nodes 
are FFS

8.3.5 CP alternatives for architecture 1b
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Figure 8.3.5 - 1: RRC and F1-AP for architecture 1b. 4a: UE’s RRC, 4b: MT’s RRC, 4c: DU’s F1-AP

Figure 8.3.5 - 1 shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for architecture 1b. In these examples, the adaptation layer carrying the DRB’s PDCP resides on top of RLC. On the IAB-node’s access link, the adaptation layer may or may not be included as discussed for U-plane in Section 8.2.2. The example does not preclude other options.

For architecture 1b, the UE’s or MT’s RRC is carried over SRB. On the wireless backhaul, this SRB’s PDCP is carried over native F1-C.

The DUs on IAB-node and IAB-donor use native F1-C stack. 
· Over the wireless backlinks, the IP-layer of this native F1-C stack is provided by a PDU-session. This PDU-session is established between the MT collocated with the DU and a UPF. 

· The PDU-session is carried by a DRB between the MT and the CU-UP. Between CU-UP and UPF, the PDU-session is carried via NG-U.

· IP transport between UPF and CU-CP is provided by the PDU-session’s DN. The baseline assumption is that this transport is protected. 
Note: SA3 may evaluate requirements on the protection of F1-C transport across the DN between UPF and CU-CP.

8.4  User-plane considerations for architecture group 2

…

********* End of Change **********
�There was another TP that covered the UP aspects, but what is included here is slightly different.  Anyways, this email discussion just about CP aspects, so we propose to remove this section completely.


�The whole text of this section is new towards the current TR. So everything should be in change marks.


�As commented above, UP aspects not discussed as part of this email discussion.


�We have now indicated the issue of IP address management of the IAB nodes is FFs.
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