Page 4

3GPP/BBF Workshop on FMC
FMC100030

San Francisco, USA, 18-19 February, 2010
Title:
FMC Policy Interworking
Agenda Item:
6

Source:
Ericsson

Document for:
Discussion

Abstract:

This paper explores how to setup QoS for a 3GPP UE in a BBF domain. It shows that S9 can be used as a basis. Solutions and requirements are proposed for two identified problems.

1. Introduction
S9 is a roaming interface combining Rx and Gx; the latter consisting of Gxx and charging capabilities. This paper explores how the Gxx subset of S9 can be used to implement use cases in WT-203.

2. Use case and assumptions
As a basis for this paper, we address WT-203 use case 5.2 “Voice/Multimedia and Charging” and 5.3 “Video”. The figure below outlines the target architecture. 
· We assume the RG carrier deployed and managed. 
· The WiFi access domain is either an operator-owned and managed WiFi hotspot zone or a broadband residential network. In the latter case, we assume the WiFi AP managed by the user. 
· In certain configurations the RG and WiFi AP might be one and the same physical device. 
· Note that QoS handling in the WiFi access domain is out-of-scope for this paper.
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The user attaches, either initial or handover, via the WiFi AP using S2c. This includes setting up a DSMIPv6 UE-PGW tunnel and 3GPP user authentication. We assume trusted S2c with user plane integrity protection as outlined in [Ericsson contribution on mobility]. Note that S2c implies that all traffic is anchored in the PGW. 
The issues and solutions highlighted in this contributions are not specific to S2c; the same problems and solutions apply in S2b (untrusted PMIP) when the IPSec tunnel between UE and ePDG only uses integrity protection (i.e. without encryption). Note that currently encryption is mandatory between UE and ePDG.
2.1 S9 – Gx, Gxx and Rx
In this paper we address services that signal service information to the PCRF over Rx; e.g. an operator-controlled voice/multi-media service such as IMS MMTel, or an over-the-top service where a DPI engine in the PGW collects service information. At this point of time, this paper excludes services in the BBF domain. As a consequence, the Rx subset of S9 is not required for the use cases explored here. Since all traffic is anchored in the PGW, there is no need to collect charging related information or trigger charging related actions in the BBF domain. As a consequence, the Gxx subset of S9 is sufficient to support the use cases explored here.
3. Problem statement

In order to provide QoS for a 3GPP UE in a BBF domain, the PCRF needs to be able to download policies over S9 to the BPCF. 3GPP [23.203] defines the concept of a Gateway Control Session: An association between a BBERF (=BNG in our case) and a PCRF, used for transferring access specific parameters, BBERF events and QoS rules between PCRF and BBERF.  When using S9, the V-PCRF (=BPCF) should proxy the Gateway Control Session Establishment between the BBERF in the VPLMN (=BNG) and the H-PCRF (=PCRF). S9 sessions are on a per-UE basis. Each session is identified by a unique Session-Id [29.215]. Both endpoints of the session can map the Session-ID back to the UE identity and UE/NAT IP address.
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3.1 S9 session
Assume that the S9 session for the UE is already established. When service information for a user is received via Rx, the PCRF makes a policy decision; e.g. it could apply zero-rated charging rules for voice calls performed over WiFi access. Then, the PCRF sends a policy request via a Gxx signal over S9 to the BPCF. The BPCF can accept or reject the request, and can perform GBR-based admission control for media components. The BPCF then downloads policies to the BNG using the local policy interface. The BNG shall be able to perform downstream packet classification.
So far we have assumed that there is an established S9 session. Problem statement 1: How to establish an S9 session between BNG and PCRF? The subsequent chapter outlines two solutions.
3.2 QoS for upstream traffic
The mechanisms described above enable QoS for downstream traffic. For upstream traffic, the RG needs to be capable of packet classification in order to place the packet in the correct queue. E.g., in a triple-play subscription, there might be one queue designated to carry voice traffic (class x in the picture), one queue to carry video traffic (class y) and one queue to carry internet traffic (class z). Problem statement 2: How to install rules in the RG such that upstream packets can be classified? This paper only acknowledges this problem, and believes it solvable. No solutions are proposed. Note that packets are tunnelled, therefore classification shall be multi-field on both outer and inner packet header. We suggest adding this as a corresponding requirement to WT-203.[image: image3.wmf]Top right       
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It is FFS to investigate how dynamic the installing of the rules shall be. If IMS media anchoring can be assumed, the service destination address will be known a-priori, allowing for fairly static rules. Without media anchoring, rules will have to be more dynamic. Our long-term vision is to make the RG capable of handling dynamic rules. A short-term vision could be to aggregate all traffic addressed to a specific PGW (i.e. DSMIPv6 tunnel endpoint – the outer header) onto a certain QoS class. This can be achieved by installing static rules in the RG. It could be refined by providing QoS only for packets with the RTP/UDP in the inner header.
4. Solutions for a establishing an S9 session
Two ways of establishing the S9 session are outlined in the subsequent paragraphs.

4.1 BPCF-initiated S9 session establishment
In the current 3GPP specification [29.215], the V-PCRF (=BPCF) shall initiate the S9 session establishment based on the UE identity. In order for the BPCF initiate the S9 session, the 3G UE device must be identified by the fixed broadband access network. This is achieved by authenticating the UE either locally on the fixed broadband access or through the fixed broadband access network transparently. However, this solution has not yet been addressed in BBF.

4.2 PCRF-initiated S9 session establishment

An alternative solution would be to reverse the S9 session establishment, and let the PCRF take the initiative. The following scheme outlines how this could work: 
1) The BBF domain has roaming agreements with 3GPP domains. The BBF domain assigns IP addresses from pre-defined ranges to UEs/NATs. The 3GPP domains are informed about the ranges together with the BBF domain’s network id. This could be done in several ways; e.g. using an S9 message, using DNS, or by manual configuration. 
2) When the UE attaches to the network via the WiFi AP, it only does a local authentication towards that WiFi AP. 3GPP access authentication is not performed. 
3) As outlined in chapter 2, the UE establishes a DSMIPv6 tunnel to the PGW. This includes 3GPP user authentication.
4) From the previous step, the PGW knows the IP address of the UE/NAT assigned by the BBF domain. The PGW signals that address to the PCRF. 
5) The PCRF uses the address as a key to lookup the network id from the ranges received in step 1. 
6) Using the acquired network id, the PCRF addresses the proper BPCF. 
7) The UE/NAT address is received by the BPCF via step 4 and 6. Based on this, the BPCF finds the correct BNG and sets up a session using the local policy interface. 
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This solution imposes no requirements on UE, WiFi AP or RG. Therefore, we propose an enhancement of the 3GPP Rel-10 specifications to enable PCRF-initiated S9 session establishment.
To summarise, the following items are FFS in this solution: a) Exactly how are the 3GPP domains informed by the BBF domains about IP address ranges?; b) Enhance the 3GPP Rel-10 specifications to enable PCRF-initiated S9 session establishment.
5. Conclusions
· We conclude that the S9 Gxx subset satisfies the requirements originating from use case 5.2/5.3 in WT-203. The S9 Rx subset is not required as long as services reside in the 3GPP domain. Support for charging in the BBF domain is not required since all traffic is anchored in the PGW. 
· For the use cases explored here, PCRF-initiated S9 session establishment provides an easier mode of operation compared to BPCF-initiated S9 session establishment.

· Short term, the RG can do upstream packet classification by comparing the packet destination address with PGW addresses known a priori. More fine-grained classification can be achieving by examining the protocol header of the inner header.

· Long term, we conclude that the RGs need to be capable of handling dynamic rules.

6. Proposals

To summarize, we make the following proposals:

· We propose to agree that S9 Gxx shall be used for policy interworking between PCRF and BPCF.
· We propose an enhancement of the 3GPP Rel-10 specifications to enable PCRF-initiated S9 session establishment, besides the existing BPCF-initiated S9 session establishment. 

· We propose adding a requirement to WT-203 such that the RG is capable to do multi-field filtering on both outer and inner header for uplink packet classification.
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