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1. Overall Description:

T3 would like to thank CN1 for their LS on Storage of temporary identities for EAP authentication.

T3 would like to inform CN1 that taking into account CN1’s decision, T3 has implemented the needed Elementary File (EF) for storage of re-authentication identity and associated security parameters in the USIM (T3-040545).

Additionally, T3 acknowledges that the storage of re-authentication identities and associated security parameters in the USIM provides enhancements in power off/power on situations (as were identified in SA3 LS: S3-040176) but does not impact or enhance security in fast re-authentication procedures. 

If a combination of fast re-authentication benefits (such as re-authentication speed and authentication vectors savings) and security enhancements (i.e. secure storage of fast re-authentication credentials) is required by 3GPP, mechanisms where re-authentication credentials do not leave the USIM following a re-authentication procedure need to be further investigated. T3 would like to draw SA3’s attention to the proposal on EAP support in the USIM, which might provide the required solution. 

2. Actions:

To SA3 group.

ACTION: 
T3 kindly asks SA3 to examine further requirements for security enhancements of fast re-authentication procedures and to analyze the proposal solution based on EAP support in USIM, if these security enhancements are introduced in 3GPP I-WLAN.

T3 would also like SA3 to come back to T3 if further work is needed on this topic for completion of Rel-6 changes in the appropriate specification(s).
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