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Here are listed the issues we have found in the current draft specification of the C SIM API.

Security Issues :

· Various functions use pointers as parameters. Even if there is no way to create an array ( no malloc or equivalent ), there is no protection described in the current specification to prevent the use of the GSM application RAM by a (bugged) application and so to crash the card or access external data.

· The function CatGetCHVStatus allows a toolkit application to get CHV and Unblock CHV values without any constraint ( no access rights ).

· A toolkit application can change the menu entry of another application with the use of the function CatSetMenuString.
Framework behaviour :

· This part is a copy/paste from 03.19 and thus the majority of the things listed in this part are not used in the rest of the document or have no sense : transaction, context, post of data, name of the events, system proactive commands, … So, this is the same as if no toolkit framework was described. The main consequence is we do not know the behaviour of the card when a toolkit application is activated.

03.48 Issues :

· It seems while reading the current specification that there is no standard way to define a TAR for an application. Thus 03.48 formatted messages are passed to all toolkit applications on the card as simple SMS PP.

· The application loading defined in 03.48 is also not mandate in the specification.

The conclusion is that this specification is not linked to 03.48 and so the reference can be suppressed. Of course, this implies that this specification do not comply with 02.19 ( see 5.1 in 02.19 ).

Function descriptions :

· A lot of function refer to a ‘data buffer’ which seems to be a temporary storage buffer but this in not defined. So how could we implement these functions ?

· There is no header files included in this specification ( even the names ) so source code interoperability is impossible.

· CatSelect : missing description of parameter *status
· CatStatus returns the file status of the currently selected file as specified in ETSI TS 101 221. What is a file status ?

· CatReadRecord : one parameter is REC_ACC_MODE_NEXT but this value is undefined

· CatGetTerminalProfile : Allows to retrieve the terminal profile data in an array. What happens if the array is too small : exception, RAM overwriting, applet termination
· CatPollInterval : Allows an application to request a poll interval. This mean that one applet choose the poll interval for the whole card.
