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Summary 

Liaison statement to SMG9 seeking analysis of SIM based solution to AoC fraud.

	GSM Association SCAG Meeting #14

Riga, Latvia 9 – 10 May 2000
	SCAG Doc 032/00


Liaison Statement

From: 

GSM Association SCAG

To:

SMG 9

Subject:
Advice of charge fraud – SIM based solution

The GSM Association’s Fraud Forum and Smart Card Application Group have recently investigated the phenomenon of advice of charge prepaid fraud with a view to identifying a suitable solution for the relief of the many operators that are currently suffering substantial fraud losses.

In advice of charge systems the computation formula is located in the handset. The AoC parameters are sent by the network to the handset at the beginning of each call. The customer’s balance is decremented inside the SIM counter according to a fixed frequency of communication between the handset and the SIM. This process of decrementing is not secure as there is no information exchange/authentication with the network therefore once the decrement communication is disabled fraudsters can make unlimited calls without the SIM balance being affected.

A SIM based solution has been proposed, the details of which follow, and the GSM Association would be most grateful if SMG 9 could validate the contents and make a general comment as to the suitability of the proposal. More specifically, the following issues need to be addressed and in this regard we look forward to hearing the outcome of your discussions.

· Is the solution feasible and secure?

· Can the solution be implemented on Javacard or does it need additional specification to implement it?

· If additional specification work is required what are implementation timescales?

· Does SMG9 support such a solution?

Any questions or concerns regarding this request should be directed to James Moran, Fraud and Security Director, GSM Association HQ, (james.moran@gsm.org) 


1
Introduction

Some operators use pre-paid systems that operate based on the Advice of Charge mechanism involving the handset and the SIM.

[image: image1.wmf]The architecture can be represented as follows;









A customer can go to an ATM machine and specify the amount of units he would like to put on his subscription. This transaction goes through the banking system to be checked after which a request is addressed to the IT Platform. When the solvency of the subscriber has been verified an order is transmitted to the SICAP Platform. This equipment generates an SMS message which is sent to the SIM to credit the corresponding amount of units bought by the subscriber. The subscriber can then use his subscription to make calls.

With this prepaid system there is no link or synchronisation between the network and the handset/SIM. The IT Platform can perform supervision every X minutes based on CDR collection and the reload history which means a comparison is performed between the number of units consumed and measured in the CDRs against the number of units reloaded. This type of reconciliation has identified some differences between the amounts which indicates fraud.

2
Analysis of constraints

2.1
Synchronisation between the Handset/SIM and the network 

The computation formula is resident in the handset and all the parameters needed by the formula are sent at the beginning of each call. The units are incremented inside the SIM card counter according a fixed frequency but this is not secure as there is no check carried out with the network.

To put synchronisation in place information needs to be exchanged between the SIM and the network, in two ways:

· From the network to the SIM - this is partly done in that reloads are communicated but call management is not.

· From the SIM to the network - with the current configuration there is nothing to assume this point.

One idea is to send an SMS to the SIM at the end of each call but this will greatly increase SMS traffic at the SMSC side without any guarantee that the message is delivered at the right time.

Another idea is that an SMS channel could be used to exchange information in both directions but there is no guarantee the dedicated SMS will arrive and will be interpreted by the SIM at the right time.

In conclusion, the focus will need to be on the handset/SIM rather than on the network.

2.2
Handset/SIM card relationship 

Fraud is detected by identifying a discrepancy between the number of units consumed by the user (based on CDRs) and number of units bought by the same user. It is assumed that there is no fraud affecting the reload of units via the platform messaging.

On the basis that fraud is influenced by the handset and SIM the relationship between the two elements must be more secure. Something must happen in the handset or in the SIM to send a message back to the network. 

Because the parameters for the formula are in the handset they will need to be sent to the SIM. The handset is not currently able to send the parameters to the SIM card without customisation. As many different handsets are used by customers and networks this is not the right solution.

3
Proposed Technical Implementations

Analysis of the different constraints has shown that a customisation of the handset is not feasible and that the proposal should have limited impacts on the network. One solution is to put a supervision mechanism directly into the SIM which could detect fraud attempts and authorise actions. This document will cover supervision and actions.

3.1
Supervision

It is not efficient to synchronise the handset/SIM card with the network and as customisation of the handset is not an option there is no way for the SIM to receive the parameters from the network at the beginning of the call. Therefore it is not possible to mimic the handset formula in the SIM. The weakness of AoC is that the computation is performed by the handset and the units are stored in the SIM. If, for any reason, the increment of units in the SIM is not correctly performed there will be a difference between what is consumed and what is paid. Because of this, the only solution is to check that the increment orders go to the SIM according to the right frequency during the call. This supervision mechanism can check that “Increase” commands are received by the SIM on time and this will prevent any potential failure of the handset or any fraudulent action on the handset/SIM.

3.2
Technical requirements

This mechanism will use an internal time chronometer in the SIM and during a call the SIM will check if an “Increase” order arrives/has arrived during a set interval. If an increase is received the chronometer is reset and restarts a new countdown waiting for the following “Increase” command. If no increase is received the SIM will detect the fraud and take appropriate action.

The following technical requirements are required to put such a supervision mechanism in place:

1. A chronometer managed by the SIM will compute the machine cycles in order to obtain a time base. We will have then a period of time available which will act as a clock for the SIM.

2. Information pertaining to the beginning of the call is required and as the handset manages this part it could send the information to the SIM. This information will be used to reset the value of the chronometer and launch the countdown of time units.

3. An information for the end of the call. Again this is normally managed by the handset, so this information has also to be sent down to the SIM card. This information will stop the chronometer and so at the same time the global system in charge to supervise the Advice of Charge from the SIM card point of view.

4. A routine to intercept the “Increase” command. During a pre-defined period the SIM will spy the serial line coming from the handset in order to intercept every “Increase” command. Once this command has been identified and performed correctly the chronometer is reset and restarts its countdown. If the command does not arrive to the SIM the supervision mechanism will have to intervene according to the actions defined inside it.

5. A way to stop the current call at the initiative of the SIM when a problem occurs. This is the action that can limit potential losses in the event that fraud is detected.

6. A list of potential actions in case of “malfunctions”. This list of actions, which would be transparent to the customer, could include:

· Switch from normal subscription usage to a restricted mode (FDN mode)

· Display text on the screen of the handset

· Send an SMS message to the platform to inform the network about the problem 

3.3
Technical feasibility

Operators are using Phase 2 cards with Phase 2 handsets. The aim of this chapter is to review the technical feasibility for each requirement described above according the available technologies for both SIMs and handsets. At the conclusion we will see the impact of mixing different technologies.

3.3.1
Technical feasibility on Phase 2

In this chapter we will look at Phase 2 technology for the SIM and handset.

1. The chronometer can be developed in a Phase 2 SIM. 

2. The information required by the SIM at the start of the call cannot be requested by the card or provided by the handset. 

3. The information required by the SIM at the end of the call cannot be requested by the card or provided by the handset.

4. The interception commands coming from the handset to the SIM can be developed in a Phase 2 card as an executable filter inside the SIM.

5. Calls in progress cannot be interrupted at the initiative of the SIM in a Phase 2 card.

6. Only the switch from normal usage to restricted mode (FDN) can be done with a Phase 2 SIM card. The other actions are not possible.

In conclusion, we can see that most of the requirements for the supervision mechanism cannot be put in place in a Phase 2 card or with a Phase 2 handset.

3.3.2
Technical feasibility on Phase 2+, using SimToolKit

The SimToolKit concept (release 97) defined in the GSM standard offers a way for the SIM to provide or request information from the external world. For present purposes the external world could be the screen of the handset or the GSM network or some operations initiated by the SIM and executed by the handset.

1. The chronometer can be developed on a Phase 2+ card, as it was available for a Phase 2 SIM card.

2. The information required by the SIM at the start of the call can be requested by the SIM and provided by the handset. In this case it is proposed to use the “CALL CONTROL” command which will then be used to launch the countdown of the chronometer.

3. The information required by the SIM at the end of the call cannot be requested by the card or provided by the handset.

4. The interception commands coming from the handset to the SIM can be developed in a Phase 2+ SIM as they can be developed in a Phase 2 card as an executable filter inside the SIM.

5. Calls in progress can be interrupted at the initiative of the SIM card with the Phase 2+ card by using the “REFRESH” command provided by the SimToolKit standard. To ensure this works it is proposed to use the “REFRESH” command operating in the reset mode, meaning a complete RESET of the handset is performed.

6. The switch to from normal usage to restricted mode (FDN) can be done with a Phase 2+ SIM card as it was possible with a normal Phase 2 SIM card. The display of an advertising text on the screen of the handset could be implemented thanks to the “DISPLAY TEXT” command provided by the SimToolKit standard. An SMS could be sent back to platform thanks to the “SEND SMS” command provided by the SimToolKit standard.

In conclusion, we can see that most of the requirements for the supervision mechanism can be put in place in a Phase 2+ card, together with a Phase 2+ handset.  Unfortunately, there is one of the requirements missing i.e. the information that indicates to the SIM card the end of the current call. This is important because the chronometer can start at the beginning of the call but if there is no information available at the end of the call the chronometer will continue to work and count and it will then think there is a fraud which is not the case.

3.3.3
Technical feasibility on Phase 2+, using SimToolKit release 98

The SimToolKit concept release 98 is the latest version defined in the GSM standard (GSM 11.14 version 7.2.0), and provides a more complete set of new commands and functions. According to what we have noticed with the previous version of the technology and having regard to the new commands available we will focus on two requirements for the supervision mechanism, based on the fact that the others could already be developed with the Phase 2+ release 97.

1. The requirement for call set up data to be available to the SIM can be requested by the SIM and provided by the handset by using “SET UP EVENT LIST” command, with the option “CALL CONNECTED”. This command will then be used to launch the countdown of the chronometer. 

2. The requirement for end of call data to be available in the SIM can be requested by the SIM and provided by the handset by using “SET UP EVENT LIST” command, with the option “CALL DISCONNECTED”. This command will then be used to stop the supervision mechanism when the call is released.

Thanks to the SimToolKit standard (release 98) it is possible to develop and implement a supervision mechanism completely inside the SIM. This supervision mechanism will increase the security of the Advice of Charge mechanism and also prevent the situation arising where the handset stops talking to the SIM card. This is mainly due to the fact that everything is inside the SIM and the card will receive two notices from the handset: the beginning of the call and the end of the call.

In conclusion, this supervision mechanism could completely be developed and implemented inside a Phase 2+ SIM card, supporting SimToolKit Release 98. This card, with its supervision mechanism, will have to operate with a handset which supports Phase 2 + with the SimToolKit release 98. Unfortunately there are no such handsets commercially available on the market. Similarly there are no SIM cards that support the SimToolKit release 98 in their operating system.

4
Conclusion

The final conclusion is then that this solution is feasible, but not immediately, bearing in mind that the SIM cards will be available sooner than the handsets. The different functions and commands from the SimToolKit Release 98 could be implemented as filters inside SIM cards. To have such a supervision mechanism operating effectively it will be necessary to have a Phase 2 + SIM card with the SimToolKit Release 98 and a Phase 2+ handset with the SimToolKit Release 98.

An additional mechanism that could be implemented in the SIM to ensure the integrity of the technology would be the inclusion on an executable filter in the card to check, at initialisation, the capability and the phase of the handset. If the handset is a Phase 2 or a Phase 2+ the card will become mute. If the card is used in a Phase 2+ handset, which supports the SimToolKit release 98 but without one of the commands used by the supervision mechanism, the same thing will happen. Finally, in normal use if the card is used in a Phase 2+ handset supporting SimToolKit Release 98 and all the required commands then there will be no limitations on its use.
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