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7.1.15
Support for Digital Rights Management in MMS

The support of DRM in MMS shall conform to the OMA DRM specifications [76], [77] and [78]. 

DRM-protection of an MM shall take precedence over Message Distribution Indication and over MM7 Content Adaptation Restriction from REL-6 onwards.

The following sections describe the application of DRM protection to MMS.   

7.1.15.1
DRM-protected content within an MM

An MM may include one or more DRM-protected MM elements. DRM protection of MM elements shall be performed according to [76], [77] and [78], with each MM element being protected separately. Each DRM-protected MM element shall be encapsulated as a DRM object, i.e. ‘DRM Message’ or ‘DCF’.

In particular, DRM protection shall neither be applied to an MM as a whole (MMS PDU), nor to any presentation description (e.g. SMIL) within an MM.

The headers (i.e. content-location or content-ID) used by the presentation description (e.g. SMIL) to refer to a DRM object shall be placed as MMS body part headers, due to MIME-based structure of the MM.  

In case of Separate Delivery, the ‘X-Oma-Drm-Separate-Delivery’ header, if present, shall be placed as MMS body part header, due to MIME-based structure of the MM. 

MMS body part headers shall not be DRM-protected.
7.1.15.2 
DRM-related User Agent beaviour 

An MMS User Agent may support Digital Rights Management, DRM according to [76], [77], [78]. An MMS User Agent that supports the DRM restrictions shall indicate this support in its terminal capability profile, as defined in the DRM specifications.  
NOTE:
E.g. after having received an MM containing a ‘DRM Message’ object, an MMS User Agent does neither use that DRM-protected MM element while composing a new MM nor store it into a user accessible persistent network storage (e.g. MMBox).

7.1.15.3
DRM-related Relay/Server behaviour

An MMS Relay/Server shall support Forward Lock, Combined Delivery and Separate Delivery DRM functionalities according to [76], [77], [78].

7.1.15.3.1
Support for Forward Lock and Combined Delivery

For Forward Lock and Combined Delivery support, the MMS Relay/Server shall ensure that no single DRM-protected MM element is conveyed to any receiving entity, such as an MMS User Agent, an MMS Relay/Server, a user-accessible persistent network-storage (e.g. MMBox), which does not comply with OMA DRM specifications [76], [77]. 

In particular, the MMS Relay/Server shall not:

· deliver any DRM-protected MM elements (‘DRM Message’) to an MMS User Agent which does not support DRM;

· route forward any DRM-protected MM elements (‘DRM Message’) over MM3, MM4 or MM7 to a receiving entity which does not support DRM;

· store any DRM-protected MM elements (‘DRM Message’) into a user accessible persistent network storage (e.g. MMBox);

· forward any DRM-protected MM elements (‘DRM Message’) prior to MM retrieval or from the MMBox.

The MMS Relay/Server shall not alter or strip-off any part of the ‘DRM Message’ header (e.g. the Boundary parameter declaration). 

7.1.15.3.2
Support for Separate Delivery

If the recipient MMS User Agent supports DRM Separate Delivery the MMS Relay/Server shall relay any DCF object unaltered. In particular it shall not strip-off any part of the DCF body or headers (e.g. the ‘X-Oma-Drm-Separate-Delivery’ header). 
The MMS Relay/Server shall accept separate delivery protected content on all interfaces.
If the recipient MMS User Agent does not support separate delivery the MMS Relay server shall either:
· Replace all non supported DRM protected elements by a descriptive error text and/or a placeholder and send the modified MM to the recipient MMS User Agent, or

· Not deliver the whole MM to the MMS User Agent.
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