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Abstract: 

The contribution proposes that a single (U)SIM while sitting in a Mobile phone can give subscriber access to the cellular services and at the same time to WLAN from a hotspot managed by the same operator (or different if business agreement exists), without removing (U)SIM from one device (cell phone) and inserting in the other device (PC/pocket PC). The device (PC/pocket PC) can talk to the network as if (U)SIM were physically present in it even thou it is not. Thus a single (U)SIM can be used to authenticate multiple devices simultaneously to have access to multiple networks. Having a single (U)SIM to authenticate multiple devices (Phone, PC, Pocket PC, etc.) simultaneously is very attractive solution. One of the options to accomplish it could be Bluetooth radio interface. 
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1. Brief Description of (U)SIM

GSM and 3GPP phones use (U)SIM (Universal-Subscriber Identity Module) to authenticate the user to the network. Being a piece of hardware (like an RSA Secure ID card), it provides higher security solutions (than software-only). The (U)SIM is a physical entity and can be separated from the mobile terminal. It is provided by the operator, with whom users make the subscription. The corresponding subscription information is also stored in the Home Location Register (HLR) of the home network and is used to authenticate the user. 

2. Wireless Link Between Device with (U)SIM and Device without (U)SIM

(U)SIM and a mobile device can be made to communicate on any existing wireless LAN technology; however, currently the best option in this application is Bluetooth. It offers many advantages such as robustness, low complexity, low power and low cost. It is a short-range (10-meter) radio link and operates in the unlicensed ISM band at 2.4GHz. Bluetooth devices are designed to automatically detect and communicate with companion devices owned by the user without user intervention.

3. Problem to be Solved and Available Options: 

The addition of WLANs in parallel to the existing cellular networks is very attractive for cellular operators and it will become more attractive if both the networks could interwork together. The simplest interworking scenario would be the common platform for authentication and authorisation of subscribers i.e., the user once subscribed with cellular operator would be able to use both cellular as well as WLAN services (provided by the same operator). For this scenario the users may have two options: 1. They must be allotted as many (U)SIMS as many devices they possess. 2. They must be allotted a single (U)SIM removing and inserting the same (U)SIM from one device into another. Both options have drawbacks. E.g., for option No. 1, the user is forced to subscribe to two different services (a mobile phone service and a WLAN service), which will not only complicate the billing issues for operators but also be inconvenient for users (for family members having multiple devices and multiple (U)SIMS) and above it synchronization of information in different SIMS would be annoying. For option 2, the physical removal/insertion is bothersome and above it only one device can be used to access the network at one time. Thus, no simultaneous access can occur with only one (U)SIM. 
4. Description of our proposal

As illustrated in fig-1, (U)SIM is sitting in a Mobile phone. It is talking to the multiple peripheral devices (laptop PC PDA etc.) via bluetooth. Thus the user may have access to cellular network using his cell phone and WLAN using his laptop PC or PDA simultaneously. He is authenticated and authorized to use multiple networks with multiple devices with the single (U)SIM without removing it from one and inserting into another device. It is an attractive solution from business as well as technical viewpoint. 
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Figure 1 Using single (U)SIM card to authenticate multiple devices on multiple networks

5. Bluetooth/Wireless Link Security Issues and their solution

(U)SIM search (or its assignment to mobile device) can acquire one of the following scenarios when multiple (U)SIMs are present in the vicinity. 

Scenario-1: The mobile device is pre-configured to always use a specified (U)SIM by default.

Scenario-2: The user instructs the mobile device to use a certain (U)SIM, before setting-up connection. 

Scenario-3: Mobile device searches and displays a list of SIMs available in its vicinity, asking for user input for which (U)SIM to use. If authenticated and authorized, all the devices may use the same (U)SIM simultaneously.

To prevent unauthorized users from using a (U)SIM, following measures can be adopted. 

1. Challenge Response mechanism in which the user must input credentials, such as password, to verify that he is authorized (U)SIM user 

2. The (U)SIM may be programmed to function only for certain devices (though this method limits the desirable plug-and-play nature of the (U)SIM). 

3. The relatively low range of the Bluetooth link provides some security against unauthorized users, the owner knows that a potential unauthorized user must be within a certain range specified by the wireless protocol used. 

4. (U)SIM can be powered off to prevent others from accessing it. 

5. Whenever someone tries to access a (U)SIM, an alert may be sent either to a specified device or the (U)SIM. If the alert goes to a specified device, a message will be displayed informing the user of the access. If the alert goes directly to the (U)SIM, it may beep or give some sort of signal. The user can then decide whether the access is authorized and can allow or disallow it. 
6. Merits of the proposed Solution

a. This solution meets the requirements mentioned in section 3, of TR.22.934. 

b. Single (U)SIM for multiple devices means, “simultaneous access to multiple networks

c. No removal/insertion of (U)SIM” from one device to another offers unprecedented ease to users.

d. Secure compared to downloading the (U)SIM from the operators’ network, because users are often more comfortable with associating ownership with and protecting physical objects.

7. Usage Scenarios (Applications/Business Cases):

Single (U)SIM for multiple devices will not only provide simultaneous access to multiple networks, but also provide the unprecedented ease to users, moreover it will also reduce the SIM management for operators rendering simplification in billing. 
Several studies reveal that average revenue from voice services will be taken over by the data services. A great challenge associated with data services is of security. Though security, using smart card, often remained a preferred solution but discarded due to the implementation cost. The (U) SIM card inside a mobile phone can supply the cost effective solution. It can be used as a digital identity for the subscriber. Other use cases can be SSL/TLS authentication, IPSec VPN and login to a desktop.
Lack of a standard infrastructure for built-in smartcard reader/writers in PCs and PDAs, also motivate using the ME as a smartcard reader. The price of implementing and maintaining the (U)SIM compared to that of other token alternatives could be less expensive. 

Having single SIM in mobile device talking to peripheral devices on local wireless link is attractive solution also because it can enable the mobile operator to take the role of Certification Authority (CA) or Trusted Operator or to establish a business relation with the existing Trusted Third Party (TTP). It is envisioned from a security perspective that the traditional handset can become a personal trusted device (you always keep in your pocket) as its internal structure already carries a smart card enabling the user to make secure transactions in a multi-network environment. It not only creates the business case for mobile operators but also for enterprise regarding achieving Enterprise PC Security through a (U)SIM in a mobile phone to act as a locally connected smart card and applications executing in a PC can utilize SIM as a security token. Though this extended usage of (U)SIM such as VPN is not specific to the single (U)SIM proposal, and is also applicable to the case where a distinct SIM is used per device, but it provides ease of use to the subscribers as mentioned above.

Though one of the limitations of authenticating several devices simultaneously could be of getting free ride to access network services but on the other hand it can also create business plans for the operators who can make flat rate plans (for instance $30 flat rate for one device, and $20 for each additional simultaneous access). 

Note.1: The usage of of UICC as a security token is also a work item in ETSI and a white paper on Smart Cards ETSI WP DIM V0.0.1(2002-11) is in progress. 

For Local (U)SIM usage Also see: http://www.smarttrust.com/whitepapers/pdf/SIMThebasisforMobileVASA.pdf
http://www.smarttrust.com/whitepapers/pdf/enterprisesecurity.pdf. 
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