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8.5
Security in testing

The security functions at the SS side are implemented in RLC and MAC layers.  When the AM or UM RLC entities and a MAC(d) entity are created, the TTCN will download a security context for each CN domain used. The two ASPs CMAC_SecurityMode_Config_REQ and CRLC_SecurityMode_Config_REQ configues the SS security contexts and associate the contexts to the created entities. The SS sahll support one activate security contexts and one context pending activation for each CN domain.

A security context at the SS consists of the security parameter START, 20 bits long and a pair of integrity key and a ciphering key, each 128 bits long. All these security parameters belong to a CS or a PS domain. The SS shall have the ability to store these values till the new vlaues are downloaded and activated. STARTcs is used for intitialization of all counters-C and counters-I (32 bits long each) of all DL and UL radio bearers for ciphering and intergrity protection in the CS domain. The same is for STARTps in the PS domain. The TTCN downloads the new START value whenever it is received from the UE. In the case of a succeeded authentication procedure, the START value is reset to zero by the TTCN.

Once the START is downloaded the SS will, according to the activation time, inialize the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN (for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the remaining bits are initialized to 0.

Upon the concerned RLC entities and the MAC(d) entity release in the SS, the associated security contexts are no longer used and shall be removed as well. The RLC and the MAC(d) entities are addressed by the TTCN with the cell id = -1.

8.5.1
Authentication

A GMM or MM authentication test step makes use of a number of TSOs to generate an authentication vector:


AV := {RAND, XRES, CK, IK, AUTN}
If the UE has valid authentication parameters (CKSN/KSI), for the respective domain, use of the Authentication procedure after an INITIAL DIRECT TRANSFER message is optional. Authentication in this case will be left to the test case implementation and need not be specified in the prose. However, in the case where the UE does not have valid authentication parameters the Authentication procedure shall be performed.
8.5.2
Ciphering

The ciphering in the SS is activated through the ASP CRLC_Ciphering_Activate_REQ for the AM or UM mode and through CMAC_Ciphering_Activate_REQ for the TM mode.
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