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1. Introduction
This pCR adds key issues concerning discreet listening and logging of end to end encrypted calls.
2. Reason for Change
Issues surrounding recovery of end to end encrypted content of communications need to be captured.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v020.

* * * First Change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.280:	"Mission Critical Services Common Requirements (MCCoRe)"
[3]	3GPP TS 22.281:	"Mission Critical Video services"
[4]	3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT); Stage 1"
[5]	3GPP TS 22.282: "Mission Critical Data services"
[x]	3GPP TS 33.180: "Security of the mission critical service"
Editor's note: Further numbered references to be inserted here	
* * * Next Change * * * *
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For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DL	Discreet Listening
FD	File Distribution
GMK	Group Master Key
GMS	Group Management Server
MC	Mission Critical
SDS	Short Data Service

* * * Next Change * * * *
5.x	Key issue x:	Discreet listening of end to end encrypted calls
An authorized user may perform discreet listening on end to end encrypted communications, where those communications can be private calls, individual communications with a server (e.g. pull from or push to a server), and group calls where the target of the discreet listening is engaged in group communications. In order to comprehend the communications, the authorized user's MC service client needs to be provided with the end to end encryption key used to encrypt the content of the call.
For private or individual communications, a session key is used to encrypt the content of the communications, which is protected in transfer between the call participants by an encryption process making use of the identity of the destination party. The mechanism is described in 3GPP TS 33.180 [x].
For group communications, a GMK is originated by the GMS and protected in transfer to group members one at a time by an encryption process making use of the identity of each group member. The mechanism is described in 3GPP TS 33.180 [x].
According to the requirement in 3GPP TS 22.280 [2] and reproduced in Annex A of the present document, the participants in the call will not be aware of the discreet listening.
Issues:
-	In order to successfully discreet listen to private or individual communications, the authorized user needs access to the session key exchanged between the parties in the private or individual communication. To fulfil the requirement reproduced in Annex A.1, the parties in the call will not have knowledge of the authorized user possessing the encryption key.
- 	In order to successfully discreet listen to group communications, the authorized user needs access to the GMK for the group. To fulfil the requirement reproduced in Annex A.1, the group members in the call will not have knowledge of the authorized user possessing the encryption key.

* * * Next Change * * * *
5.x	Key issue y:	Logging and replay of end to end encrypted calls
A logging entity requires to be able to record the content of end to end encrypted private calls, individual communications with a server (e.g. pull from or push to a server) and group calls. In order to permit replay of the content of the recorded calls, the encryption key must be available to provide decryption at some point in the process, either during recording, at some time during storage subsequent to recording, or on playback.
Issues
-	Whether the content should be decrypted at the point of recording, at some time during storage, or at the time of playback of the recorded material.
- 	How the entity performing the decryption obtains the encryption key to enable the decryption of the media content.




