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1. Introduction
New MC requirements based on railway needs were added to stage 1 in Rel-16 on restricting allowed partners for private calls without using floor control procedures. 

The following text is copied from 3GPP TS 22.280.
[R-6.7.3-007] The MCX Service shall provide a mechanism for an MCX Service Administrator to configure for a particular authorized MCX User, a set of MCX Users under the same authority to which a Private Communication (without Floor control) can be made by this particular MCX User.

[R-6.7.3-007a] The MCX Service shall provide a mechanism for an MCX Service Administrator to configure for a particular authorized MCX User, a set of MCX Users under the same authority from which Private Communication (without Floor control) is allowed to this particular MCX User.
Current procedures in 3GPP TS 23.379 subclause 10.7.2.2 Private call within one MCPTT system do perform an authorisation check, but the MCPTT server only verifies if MCPTT users are allowed to initiate or receive private calls as such, i.e. if they are allowed to make private calls. It is not verified whether specific MCPTT users are allowed to initiate or receive private calls:
3GPP TS 23.379 subclause 10.7.2.2.1
Private call setup in automatic commencement mode, step 4

4.
MCPTT server checks whether the MCPTT user at MCPTT client 1 is authorized to initiate the private call, and that MCPTT user at MCPTT client 2 is authorized to receive the private call. If the MCPTT private call request requested automatic commencement mode then the MCPTT server also checks whether the MCPTT user at MCPTT client 1 is authorized to initiate a private call in automatic commencement mode.

3GPP TS 23.379 subclause 10.7.2.2.2
Private call setup in manual commencement mode, step 4
4.
The MCPTT server confirms that both MCPTT users are authorized for the private call. The MCPTT server checks the commencement mode setting of the called MCPTT client and also checks whether the MCPTT user at MCPTT client 1 is authorized to initiate a call in manual commencement mode.
Similar mechanisms exist for MCVideo and MCData.
2. Reason for Change
Railways require additional control functionality of private calls between MC service users. 
3. Conclusions

A new KI is proposed to study extensions allowing to limit private calls between specific MC service users only.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.cde (FS_FRMCS2).
* * * First Change * * * *

4
Key issues

4.X
Key issue X – Allowed private communications
An MCPTT server verifies, during the private call setup, whether an MCPTT user can initiate and receive private calls, i.e. the server verifies whether a user is allowed to use private calls or not. The verification is described in 3GPP TS 23.379 [7] by step 4 in subclause 10.7.2.2.1 and by step 4 in subclause 10.7.2.2.2. Further restrictions are possible by configuring for a specific MCPTT user a list of MCPPT users to which outgoing calls are allowed. Similar mechanisms exist for MCVideo and MCData.
New Rel-16 stage 1 requirements were agreed which shall allow to limit incoming private communications as well by configuring MC service users from which a specific MC service user can receive private communications.
Gaps:

-
Evaluate which existing private call setup can be re-used or must be extended (for MCPTT, MCData and MCVideo).

-
Study which entity acts as enforcement entity and how required policies are made available to this entity.

-
Study which configuration data is needed.

* * * End of Change * * * *

