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1. Overall Description:

SA3 would like to inform SA6 that SA3 has defined a MC Security Gateway (SeGy) to support termination of 3GPP MC security procedures on entry into a domain that does not support these procedures (e.g. an LMR system via an Interworking Function, IWF).
The SeGy is defined in Annex 'XX' of TS 33.180, (see S3-180386). 

As the MC Security Gateway terminates the end-to-end encryption properties common to a MC System, the Security Gateway has distinct security properties to the rest of the MC System. Consequently, potential use of a Security Gateway is communicated to MC clients for security reasons through the Security Gateway’s KMS certificate and through the GMK’s key properties. 
If a Security Gateway could be a security endpoint for either private or group communications, these SA3 changes ensure that this can be communicated to clients. SA6 may wish to establish a parameter which indicates the use of a Security Gateway for a communication.

2. Actions:

To SA6 group.

ACTION: 
SA3 asks SA6 to consider whether to indicate the use of a Security Gateway within a communication.
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