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*** First change ***
8.1.3
Procedure

Figure 8.1.3-1 illustrates the procedure for onboarding API invoker to the CAPIF.

Pre-conditions:

1.
API invoker is not a recognized user of the CAPIF.

2.
The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).
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Figure 8.1.3-1: Procedure for onboarding API invoker to the CAPIF

1.
For enrollment of the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request towards CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created. 

NOTE 1:
Completion of onboarding process can require explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF can handle the grant process internally without the need of explicit grant by the CAPIF administrator.

NOTE 2:
API invoker profile consists of at least the identity information for the API invoker, information required for the authentication and authorization by the CAPIF and the CAPIF identity information.
3.
If the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs.

4.
As a result of successful onboarding process, CAPIF core function are able to authenticate and authorize the API invoker.
*** Next change ***

8.2.3
Procedure

Figure 8.2.3-1 illustrates the procedure for offboarding the API invoker from the CAPIF, triggered by the API invoker.

Pre-conditions:

1.
The API invoker has been onboarded as a recognized user of the CAPIF.
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Figure 8.2.3-1: Procedure for offboarding API invoker from the CAPIF

1.
The API invoker triggers offboard API invoker request to the CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function cancels the enrollment of the API invoker from CAPIF. The API invoker ceases to be a recognized user of the CAPIF. All the authorizations corresponding to the API invoker are revoked from CAPIF. Optionally, the information of API invoker may be retained at the CAPIF core function as per the operator policy.

NOTE:
Completion of offboarding process can require explicit notification to the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF can handle the de-provisioning process internally without the need of explicit grant by the CAPIF administrator.

3.
The CAPIF core function returns the offboard API invoker response providing successful offboarding indication.
*** Next change ***
8.5.2.2
Service API get response

Table 8.5.2.2-1 describes the information flow service API get response from the CAPIF core function to the API publishing function.

Table 8.5.2.2-1: Service API get response

	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of retrieving the service API information

	Service API information
	O (see NOTE)
	The service API information includes the service name, service type, communication type, description, interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.

	NOTE:
Shall be present if the Result information element indicates that the service API get request is successful. Otherwise service API information shall not be present.


*** Next change ***
8.5.3
Procedure

Figure 8.5.3-1 illustrates the procedure for retrieving the service APIs. The service API retrieval mechanism is supported by the CAPIF core function. 

Pre-condition:

-
The CAPIF core function is configured with the authorization details of the API publishing function.
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Figure 8.5.3-1: Retrieve service APIs
1.
The API publishing function sends a service API get request to the CAPIF core function, with service API published information reference provided by CAPIF core function when the service API was published.

2.
Upon receiving the service API get request, the CAPIF core function checks whether the API publishing function is authorized to get published service APIs information. If the check is successful, the corresponding service API information is retrieved from the CAPIF core function (API registry).

3.
The CAPIF core function provides a service API get response to the API publishing function which includes the service API information.
*** Next change ***
8.8.2.2
Event subscription response

Table 8.8.2.2-1 describes the information flow for event subscription response from the CAPIF core function to the subscribing entity.

Table 8.8.2.2-1: Event subscription response

	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the event subscription operation

	Subscription identifier
	O (see NOTE)
	The unique identifier for the event subscription.

	NOTE:
Shall be present if the Result information element indicates that the event subscription operation is successful. Otherwise subscription identifier shall not be present.


*** Next change ***
8.8.3
Procedure for CAPIF event subscription

Figure 8.8.3-1 illustrates the procedure for CAPIF events subscription.

Pre-conditions:

1.
The subscribing entity has the authorization to subscribe for the CAPIF events.
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Figure 8.8.3-1: Procedure for CAPIF event subscription

1.
The subscribing entity sends an event subscription request to the CAPIF core function in order to receive notification of events.

2.
Upon receiving the event subscription request from the subscribing entity, the CAPIF core function checks for the relevant authorization for the event subscription.
3.
If the authorization is successful, the CAPIF core function stores the subscription information.

4.
The CAPIF core function sends an event subscription response indicating successful operation.
*** Next change ***
8.8.4
Procedure for CAPIF event notifications

Figure 8.8.4-1 illustrates the procedure for CAPIF event notifications.

Pre-conditions:

1.
The subscription procedure as illustrated in Figure 8.8.3-1 is performed by the subscribing entity.
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Figure 8.8.4-1: Procedure for CAPIF event notifications

1.
The CAPIF core function generates events to be consumed by the subscribing entity(s).

2.
For the generated event, the CAPIF core function retrieves the list of corresponding subscriptions.

3.
The CAPIF core function sends event notifications to all the subscribing entity(s) that have subscribed for the event matching the criteria. If a notification reception information is available as part of the subscribing entity event subscription, then the notification reception information is used by the CAPIF core function to send event notifications to the subscribing entity.

4.
The subscribing entity sends an event notification acknowledgement to the CAPIF core function for the event notification received.
*** Next change ***
8.8.5
Procedure for CAPIF event unsubscription
Figure 8.8.5-1 illustrates the procedure for CAPIF event unsubscription.

Pre-condition:

-
The subscribing entity has subscribed to the CAPIF events.
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Figure 8.8.5-1: Procedure for CAPIF event unsubscription
1.
The subscribing entity sends an event unsubscription request to the CAPIF core function with the information of the subscribed CAPIF event.

2.
Upon receiving the event unsubscription request from the subscribing entity, the CAPIF core function checks for the event subscription corresponding to the subscribing entity and further checks if the subscribing entity is authorized to unsubscribe from the CAPIF event.
3.
If the event subscription information corresponding to the subscribing entity is available and the subscribing entity is authorized to unsubscribe for the CAPIF event, the CAPIF core function removes the subscription information.

4.
The CAPIF core function sends an event unsubscription response indicating successful operation.
*** Next change ***
8.8.6
List of CAPIF events

Table 8.8.6-1 provides a non-exhaustive list of CAPIF events.

Table 8.8.6-1: List of CAPIF events
	Events
	Events Description

	Availability of service APIs
	Availability events of service APIs (e.g. active, inactive)

	Service API updated
	Events related to change in service API information

	Monitoring service API invocations
	Events corresponding to service API invocations

	API invoker status
	Events related to API invoker status in CAPIF (onboarded, offboarded)

	System related events
	Alarm events providing fault information

	Performance related events
	Events related to system load conditions


*** Next change ***
8.15.3
Procedure

Figure 8.15.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.

Pre-conditions:

1.
Optionally, CAPIF core function have shared the information required for authentication of the API invoker with the AEF.
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Figure 8.15.3-1: Procedure for authentication between the API invoker and the AEF upon the service API invocation 

1.
The API invoker invokes a service API invocation request with authentication information to the AEF, and includes in this request authentication information, including API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is outside the scope of the present document and will be defined by SA3.

4.
If the verification was successful, the AEF returns the result of the service API invocation in the Service API invocation response.
*** Next change ***
8.22.2.2
Query service API log response

Table 8.22.2.2-1 describes the information flow Query service API log response from the CAPIF core function to the API management function.

Table 8.22.2.2-1: Query service API log response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of Query service API log request

	API invocation log information
	O (NOTE)
	API invocation log information such as API invoker's ID, IP address, service API name, version, invoked operation, input parameters, invocation result, time stamp information

	NOTE:
Information element shall be present when result indicates success.


*** End of changes ***
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