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1. Introduction
CAPIF TS skeleton includes subclauses for adding functional model, entities description and reference points. This pCR is proposing to complete these subclauses. The baseline proposal used for these subclauses is from "7.1.1
Solution 1 – High level functional architecture for the CAPIF" in TR 23.722.

TR 23.722 subclause 7.2.9 also captures the need for secure communication over CAPIF reference points. It is proposed to capture the secure communiction in subclause for references points.
	7.2.9
Solution 9: Secure communication
7.2.9.1
Solution description

The solution considers secure communication in CAPIF.

A secure communication channel is mandatory for the following communications in CAPIF.

-
CAPIF-1 supported functionality (e.g. obtaining authorization) between the API invoker and the CAPIF core functions

-
CAPIF-2 supported functionality (e.g. service API invocation) between the API invoker and the AEF.

-
CAPIF-3 supported functionality (e.g. sharing authorization information) between the AEF and CAPIF core functions


-
CAPIF-4 supported functionality (e.g. publishing service APIs) between the API publishing function and CAPIF core functions
-
CAPIF-5 supported functionality (e.g. enabling auditing, monitoring) between the API management function and CAPIF core functions

7.2.9.2
Solution evaluation

The present document has identified the need for securing the communication over CAPIF reference points. Details for providing secure communication over CAPIF reference points are the responsibility of SA3.


2. Reason for Change

Proposal to complete the details in empty clauses.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 V0.0.0.
* * * First Change * * * *

6
Functional model
Editor's note:
Describe functional model for common API framework.

6.1
General

This subclause describes the solution for the high level functional model for the CAPIF.
6.2
Functional model description

Figure 6.2-1 shows the functional model for the CAPIF which allows API invokers inside the PLMN trust domain and outside the PLMN trust domain to access the service APIs.
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Figure 6.2-1: High level functional model for the CAPIF
* * * Next Change * * * *

6.3
Functional entities description

The CAPIF consists of an API provider functions and the CAPIF core functions. The CAPIF core functions support the API invokers to access the service APIs. The CAPIF core functions shall support the following capabilities:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Publishing, storing and discovering service APIs information using an API registry;

-
Controlling the service API access based on PLMN operator configured policies;

-
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

-
Charging based on the logs of the service API invocations;

-
Monitoring the service API invocations;

-
Onboarding a new API invoker;

-
Storing API provider policy configurations related to CAPIF and service APIs; and

-
Auditing support based on log analysis (e.g. detecting abuse).

The API provider functions consists of:

-
API exposing function;

-
API publishing function; and

-
API management function.

The API exposing function is the provider of the service APIs and is also the service communication entry point of the service API to the API invokers. The API exposing function shall support the following capabilities:

-
Authentication is responsible to validate the API invoker based on the identity and credentials provided by the CAPIF core functions;

-
Authorization is responsible to validate the authorization provided by the CAPIF core functions; and

-
Logging is responsible to send service API invocation logs to the CAPIF core functions.

The API publishing function shall be responsible for the capability to publish the service API information of the API provider to the CAPIF core functions.

The API management function enables the API provider to perform administration of the service APIs. The API management function shall support the following capabilities:

-
Auditing the service API invocation logs received from the CAPIF core functions;

-
Monitoring the events triggered by the CAPIF core functions;

-
Configuring the API provider policies to the CAPIF core functions;

-
Governing the lifecycle management of the service APIs; and

-
Onboarding the new API invokers.

The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has some PLMN service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker within the PLMN trust domain shall interact with the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain shall interact with the CAPIF via CAPIF-1e and CAPIF-2e. The API provider functions within the PLMN trust domain shall interact with the CAPIF core functions via CAPIF-3, CAPIF-4 and CAPIF-5.
NOTE:
The security aspects of CAPIF-1, CAPIF-1e, CAPIF-2 and CAPIF-2e are under SA3 responsibility and out of scope of the present document. 
* * * Next Change * * * *

6.4
Reference points

The reference points CAPIF-1 and CAPIF-1e shall support the functions for the API invoker to discover service APIs, to authenticate and to get authorization. 
The reference points CAPIF-2 and CAPIF-2e shall support the functions for the API invoker to communicate with the service APIs. There can be one or several CAPIF-2 or CAPIF-2e instances between the API invoker and the API exposing function per CAPIF 
NOTE:
The aspects related to the specific service API in reference points CAPIF-2 and CAPIF-2e is out of scope of the present document.

The reference point CAPIF-3 shall support the interaction between the CAPIF core functions and the API exposing function of the API provider functions for access control, policy control, etc.
The reference point CAPIF-4 shall support the interaction between API publishing function of API provider functions and the CAPIF core functions for publishing the service APIs.
The reference point CAPIF-5 shall support the interaction between the API management function of API provider functions and the CAPIF core functions:

1.
to provide the service API invocation logs to the API management function;

2.
enabling the API management function to monitor the events triggered due to the service APIs invocations;

3.
to support onboarding new API invokers by provisioning the API invoker information at the CAPIF core functions, requesting explicit grant of new API invokers onboarding and confirming onboarding success;

4.
enabling the API management function to configure policies at the CAPIF core functions e.g. service API invocation throttling, blocking API invocation for certain duration; and

5.
enabling the API provider to govern the lifecycle status of service APIs e.g. pilot or live, trace and access API versioning, control visibility of service API (start or stop of service API).
Interactions between the CAPIF entities over all the above CAPIF reference points shall be via secure ommunication channel established between those respective entities.
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