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1. Introduction
This contribution proposes a solution for API invoker authorization for service API access.
2. Reason for Change
We have the following description fo the key issue and requirements for API invoker authorization for service API access.
	5.11
CAPIF authentication to applications 

5.11.1
Key issue description

While we know that API invoker authentication is required to access service APIs, it may also be necessary for the CAPIF to authenticate to the API invoker accessing service APIs before the actual API traffic is sent over the connection. Further study is required to provide mutual authentication between CAPIF and the API invoker accessing service APIs.
6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for applications accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain of the service APIs.

[AR-6.3.2-b] The CAPIF shall provide mechanisms to authenticate applications to access the service APIs.
[AR-6.3.2-c] The CAPIF shall provide mechanisms to authorize applications to access the service APIs.
[AR-6.3.2-d] The CAPIF shall provide mechanisms for mutual authentication between CAPIF and the API invoker accessing service APIs.

[AR-6.3.2-e] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

 [AR-6.3.2-f] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-6.3.2-g] The communication between the CAPIF and the API invoker shall be integrity protected.




3. Proposal

It is proposed to agree the following changes to 3GPP TR 23722 v020.
* * * First Change * * * *

7.2.X
Solution X: Authorization for service API access
7.2.X.1
Solution description

7.2.X.1.1
General

The solution corresponds to the key issues and requirements related to authorization for service API access. The API invoker requires to execute this procedure when it needs to obtain or refresh the permission to access the service API. Once the API invoker receives the permission to access the service API, the API invoker can perform one or multiple service API invocations as per the permission limit.
7.2.X.1.2
Procedure

Figure 7.2.X.1.2-1 illustrates the procedure for authorization for service API access.

Pre-conditions:

1.
The API invoker is onboarded with API invoker ID management of the CAPIF core functions and is provided with an API invoker ID.
2.
The API invoker ID of the API invoker is available at the authorization function of the CAPIF core functions.
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Figure 7.2.X.1.2-1: Procedure for API invoker obtaining authorization for service API access
1.
The API invoker sends an authorization request to the authorization function of the CAPIF core function for obtaining permission to access the service API by including the API invoker ID.

2.
The authorization function performs the authentication of API invoker and checks for the API invoker subscription information for the requested service API. 

3.
Upon successful authentication, based on the API invoker's subscription information an access token indicating permission to access the service APIs is sent to the API invoker in the authorization response.
NOTE:
The mechanism for distribution of the access token information for the API invoker to the API exposing function is not in the scope of the present document.
7.2.X.3
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.

* * * End Change * * * *
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