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* * * First Change * * * *

10
Procedures and information flows

10.1
MC service configuration
...
10.1.4
MC service user profile
10.1.4.1
General

An MC service user is identified by an MC service ID. An MC service ID is associated with at least one MC service user profile and can be associated with multiple MC service user profiles (identified by an index and optionally a profile name). This is depicted in figure 10.1.4.1-1.
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Figure 10.1.4.1-1: The relationship of MC service user, MC service IDs, MC service user profile and MC services

For an MC service user there can be multiple MC service IDs with the constraint that only one MC service ID exists for a given MC service for that MC service user (e.g. MC service ID X may correspond to MCPTT service and MC service ID Y may correspond to MCVideo service). When the MC service provider requires to support a single MC service ID for all MC services, the value of the multiple MC service IDs is the same (e.g. value of MC service ID X is same as MC service ID Y).

In the case where a single MC service ID is configured for a MC service user for authorized access to multiple MC services, the MC service UE and MC service server shall include the indication of the specific MC service during the communication.

For the same MC service user there can be different MC service user profiles active on different MC service UEs or different MC service user profiles active on the same MC service UE at different times. In addition, the MC service user may have one or more specific MC service user profiles defined for use in outbound migration cases, whereby there may be more than one MC service user profiles defined for outbound migration for that MC service user e.g. so that different MC service user profiles can be applied in different partner MC systems. The appropriate MC service user profile for migration for the relevant partner MC system will be provided to the partner MC system by the procedure. For both non-migrating and migrating MC service users, only one MC service user profile per MC service client is active at a time.

All MC service user profiles associated with an MC service user are stored in the MC service user database. Different parts of the MC service user profile are provisioned by the Mission Critical Organization, by the MC service provider and by the MC service user, respectively. 

MC service user profile information is downloaded to the MC service UE. The MC service user profile configuration may include more than one information exchange e.g. the configuration management server may provide the MC service UE with a list of some or all enabled MC service user profiles to allow the MC service user to select one (where the list may contain a subset of the MC service user profile information sufficient for the MC service user to distinguish which MC service user profile to select).
For a non-migrating MC service user, the MC service user profile provisioning in the UE is initiated by the configuration management client (e.g. upon MC service user authentication or on reconnect to the MC service), or initiated by the configuration management server (e.g. due to role change or organization change). For a migrating MC service user, the MC service user profile provisioning in the UE is initiated when the MC service user attempts to migrate to a partner MC system, and depending on configuration requests the MC service user profile from a configuration management server in the primary MC system or a requests the MC service user profile from a nominated configuration management server in the partner MC system, prior to requesting service authorization from a nominated partner MC service server.
The partner MC system may require that the MC service user profiles for migrating MC service users have parameters imposed by that partner MC system according to its operating and security policies.  For example, there may be limitations in the locations at which migrating MC users can receive service, specific priority levels for migrating MC service users or certain groups to which the migrating MC service users require access. The MC service user database applies any necessary modifications to the MC service user profile received from the primary MC system of the MC service user in accordance with its local requirements. This local profile will be stored, and will be provided to the configuration management server (in either the primary MC system or the partner MC system, depending on which was contacted by the MC service UE) in order to distribute it to the configuration management client of the migrating MC service user. The modified MC service user profile will subsequently be provided to the MC service server in the partner MC system when the migrating MC user attempts service authorization.
* * * Next Change * * * *

10.1.4.3
MC service user obtains the MC service user profile(s) from the network
10.1.4.3.1
Non-migrated MC service user
The procedure for the non-migrated MC service user obtaining MC service user profiles is illustrated in figure 10.1.4.3.1-1.
Pre-conditions:

-
The MC service user has performed user authentication in the identity management server.
-
The MC service UE has secure access to the configuration management server.
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Figure 10.1.4.3.1-1: MC service user obtains the MC service user profile(s) from the network
1.
The configuration management client sends a get MC service user profile request message to the configuration management server, which includes the MC service ID.

2.
The configuration management server obtains the MC service user profile information.

3.
The configuration management server sends get MC service user profile response message to the configuration management client. When a download is necessary, this message includes all MC service user profiles that are associated with the MC service ID.
10.1.4.3.2
Migrated MC service user – primary MC system configures MC service UE
Figure 10.1.4.3.2-1 below illustrates mechanism for the configuration management client to retrieve the user profiles for the migrating MC service user from the partner MC system.

NOTE:
Any proxy servers at the edges of the primary and partner MC systems that are used to hide the topology of the MC systems from external entities are not shown in this procedure.

Preconditions:

-
The MC service user is permitted to migrate to the partner MC system, and the relevant authorizations are configured in both the primary and partner MC systems of that MC service user.

-
The MC service UE is configured to obtain user profile configuration from the configuration management server of the primary MC system.

-
The MC service user has performed user authentication in the partner MC system, and has received the necessary credentials to retrieve configuration information and to request service authorization.
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Figure 10.1.4.3.2-1:
Retrieval of MC service user profile for migration – MC service UE configured by primary MC system
1.
The configuration management client in the MC service UE of the migrating MC service user requests the MC service user profile for migration from the configuration management server in the primary MC system. The request includes an identification of the partner MC system to which the MC service user is attempting to migrate.
2.
The configuration management server in the primary MC system requests the MC service user profile for migration from the MC service user database. The request includes an identification of the partner MC system to which the MC service user is attempting to migrate.
3.
The MC service user database in the primary MC system retrieves the applicable MC service user profile for migration.

4.
The MC service user database in the primary MC system provides the retrieved MC service user profile for migration to the configuration management server.
5.
The configuration management server in the primary MC system sends the retrieved MC service user profile for migration to the configuration management server in the partner MC system.

6.
The configuration management server in the partner MC system sends the MC service user profile received from the configuration management server in the primary MC system to the MC service user database in the partner MC system.
7.
The MC service user database in the partner MC system of the MC service user modifies the MC service user profile according to its system policies and local configuration information.

8
The MC service user database in the partner MC system of the MC service user stores the modified MC service user profile.

9.
The MC service user database in the partner MC system sends the modified MC service user profile to the configuration management server in the partner MC system.

10.
The configuration management server in the partner MC system provides the received modified MC service user profile to the configuration management server in the primary MC system of the MC service user.

11.
The configuration management server in the primary MC system validates (and may also log) the received modified MC service user profile from the partner MC system for e.g. safety, applicability of any new configuration to the MC service user. If the validation check fails, then the MC service user may be prohibited from migrating to the partner MC system and an appropriate error is returned to the configuration management client. Otherwise, processing continues in step 12.
12.
The configuration management server in the primary MC system provides the MC service user profile to the MC service user database in the primary MC system of the MC service user.
13.
The MC service user database in the primary MC system of the MC service user stores the received MC service user profile and acknowledges the request.
14.
The configuration management server in the primary MC system provides the MC service user profile to the configuration management client of the migrating MC service user.
10.1.4.3.3
Migrated MC service user – partner MC system configures MC service UE
Figure 10.1.4.3.3-1 below illustrates mechanism for the configuration management client to retrieve the user profiles for the migrating MC service user from the partner MC system.
NOTE:
Any proxy servers at the edges of the primary and partner MC systems that are used to hide the topology of the MC systems from external entities are not shown in this procedure.
Preconditions:
-
The MC service user is permitted to migrate to the partner MC system, and the relevant authorizations are configured in both the primary and partner MC systems of that MC service user.
-
The MC service UE is configured to obtain user profile configuration from the configuration management server of the partner MC system.
-
The MC service user has performed MC service user authentication in the partner MC system, and has received the necessary credentials to retrieve configuration information and to request service authorization.
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Figure 10.1.4.3.3-1:
Retrieval of MC service user profile for migration – MC service UE configured by partner MC system
1.
The configuration management client in the MC service UE of the migrating MC service user requests the MC service user profile for migration from the configuration management server in the partner MC system.
2.
The configuration management server in the partner MC system requests the MC service user profile from the configuration management server in the primary MC system of the MC service user.
3.
The configuration management server in the primary MC system of the MC service user requests the MC service user profile from the MC service user database in that primary MC system. The request includes an identification of the partner MC system to which the MC service user is attempting to migrate.

4.
The MC service user database in the primary MC system retrieves the applicable MC service user profile for migration.

5.
The MC service user database in the primary MC system provides the retrieved MC service user profile to the configuration management server in the primary MC system of the MC service user.

6.
The configuration management server in the primary MC system provides the MC service user profile to the configuration management server in the partner MC system of the MC service user.

7.
The configuration management server in the partner MC system sends the received MC service user profile to the MC service user database in the partner MC system of the MC service user.
8.
The MC service user database in the partner MC system of the MC service user modifies the MC service user profile according to its system policies and local configuration information.

9.
The MC service user database in the partner MC system of the MC service user stores the modified MC service user profile.

10.
The MC service user database in the partner MC system of the MC service user provides the MC service user profile to the configuration management server in the partner MC system so that it can be provided to the configuration management client of the migrating MC service user.

11.
The configuration management server in the partner MC system provides the MC service user profile to the configuration management client of the migrating MC service user.
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