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1. Introduction
This paper provides description for the key issue on service API access control
2. Reason for Change
To control the access of the service, the applications may be restricted to make limited access to the service APIs. For example: An application may access the service API with a frequency of 10 invocations/second. If application tries to establish access greater than the configured service API access frequency, the request can be rejected. There could be several other service API access control aspects which needs further study.
3. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

5.x
Service API access control

5.x.1
Key issue description

A service API may control the application access to service APIs. Every service API may provide its own mechanisms to control individual applications. It is an overhead to control the service API access for each application. Further study is required to provide a common service API access control for the applications.

* * * Next Change * * * *

6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for application accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The API framework shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain.

[AR-6.3.2-b] The API framework shall provide mechanisms to authenticate applications to access the service APIs.

[AR-6.3.2-c] The API framework shall provide mechanisms to authorize applications to access the service APIs.

[AR-6.3.2-d] The API framework shall provide mechanisms to configure and control the service API access per application.

* * * End Change * * * *

