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	Reason for change:
	1. MC groups can be defined in multiple group management servers, which can be associated with mulitple MC service servers. The MC service server associated with a group management server provides the controlling role for group calls within an MC service group that is defined in that group management server. An MC service server (and the associated group management server(s)) can be associated with an identity management server to provide service authorization for obtaining group configuration information and for group affiliation. Multiple instances of MC service server, group management server and identity management server are possible within an MC system, but the stage 3 authorization protocol (OpenID Connect) needs to be able to perform federation to allow a credential from one identity management server to be used with a different identity management server to obtain authorization to use a group within the domain of the second identity management server. In this context, 'federation' implies separate servers working together to jointly authorise a user in multiple parts of a system, and is a term used by OpenID Connect. The process is illustrated below, where an identity management client is authorized for service in an MC service server within the authorization domain of identity management server 1, and uses a credential from identity management server 1 to obtain group configuration data from a group management server within the domain of identity management server 2.
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The security process is in scope for TS 33.180, and out of scope for TS 23.179. However to enable the process, an address for the identity management server which is associated with the group management server which holds the group configuration data for the MC service group (and with the MC service server which will perform the controlling role for the MC service group) needs to be added to the user configuration data associated with the MC service group.
2. Application plane server identity information presentation is inconsistent between on network and off network user configuration data tables: this CR also aligns these.

3. Stage 3 identify servers by URI rather than FQDN or IP address; in release 13 the use of FQDN and IP address were given as examples of server address, but the restructuing of configuration parameters to include parent/child relationships in user configuration tables made the example usage mandatory.

	
	

	Summary of change:
	Addition of identity of identity management server to user configuration data as an element associated with each MC service group identity, and alignment of application plane server identity between on network and off network user configuration tables, and to replace FQDN, IP address and port number with URI. A URI, by definition, can include all of these.

	
	

	Consequences if not approved:
	Federated identity management will not be possible, preventing deployments with multiple identity management servers, and server identities will have an unintended impact on stage 3
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	Other comments:
	This CR is required for 'Inter-domain MCX service authorization' as specified in TS 33.180.


* * * First Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

APN


Access Point Name

ARP


Allocation and Retention Priority

BM-SC


Broadcast Multicast Service Centre

CHAP


Challenge-Handshake Authentication Protocol
CSCF


Call Server Control Function

DL


Downlink

DPF


Direct Provisioning Function

E-UTRAN


Evolved Universal Terrestrial Radio Access Network

ECGI


E-UTRAN Cell Global Identifier

EPC


Evolved Packet Core

EPS


Evolved Packet System


GBR


Guaranteed Bit Rate

GCS AS


Group Communication Service Application Server

GCSE_LTE


Group Communication Service Enabler over LTE

GRUU


Globally Routable User agent URI

HLR


Home Location Register

HSS


Home Subscriber Server

HTTP


Hyper Text Transfer Protocol

I-CSCF


Interrogating CSCF

ICE


Interactive Connectivity Establishment 

IM CN


IP Multimedia Core Network

IMPI


IP Multimedia Private Identity

IMPU


IP Multimedia PUblic identity

IMS


IP Multimedia Subsystem

MBMS


Multimedia Broadcast and Multicast Service
MBSFN


Multimedia Broadcast multicast service Single Frequency Network
MC


Mission Critical

MC ID


Mission Critical user identity

MCPTT


Mission Critical Push To Talk

MCPTT AS


MCPTT Application Server

MCPTT group ID
MCPTT group identity

MCPTT ID


MCPTT user identity

NAT


Network Address Translation

PAP


Password Authentication Protocol

P-CSCF


Proxy CSCF

PCC


Policy and Charging Control

PCRF


Policy and Charging Rules Function

PLMN


Public Land Mobile Network

ProSe


Proximity-based Services
PSI


Public Service Identity

PTT


Push To Talk

QCI


QoS Class Identifier

QoS


Quality of Service

RAN


Radio Access Network

RF


Radio Frequency

S-CSCF


Serving CSCF

SAI


Service Area Identifier

SDF


Service Data Flow

SIP


Session Initiated Protocol

SSL


Secure Sockets Layer

TLS


Transport Layer Security

TMGI


Temporary Mobile Group Identity

UM


Unacknowledged Mode
URI


Uniform Resource Identifier

USB


Universal Serial Bus

WLAN


Wireless Local Area Network

* * * Second Change * * * *

A.3
MCPTT user profile configuration data

The general aspects of MC service user profile configuration data are specified in 3GPP TS 23.280 [16]. The MCPTT user profile configuration data is stored in the MCPTT user database. The MCPTT server obtains the MCPTT user profile configuration data from the MCPTT user database (MCPTT-2).

Data in table A.3-1 and A.3-3 can be configured offline using the CSC-11 reference point. Tables A.3-1 and A.3-3 contain the UE configuration required to support the use of off-network MCPTT service.

Table A.3-1: MCPTT user profile data (on and off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	Subclause 5.2.11 of 3GPP TS 23.280 [16]
	MCPTT user identity (MCPTT ID)
	Y
	Y
	Y
	Y

	Subclause 5.2.11 of 3GPP TS 23.280 [16]
	Pre‑selected MCPTT user profile indication (see NOTE 3)
	Y
	Y
	Y
	Y

	Subclause 5.2.11 of 3GPP TS 23.280 [16]
	MCPTT user profile index
	Y
	Y
	Y
	Y

	Subclause 5.2.11 of 3GPP TS 23.280 [16]
	MCPTT user profile name
	Y
	Y
	Y
	Y

	[R-5.19-007]

[R-6.13.4-002]
	User profile status (enabled/disabled)
	
	Y
	Y
	Y

	[R-5.8-001]

[R-6.9-003]
	Authorised to create and delete aliases of an MCPTT User and its associated user profiles. 
	
	
	Y
	Y

	[R-5.8-002]

[R-6.9-003]
	Alphanumeric aliases of user
	Y
	Y
	Y
	Y

	[R-5.1.1-005]

[R-5.10-001]
	Participant type of the user
	Y
	Y
	Y
	Y

	[R-5.1.8-006]

[R-5.3-002]

[R-5.10-001]

[R-5.18.2-001]

[R-5.18.2-002]
	User's Mission Critical Organization (i.e. which organization a user belongs to)
	Y
	Y
	Y
	Y

	[R-5.5.2-008]
	Maximum number of simultaneously received group calls (N6)
	
	Y
	Y
	Y

	[R-5.6.5-004]
	Authorised to make a private call
	Y
	Y
	Y
	Y

	[R-5.6.5-001]
	Authorised to make a private call with manual commencement
	Y
	Y
	Y
	Y

	[R-5.6.5-003]
[R-6.7.4-002]
[R-6.7.4-004]

	List of user(s) who can be called in private call
	
	
	
	

	
	> MCPTT ID
	Y
	Y
	Y
	Y

	
	> User info ID
	Y
	Y
	Y
	Y

	
	> ProSe discovery group ID
	Y
	Y
	Y
	Y

	
	> Presentation priority relative to other users and groups (see NOTE 2)
	Y
	Y
	Y
	Y

	[R-5.6.5-003]
	Authorised to make a private call to users not included in "list of user(s) who can be called in private call"
	Y
	Y
	Y
	Y

	[R-5.6.5-002]
	Authorised to make a private call with automatic commencement
	Y
	Y
	Y
	Y

	[R-5.6.3-011]

[R-6.7.4-010]
	Authorisation of user to force automatic answer for a private call
	Y
	Y
	Y
	Y

	[R-5.6.5-006]

[R-6.7.5-002]
	Authorised to restrict the provision of a notification of call failure reason for private call
	Y
	Y
	Y
	Y

	[R-5.13-001]
	Authorisation to protect confidentiality and integrity of media in a private call (see NOTE 1)
	Y
	Y
	Y
	Y

	[R-5.13-001]
	Authorisation to protect confidentiality and integrity of floor control signalling in a private call (see NOTE 1)
	Y
	Y
	Y
	Y

	[R-5.7.2.1.1-001]
	Authorisation to make an MCPTT emergency group call functionality enabled for user
	Y
	Y
	Y
	Y

	[R-5.7.2.1.1-001]
	Group used on initiation of an MCPTT emergency group call (currently selected/ dedicated)
	Y
	Y
	Y
	Y

	[R-5.7.2.1.2-005]
	Authorisation to cancel an in progress emergency associated with a group
	Y
	Y
	Y
	Y

	[R-5.7.2.2.1-001]
	Authorised to make an Imminent Peril group call
	Y
	Y
	Y
	Y

	[R-5.7.2.2.1-009]
	Group used on initiation of an MCPTT imminent peril group call (currently selected/ dedicated/ default if no group selected)
	Y
	Y
	Y
	Y

	[R-5.7.2.2.2-002]
	Authorised for imminent in- peril cancelation
	Y
	Y
	Y
	Y

	[R-5.7.2.3.1-001]
	Recipient for an emergency private call

(Pre-configured/ user locally determined)
	Y
	Y
	Y
	Y

	[R-5.7.2.3.1-001]
	Authorised to make an emergency private call
	Y
	Y
	Y
	Y

	[R-5.7.2.3.2-001]
	Authorised to cancel emergency priority in a private emergency call by an authorized user
	Y
	Y
	Y
	Y

	[R-5.7.2.4.1-002]
	Authorised to activate emergency alert
	Y
	Y
	Y
	Y

	[R-5.7.2.4.1-004]

[R-5.7.2.4.1-008]

[R-5.7.2.4.1-012]
	Group / user recipient of an emergency alert

(Pre-defined group, currently selected group, pre-defined recipient/ user locally defined recipient/ default if no recipient selected)
	Y
	Y
	Y
	Y

	[R-5.7.2.4.2-002]
	Authorisation to cancel an MCPTT emergency alert
	Y
	Y
	Y
	Y

	[R-5.1.7-002]
	Priority of the user for initiating/receiving calls
	
	Y
	Y
	Y

	[R-5.2.2-003]
	Authorisation to create a group-broadcast group
	
	
	Y
	Y

	[R-5.2.2-003]
	Authorisation to create a user-broadcast group
	
	
	Y
	Y

	[R-5.3-003]

[R-6.12-001]

[R-7.2-005]
	Authorisation to provide location information to other MCPTT users on a call when talking
	
	Y
	Y
	Y

	NOTE 1:
Security mechanisms are specified in 3GPP TS 33.179 [11].
NOTE 2: 
The use of this parameter by the MCPTT UE is outside the scope of the present document.
NOTE 3: 
As specified in 3GPP TS 23.280 [16], for each MCPTT user's set of MCPTT user profiles, only one MCPTT user profile shall be indicated as being the pre‑selected MCPTT user profile.


Table A.3-2: MCPTT user profile data (on network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	[R-5.1.5-001]

[R-5.1.5-002]

[R-5.10-001]
[R-6.4.7-002]
[R-6.8.1-008]
[R-6.7.4-002]
	List of on-network MCPTT groups for use by an MCPTT user
	
	
	
	

	
	> MCPTT Group ID
	Y
	Y
	Y
	Y

	
	> Application plane server identity information of group management server where group is defined
	
	
	
	

	
	>> URI
	Y
	N
	Y
	Y

	
	> Application plane server identity information of identity management server which provides authorization for group (see NOTE 1)
	
	
	
	

	
	>> URI
	Y
	N
	Y
	Y

	
	> Presentation priority of the group relative to other groups and users (see NOTE 2)
	Y
	Y
	Y
	Y

	Subclause 5.2.5 of 3GPP TS 23.280 [16]
	List of groups user implicitly affiliates to after MCPTT service authorization for the user
	
	
	
	

	
	> MCPTT Group IDs
	Y
	Y
	Y
	Y

	[R-6.4.2-006]
	Authorisation of an MCPTT user to request a list of which groups an MCPTT user has affiliated to
	
	Y
	Y
	Y

	[R-6.4.6.1-002]

[R-6.4.6.1-003]
	Authorisation to change affiliated groups of other specified user(s)
	
	Y
	Y
	Y

	[R-6.4.6.2-001] 

[R-6.4.6.2-002]
	Authorisation to recommend to specified user(s) to affiliate to specific group(s)
	
	Y
	Y
	Y

	[R-6.6.1-004]
	Authorisation to perform regrouping
	Y
	Y
	Y
	Y

	[R-6.7.2-001]
	Presence status is available/not available to other users
	Y
	Y
	Y
	Y

	[R-6.7.1-002] 

[R-6.7.2-002]
	List of MCPTT users that an MCPTT user is authorised to obtain presence of
	
	
	
	

	
	> MCPTT IDs
	Y
	Y
	Y
	Y

	[R-6.7.2-003]
	User is able/ unable to participate in private calls
	Y
	Y
	Y
	Y

	[R-6.7.1-004]
[R-6.7.2-003]
[R-6.7.2-004]
	Authorisation to query whether MCPTT User is available for private calls
	
	Y
	Y
	Y

	[R-6.7.1-010]
	Authorisation to override transmission in a private call
	Y
	Y
	Y
	Y

	[R-6.7.1-013]
	Authorisation to restrict provision of private call set-up failure cause to the caller
	
	Y
	Y
	Y

	[R-6.7.6-001]
	Authorized to make a private call‑back request
	Y
	Y
	Y
	Y

	[R-6.7.6-004]
	Authorized to cancel a private call‑back request
	Y
	Y
	Y
	Y

	[R-6.8.7.4.2-001]
[R-6.8.7.4.2-002]
	Authorisation of an MCPTT user to cancel an emergency alert on any MCPTT UE of any MCPTT user
	
	Y
	Y
	Y

	[R-6.13.4-001]
	Authorisation for a MCPTT user to enable/disable an MCPTT user
	
	Y
	Y
	Y

	[R-6.13.4-003]
[R-6.13.4-005]
[R-6.13.4-006]
[R-6.13.4-007]
	Authorisation for an MCPTT user to (permanently /temporarily) enable/disable a UE
	
	Y
	Y
	Y

	[R-6.2.3.4-001]
	Authorisation to revoke permission to transmit
	
	Y
	Y
	Y

	[R-7.14-002]

[R-7.14-003]
	Authorization for manual switch to off-network while in on-network
	Y
	Y
	Y
	Y

	[R-5.1.5-004]
	Limitation of number of affiliations per user (N2)
	N
	Y
	Y
	Y

	[R-5.5.2-009]
	Maximum number of simultaneous transmissions received in one group call for override (N7)
	
	Y
	Y
	Y

	[R-6.4.6.1-001]

[R-6.4.6.1-004]
	List of MCPTT users whose selected groups are authorized to be remotely changed
	
	
	
	

	
	> MCPTT IDs
	Y
	Y
	Y
	Y

	NOTE 1:
If this parameter is not configured, authorization to use the group shall be obtained from the identity management server identified in the initial MC service UE configuration data (on-network) configured in table A.6-1 of TS 23.280 [16].
NOTE 2:
The use of this parameter by the MCPTT UE is outside the scope of the present document.


Table A.3-3: MCPTT user profile data (off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	[R-7.2-003]
[R-7.6-004]
	List of off-network MCPTT groups for use by an MCPTT user
	Y
	N
	Y
	Y

	
	> MCPTT Group ID
	Y
	N
	Y
	Y

	
	> Application plane server identity information of group management server where group is defined
	
	
	
	

	
	>> URI
	Y
	N
	Y
	Y

	
	
	
	
	
	

	
	> Application plane server identity information of identity management server which provides authorization for group (see NOTE 1)
	
	
	
	

	
	>> URI
	Y
	N
	Y
	Y

	
	> Presentation priority of the group relative to other groups and users (see NOTE 2)
	Y
	N
	Y
	Y

	[R-7.3.3-008]
	Allowed listening of both overriding and overridden
	Y
	N
	Y
	Y

	[R-7.3.3-006]


	Allowed transmission for override (overriding and/or overridden)
	Y
	N
	Y
	Y

	[R-7.8.1-001]
	Authorization for participant to change an off-network group call in-progress to off-network emergency group call
	Y
	N
	Y
	Y

	[R-7.8.3.1-003]
	Authorization for participant to change an off-network group call in-progress to off-network imminent peril group call
	Y
	N
	Y
	Y

	[R-7.12-002]

[R-7.12-003]
	Authorization for off-network services
	Y
	N
	Y
	Y

	Subclause 10.7.2
	User info id (as specified in 3GPP TS 23.303 [7])
	Y
	N
	Y
	Y

	NOTE 1:
If this parameter is not configured, authorization to use the group shall be obtained from the identity management server identified in the initial MC service UE configuration data (on-network) configured in table A.6-1 of TS 23.280 [16].
NOTE 2: 
The use of this parameter by the MCPTT UE is outside the scope of the present document.
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