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Abstract: This document looks at client-driven and server-driven mechanisms for implementing area-dependent behaviour on MCX services and UEs, and which can be made fail safe, in order to get a recommended approach to implementing such mechanisms.
Discussion
Current Requirements and Analysis

There are a number of requirements in TS 22.280 [1] relating to the behaviour expected from an MCX service system when a MCX service supporting UE crosses the boundary of a defined geographic area, which are described below. There is a design issue as to whether these mechanisms are server driven, or client driven, and ensuring that any procedures are Fail Safe – i.e. in a Mission Critical system, an MCX UE should not assume that it is affiliated to a group, or able to receive a particular service, without confirmation. 
The requirements are identified and discussed below:

[R-5.1.9-001] The MCX Service shall provide a mechanism for an MCX Service Emergency Alert to be triggered when an MCX UE moves into a predefined area.
Analysis: It is not explicit that such a pre-defined area has to be within the particular geographic area that the group may be defined to operate in (see [R-6.4.9-006] following), but it seems logical to assume this (or at least that the Alert is only triggered if the UE location is at that time in both the geographic coverage of the group and the Alarm area. The UE would not trigger the alarm if it knew that it was out of the permitted area of the group.) In the above case, the MCX Service server will learn of the UE status when the UE reports its location when it has crossed into the predefined area.  The requirement is currently addressed in section 10.6.2.6.3.3 of TS 23.379 [2], with an Editor’s note indicating the possibility of the MCPTT client triggering the alert locally.  

Observation 1: If the geographic area is part of the MCX UE configuration then event-based Location Reporting (the probable realisation of causing an alert after crossing a boundary) will trigger the Location Reporting procedure. In that case the UE will include the reason for triggering the report in its message to the server, and so the UE will already be able to know that it will enter an alarm state. A message from the server confirms that the server also believes that the UE is in an Emergency Alert State. 
[R-5.1.9-002] The MCX Service shall provide a mechanism for an MCX Service Emergency Alert to be cancelled when the MCX UE moves out of a predefined area or to remain active until cancelled by the MCX User.
Analysis: As for [R-5.1.9-001]. In this case, note that the MCX User may be actively cancelling the alert whilst still in the predefined alerting area and so the MCX UE client would hope to be able to send to the MCX service server whilst in the area to cancel the alarm.   
[R-6.4.9-006] The MCX Service shall provide a mechanism for an MCX Service Administrator to confine use of an MCX Service Group to MCX Service Group Members in a particular geographic area.
Analysis: If the MCX Service administrator confines use of an MCX Service Group to members within a particular geographic area, then the UE may send messages within the service 
Observation 2. If the MCX UE client finds that it has moved out of the particular geographic area, it should know whether it should even attempt to tell the MCX Service server its location. If not, how is the server to learn that the UE is now out of range other than by the absence of Location Reports? If the UE client is not aware of the geographic limits of the group, or has not received notification from the server that it is out of limits (if it is able to), then it will expect to be receive service. If the server knows that the MCX UE is out of the geographic area where the UE expects service to be constrained, then should it attempt to notify the MXC UE client or respond to it that the UE is now out of range (if the UE is in fact contactable)?
In the case that the geographic area was a whole country, then the UE would automatically drop out of range and have to re-register via a new PLMN if allowed (a use case would be going through a tunnel without coverage at an international border, as has been the case between Switzerland and Italy, and also between the UK and France until a few years ago).

Conclusion 1: The UE must be configurable with the permitted geographic area of the group. This will allow a fail safe in that the UE will not expect service when it detects that it is outside that area.
Conclusion 2: an MCX UE client and MCX service server should be allowed to attempt to transmit certain event or response messages even when they are informed that the MCX UE is outside the permitted geographical coverage of a group. The SA1 requirements in TS 22.280 [1] have no requirement for an MCX service supporting UE to be able to use the MCX service group when the UE is outside the defined geographic area of the group. Consequently the term ‘confine use of a [MCX Service] Group’ should be interpreted as the restriction of use of the primary services offered by such a group (such as voice calls offered to MCPTT UEs), and not certain ancilliary messages.
[R-5.6.2.4.1-005] The MCX Service shall provide a mechanism for an authorized MCX User to configure an MCX Service Emergency Alert to send a notification to MCX Users within a configurable geographic area of the MCX User entering the MCX Service Emergency State, independent of the MCX Service Group Membership.
Analysis: In this case, the emergency alert is not always tied to a group, so the user need not be affiliated with a group to get a geographically triggered alert. The MXC User in an Emergency State could be in that state for a reason connected to a restricted group area.    
Observation 3: a MCX Service Server will need to be able to distribute certain alert messages to users outside the geographic area of coverage of the groups served by that server.  
Possible mechanisms to deliver service 
As a result of the discussion above, it is necessary that at a minimum MCX UE has to be able to send certain alerts and messages (which may not be accepted), or receive certain group-related alerts when it is outside the defined geographical area of group operation (or not even a member of the group). It is then a question of how to make failsafe, efficient use of this scope to achieve the current TS 22.280 requirements.
In the case of client-driven approaches, the MCX UE will detect whether it is within the configured geographical area of service operation and notify the server in some way that its location has changed and that it believes that its status has changed (e.g. it is now entitled to receive the primary service(s) of the group, or is in some state of alarm). The server will then need to respond confirming the status.
Two advantages of the client-driven approach are that

1. A key advantage of the client-driven approach is that it is readily extensible to off-network usage because the MCX client is allowed more autonomy and the MCX UE can easily be configured.

2. The MCX UE has the information to automatically modify behaviour on the change of status as it crosses a geographic boundary, without waiting for confirmation from the server. 

In the case of server-driven approaches, a trigger (e.g. a Location Report) from the UE will still be required, based on the UE believing that it has crossed a geographical boundary, and the server will respond with a message (e.g. de-affiliated with a cause of ‘out of permitted geographic area’.) 
Affiliation & De-affiliation

Clearly, if on a network connected to the SIP core, but not already affiliated, then the MXC UE, or its user can currently request the MCX UE client, to request affiliation to the group outside the permitted area, but the Affiliation Request would be rejected when it reached the server. In the case of entering a geographic service area, the Affiliation Request message could be sent, umodified as in its current format, or it could optionally be modified to allow an optional Affiliation Request cause for each group, such as ‘entered group geographical coverage’ which would implictly convey a message to the servers even if outside the permitted area. 
Similarly, De-affiliation would operate in the same way with the MCX UE client sending a de-affiliation request to the server when it moves out of range. This could optionally be enhanced to give a cause. 
A pCR illustrating this approach is available in S6-161306 [4].
Alternatively, a server-driven approach would be for the MCX server to sent the MCX UE a MCX server initiated group affiliation change request, with this message enhanced with a cause so that the MCX UE was formally notified that it was out of geographical coverage.   This approach would require a trigger event at the server (e.g. Location Report), to cause the server to act. This is similar to the approach proposed at SA6#13 in S6-161111.  These approaches require modifications to the current specifications ([1]) to allow the MCPTT Group Affiliation Change Request and -Response messages to be used in both directions between MCX client and MCX server. 
Location Reporting
Location Reporting is natural fit to be used or enhanced to allow the service or status changes based on geographic location: spectrum usage can be optimised and server load reduced by using event-based reporting.  

The Location Reporting configuration can be made part of the MCPTT user profile (see TS 23.379 [2] section 10.13.3.1) and so downlink configuration by the MCPTT server is not always necessary. This is beneficial in the case that a geographical Group area of operation would be expect to stay relatively static, as might be expected in most cases. The Location Information format is already configurable by trigger and report format, and does not need to consist solely of radio access topology information (as used for unicast/multicast decision making) and this is borne out by current Stage 3 Location procedures that allow a wide range of formats in the Call Control specification, (TS 24.379 [3], Section 13.) Consequently it is already straightforward to configure the group with an event-driven Location Report when it crosses a configured geographic boundary.  
In the case of a client-driven approach, The Location Information Report elements could remain the same as long as the Trigger events configured for the group included passing into, and leaving, a specific geographic area.  If further clarification were needed, the Location Information report trigger events could include a specific implicit affiliation (or de-affiliation) request. In the case of a trigger leading to de-affiliation, the MCX UE client would then cease to request the MCX service. The server would then respond with a MCX Group De-affiliation Response to confirm.
In the case of a server-driven approach then Location Information Report from the MCX UE would be received by the server containing the trigger details that caused its sending. The MCX UE would need to be able to send this report even if it was outside the geographical area, and so the sending of the report should be event-driven to minimise operation outside the permitted area. The UE already needs to know what its geographic area of operation is in order to trigger the report even if outside permitted service coverage. The MCX UE would then wait to receive a group de-affiliation message from the server, and respond to it. It would need to be agreed whether the UE client could continue to request service from the group until it had received notification from the server. 
A pCR illustrating this approach is in S6-161415 [5].
Conclusion

 SA6 needs to establish a working agreement on which approach (client-driven or server-driven) should be adopted for these types of requirement in order to ensure a consistent design approach and good standard.

It is recommended to select the client-driven approach because it is more flexible and allows more rapid reaction by the UE.
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