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Abstract: This contribution proposes requirements for Open interfaces in mission critical system
1. Discussion
SA1 specification 22280 corresponding to MCCoRe captures requirements for Open Interfaces as below:

	5.18
Open interfaces for MCX services

5.18.1
Overview

It is expected that data applications such as database access or event managers are or will be, enhanced thanks to the use of multimedia communications. As a consequence, there is a need for external applications to securely access and use MCX Services.

5.18.2
Requirements

[R-5.18.2-001] The MCX Service shall be securely accessible via an open interface by an external application.

NOTE:
Access includes one or more of the following: ability to obtain information on demand or via notification, ability to set parameters, ability to control aspects of the service, and the ability to transmit/receive media to/from the service (e.g. video).

[R-5.18.2-002] The MCX Service shall restrict external access based on MCX Service permissions and authorizations.

[R-5.18.2-003] The open interface for MCX Services shall support control and indication of communication priority. 

[R-5.18.2-004] The MCX Service shall be able to authenticate the MCX User connecting to the MCX service through the open interface.


SA6 currently is developing the common architecture for mission critical services. The mission critical service requirements from SA1 correspond to MCPTT, MCVideo and MCData which allow basic capabilities for day to day operations of mission critical organizations involving human users only and also which can be utilized by other applications to improve the efficiency and effectiveness of the task in hand.

An example:

Using MCVideo, the dispatcher may be able to pull some videos from several remote video cameras in the airport for monitoring situation related to unauthorized immigration. These videos may be combined in some useful way and also shared to a airport patrolling group of users. The objective may be to recognize any immigrant by facial features and alert the group for some action and the videos may provide some realtime movement information of the immigrant. As this is strictly human driven exercise it may not be an accurate way to recognize an unauthorized immigrant.
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A computer aided face recognition application may be employed to improve the accuracy of this task and provide efficient support to the users. The application may be designed to receive one or several streams of real time videos and then provide a near real time video by recognizing face and augmenting more information on the video.

So, the enhanced scenario including this application will be as follows:

The dispatcher pulls some videos from several remote video cameras in the airport and streams them to an authorized external face recognition application. This application provides augmented video streaming via the MCVideo server to Dispatcher and Airport patrolling group.
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To enable this enhanced scenario with the use of authorized external application, the mission critical service architecture should be able to provide open interface for the external applications.
In the example above, the Face recognition application may require the following from the Mission critical system:

1. Discover the MCVideo service and details about Video pull and Video push.
2. Authorization to MCVideo service.

3. Receive the video streams from multiple cameras using Video pull
4. Use of Video push feature of MCVideo on behalf of the dispatcher inorder to push the augmented video stream to the Airport patrolling group.

Such use of external applications for enhanced value of day to day operations is a normal practise by mission critical organizations. Hence, the mission critical service architecture should enable the access for external applications.

During SA6#12, a discussion was initiated via S6-160694 to discuss requirements for open interfaces.
Taking guidance from SA1 stated requirements as above, the following high level requirements should be supported by the common functional architecture for MC services to allow access by external applications:

a. Access control (authentication and authorization)

b. Service access

c. Media access

d. service control

The key issue for service access is that service locations can change quite frequently due to automatic or manual scaling of MC services (addition or deletion of MC service servers), new deployments of MC services, as well as hosts failing or being replaced.There are two aspects to the problem of locating services: Service Registration and Service Discovery.

•Service Registration - The process of a service registering its location in a system (e.g. central registry). It usually registers its host IP address and port with details about interfaces (e.g. MCPTT-1, MCVideo-1, CSC-1), protocols (e.g. SIP, HTTP), versions numbers, and/or environment details.

•Service Discovery - The process of a external application querying the system (e.g central registry) to learn of the location of services it requires access to.

Using the discovered details of the services the external application can access the service. It allows existing applications like special consoles to manually configure and directly access the services within the MC system or allow external application to use the discovered service information to automatically configure and establish service access.
This contribution further proposes requirements for external application access (open interface) support for mission critical services.

2. Proposal
************************Change Start********************

5.2.X
External applications access to services in a MC system
The MC system shall allow external applications to gain secure access to MC services by supporting authentication and authorization of external applications.
Editor's Note:
External applications reside outside a MC system and can access a MC system using IP connectivity. 
The services and capabilities in a MC system shall support discovery by external applications.
Editor's Note:
How to enable the external application access to services in an MC system is FFS.
Editor's Note:
The definition for services and capabilities discovery is FFS.
************************Change End********************
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