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1. Discussion
This contribution provides the editorial modifications clause 10 of the general application architecture.
2. Proposal

**********************************Begin Change-1*******************************

10
Procedures and information flows

10.1
Application configuration

10.1.1
General
Depicted in figure 10.1.1-1 is a application configuration time sequence of the data related to specific application, representing the general lifecycle of UE using an application service.



Figure 10.1.1-1 UE configuration time sequence and associated configuration data 
The UE is provided with initial UE configuration via a bootstrap procedure that provides the UE's clients (e.g. AS client, group management client, configuration management client, identity management client, key management client) with critical information needed to connect to the application system. This includes PDN connection information (see subclause 5.2.9.1) and on-network server identity information for all application plane servers with which the UE needs to interact. See annex B.6 for more information.

The UE is provided with UE configuration, user profile configuration and group configuration via online configuration. While the UE is using the application service, it may receive online configuration updates.

The application service is configured with the service configuration (not shown in the figure 10.1.1-1) which the application service enforces during the entire phase of UE using the application service.
10.1.2
Information flows for Application configuration

10.1.2.1
Store group configuration request
Table 10.1.2.1-1 describes the information flow store group configuration request from the group management client to the group management server.

Table 10.1.2.1-1: Store group configuration request
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Group configuration data
	M
	Group configuration data related to the application


10.1.2.2
Store group configuration response
Table 10.1.2.2-1 describes the information flow store group configuration response from the group management server to the group management client.

Table 10.1.2.2-1: Store group configuration response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Result
	M
	Indicates the success or failure


10.1.2.3
Get group configuration request
Table 10.1.2.3-1 describes the information flow get group configuration request from the group management client to the group management server.

Table 10.1.2.3-1: Get group configuration request
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Group information reference
	M
	Reference to configuration data for the group related to the application


10.1.2.4
Get group configuration response
Table 10.1.2.4-1 describes the information flow get configuration response from the group management server to the group management client.

Table 10.1.2.4-1: Get group configuration response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Group configuration data
	M
	Group configuration data related to the application


10.1.2.5
Subscribe group configuration request
Table 10.1.2.5-1 describes the information flow subscribe group configuration request from the group management client to the group management server.

Table 10.1.2.5-1: Subscribe group configuration request
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application


10.1.2.6
Subscribe group configuration response
Table 10.1.2.6-1 describes the information flow subscribe group configuration response from the group management server to the group management client.

Table 10.1.2.6-1: Subscribe group configuration response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Result
	M
	Indicates the success or failure


10.1.2.7
Notify group configuration request
Table 10.1.2.7-1 describes the information flow notify group configuration request from the group management server to the group management client.

Table 10.1.2.7-1: Notify group configuration request
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Group information reference (NOTE)
	O
	Reference to information stored relating to the group related to the application

	Group related key material (NOTE)
	O
	Key material for use with the group related to the application

	NOTE: 
At least one of these information elements shall be present.


10.1.2.8
Notify group configuration response
Table 10.1.2.8-1 describes the information flow notify group configuration response from the group management client to the group management server.

Table 10.1.2.8-1: Notify group configuration response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application

	Result
	M
	Indicates the success or failure


10.1.3
UE configuration data

10.1.3.1
General
The UE configuration data related to the application has to be known by the UE before it can use the application service.

10.1.3.2
Procedures

The procedure for UE obtaining the UE related configuration data related to the application is illustrated in figure 10.1.3.2-1.
Pre-conditions:

-
The UE has the secure access to the configuration management server.
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Figure 10.1.3.2-1: UE obtains the configuration data related to the application
1.
The configuration management client sends a get UE configuration request to the configuration management server for obtaining UE configuration data related to the application.

2.
The configuration management server sends get UE configuration response to the configuration management client. This message carries the UE configuration data related to the application.
10.1.3.3
Structure of UE configuration data

The UE configuration data related to the application is listed in the specific application technical specification.
10.1.4
Application user profile

10.1.4.1
General

An user of an application service is identified by another application service specific user ID (eg. MCPTT ID). For a specific application service, a user is associated with at least one application user profile and can be associated with multiple application user profiles (identified by an index and optionally a profile name). An example illustration for MCPTT is depicted in figure 10.1.4.1-1.
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Figure 10.1.4.1-1: The relationship of MCPTT user, MCPTT ID, and MCPTT User Profile

For the same MCPTT user there can be different MCPTT user profiles active on different MCPTT UEs or different MCPTT user profiles active on the same MCPTT UE at different times. Only one MCPTT user profile per MCPTT client is active at a time.

All application user profiles associated with an user of the application service are stored in the application user database. Different parts of the application user profile are provisioned by the Mission Critical Organization, by the application service provider and by the user, respectively. 
Application user profile information is downloaded to the UE. The application user profile provisioning in the UE is initiated by the configuration management client (e.g. upon user's initial log on or on reconnect to application service), or initiated by the configuration management server (e.g. due to role change or organization change). Application user profile configuration may include more than one information exchange e.g. the configuration management server may provide the UE with a list of some or all enabled application user profiles to allow the user to select one (where the list may contain a subset of the application user profile information sufficient for the user to distinguish which application user profile to select).
Information contained in the application user profile is listed in the application service technical specification.

10.1.4.2
User obtains the application user profile (UE initiated)

The procedure for user obtaining the user profile that is initiated by UE is illustrated in figure 10.1.4.2-1.
Pre-conditions:

-
The user has performed user authentication in identity management server.
-
The UE has the secure access to the configuration management server.
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Figure 10.1.4.2-1: User obtains the user profile (UE initiated)

1.
The configuration management client sends a get application user profile request message to the configuration management server, which includes the application service user ID (eg. MCPTT ID).

2.
The configuration management server obtains the application user profile information.

3.
The configuration management server sends get application user profile response message to the configuration management client. When a download is necessary, this message includes the all application user profiles that are associated with the application service user ID.
10.1.4.3
User obtains the application user profile (network initiated)

The procedure for user obtaining the application user profile or an update that is initiated by network is illustrated in figure 10.1.4.3-1.
Pre-conditions:

-
The user has performed user authentication in identity management server.

-
The UE has the secure access to configuration management server.

-
The configuration management server has access to the application user profile(s) associated with the application service user ID of the user.
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Figure 10.1.4.3-1: User obtains the user profile update (network initiated)

1.
The configuration management server obtains the application user profile update information.

2.
The configuration management server sends a notification for application user profile data update to the configuration management client.

3.
The configuration management client sends get application user profile request to the configuration management server, which includes the application service user ID (eg. MCPTT ID). 

4.
The configuration management server sends get application user profile response to the configuration management client. This message carries the application user profile update information requested in step 3.

10.1.4.4
User updates the application user profile data

The procedure for user uploading the user data that is related to the application user profile is illustrated in figure 10.1.4.4-1.
Pre-conditions:

-
The user has performed user authentication in identity management server.

-
The UE has the secure access to configuration management server.
-
The UE has already obtained one or more application user profiles.
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Figure 10.1.4.4-1: User updates the application user profile data

1.
The configuration management client is triggered (e.g. by user interaction operation or by receiving information from the configuration management server per step 2 in subclause 10.1.4.3) to update the application user profile data on the configuration management server.

2.
The configuration management client sends update application user profile data request to the configuration management server, which includes the application user profile data to be updated.

3.
The configuration management server stores the received application user profile data.

4.
The configuration management server sends update application user profile data response to the configuration management client to confirm the application user profile data update is complete.

10.1.5
Group configuration management

10.1.5.1
Store group configurations at the group management server

The procedure for store group configurations at the group management server is described in figure 10.1.5.1-1.

Pre-conditions:

-
The group management server may have some pre-configuration data which can be used for online group configuration validation;
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Figure 10.1.5.1-1: Store group configurations at group management server
1.
The group configurations are received by the group management client of an authorized user.

2.
The received group configurations are sent to the group management server for storage using a store group configuration request.
3.
The group management server may validate the group configurations before storage.

4.
The group management server stores the group configurations.

5.
The group management server provides a store group configuration response indicating success or failure. If any validation or storage fails, the group management server provides a failure indication in the store group configuration response.

10.1.5.2
Retrieve group configurations at the group management client

The procedure for retrieve group configurations at the group management client is described in figure 10.1.5.2-1. This procedure can be used following service authorisation when the configuration management client has received the list of groups and the group management client needs to obtain the group configurations, or following a notification from the group management server that new group configuration information is available.

Pre-conditions:

-
The group management server has received configuration data for groups, and has stored this configuration data;

-
The UE has registered for service and the group management client needs to download group configuration data applicable to the current user.
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Figure 10.1.5.2-1: Retrieve group configurations at group management client

1.
The group management client requests the group configuration data.

2.
The group management server provides the group configuration data to the client.

3.
The group management client stores the group configuration information.
10.1.5.3
Subscription and notification for group configuration data
The procedure for subscription for group configuration data as described in figure 10.1.5.3-1 is used by the group management client to indicate to the group management server that it wishes to receive updates of group configuration data for groups for which it is authorized.

Pre-conditions:

-
The group management server has some group configurations stored.
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Figure 10.1.5.3-1: Subscription for group configurations

1.
The group management client subscribes to the group configuration information stored at the group management server using the subscribe group configuration request.

2.
The group management server provides a subscribe group configuration response to the group management client indicating success or failure of the request.
The procedure for notification of group configuration data as described in figure 10.1.5.3-2 is used by the group management server to inform the group management client that new group configuration data is available. It can also be used by the group management server to provide new group related key material to the group management client.

Pre-conditions:

-
The group management client has subscribed to the group configuration information

-
The group management server has received and stored new group configuration information, or the group management server has generated and stored new key material, or both of these have occurred.
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Figure 10.1.5.3-2: Notification of group configurations

1.
The group management server provides the notification to the group management client, who previously subscribed for the group configuration information. Optionally, the notify group configuration request may contain group related key material for the group management client.

2.
The group management client provides a notify group configuration response to the group management server.

3.
If the group managment server had provided group related key material to the group management client, the group management client stores the key material.

If the group management server has notified the group management client about new group configuration information through this procedure, the group management client may then follow the procedure described in subclause 10.1.5.2 in order to retrieve that group configuration information.

10.1.5.4
Structure of group configuration data

The group configuration data related to an application is listed in the application service technical specification.
10.1.5.5
Dynamic data associated with a group

There may be dynamic data associated with a group. The dynamic data is known to the application server and provided when requested. The following is the example of the dynamic data of an MCPTT group known to the MCPTT server:

Table 10.1.5.5-1: Dynamic data associated with an MCPTT group
	Parameter description

	Status i.e. indication of potential emergency or in-peril status of the group, together with the identification of the user who has performed the last modification of this status.

	Affiliation status of each MCPTT ID of the group and the Contact URI(s) from which the user affiliated.

	Contact URIs used for designation of the group e.g. aliases of group broadcast, group regroup group URIs.

	Media description for group media, including transport and multiplexing information.

	Group call ongoing.


10.4
Group management (on-network)

10.4.1
General

Group management procedures apply to on-network application service only.

Group creation provides a dedicated group to individual users to enable the required communication related to the application. This includes the normal group creation by administrators as well as user regrouping by authorized user/dispatcher. 

Group regrouping enables dispatchers or authorized users to temporarily combine different groups related to the application.

10.4.2
Information flows for group management

10.4.2.1
Group creation request

Table 10.4.2.1-1 describes the information flow group creation request from the group management client to the group management server.

Table 10.4.2.1-1: Group creation request

	Information element
	Status
	Description

	Application service user ID list
	M
	List of application service user IDs (eg. MCPTT IDs) that are part of the group to be created related to the application


10.4.2.2
Group creation confirmation response

Table 10.4.2.2-1 describes the information flow group creation confirmation response from the group management server to the group management client.

Table 10.4.2.2-1: Group creation confirmation response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the group related to the application


10.4.2.3
Group regroup request

Table 10.4.2.3-1 describes the information flow group regroup request from the group management client to the group management server.

Table 10.4.2.3-1: Group regroup request

	Information element
	Status
	Description

	Group ID list
	M
	List of Group IDs to be combined related to the application

	Security level (see NOTE)
	O
	Required security level for the temporary group related to the application

	Priority level
	O
	Required priority level for the temporary group related to the application

	NOTE:
Security level refers to the configuration of media and floor control protection parameters as listed in Annex B.4, table B.4-1


10.4.2.4
Group regroup confirmation response

Table 10.4.2.4-1 describes the information flow group regroup confirmation response from the group management server to the group management client.

Table 10.4.2.4-1: Group regroup confirmation response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the temporary group related to the application

	Result
	M
	Indicates the success or failure of group regroup


10.4.2.5
Group regroup teardown request

Table 10.4.2.5-1 describes the information flow group regroup teardown request from the group management client to the group management server.

Table 10.4.2.5-1: Group regroup teardown request
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the temporary group related to the application, which is requested to be torn down


10.4.2.6
Group regroup teardown response

Table 10.4.2.6-1 describes the information flow group regroup teardown response from the group management server to the group management client.

Table 10.4.2.6-1: Group regroup teardown response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the temporary group related to the application

	Result
	M
	Indicates the success or failure of group regroup teardown


10.4.2.7
Group creation notify

Table 10.4.2.7-1 describes the information flow group creation notify from the group management server to the MCPTT server.

Table 10.4.2.7-1: Group creation notify
	Information element
	Status
	Description

	Group ID
	M
	Group ID that was created based on the application service user ID list

	Application service user ID list
	M
	List of application service user  IDs (eg. MCPTT IDs) that are part of the created group related to the application


10.4.2.8
Group regroup notify

Table 10.4.2.8-1 describes the information flow group regroup notify from the group management server to the application server.

Table 10.4.2.8-1: Group regroup notify
	Information element
	Status
	Description

	Group ID list
	M
	List of constituent group IDs related to the application

	Group ID
	M
	Group ID of the temporary group related to the application


10.4.2.9
Group regroup teardown notify

Table 10.4.2.9-1 describes the information flow group regroup teardown notify from the group management server to the application server.

Table 10.4.2.9-1: Group regroup teardown notify
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the temporary group related to the application, which is being torn down


10.4.2.9a
Group regroup teardown notification

Table 10.4.2.9a-1 describes the information flow group regroup teardown notification between group management servers.

Table 10.4.2.9a-1: Group regroup teardown notification
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the temporary group related to the application, which is torn down


10.4.2.9b
Group regroup teardown notification response
Table 10.4.2.9b-1 describes the information flow group regroup teardown notification response between group management servers.

Table 10.4.2.9b-1: Group regroup teardown notification response
	Information element
	Status
	Description

	Group ID
	M
	Group ID of the temporary group related to the application, which was torn down

	Result
	M
	Indicates the success or failure


10.4.2.10
Group regroup request

Table 10.4.2.10-1 describes the information flow group regroup request between group management servers.

Table 10.4.2.10-1: Group regroup request
	Information element
	Status
	Description

	Group ID list
	M
	List of constituent group IDs related to the application belonging to the target group management server


10.4.2.11
Group regroup response

Table 10.4.2.11-1 describes the information flow group regroup response between group management servers.

Table 10.4.2.11-1: Group regroup response
	Information element
	Status
	Description

	Result
	M
	Indicates whether the group regroup was accepted or rejected by the group management server in the partner system

	Group ID list
	M
	List of constituent group IDs related to the application, from group management server of the partner system


10.4.2.12
Group regroup notification

Table 10.4.2.12-1 describes the information flow group regroup notification between group management servers.

Table 10.4.2.12-1: Group regroup notification
	Information element
	Status
	Description

	Group ID list
	M
	List of constituent group IDs related to the application

	Group ID
	M
	Group ID of the temporary group related to the application

	Priority level
	O
	Required priority level for the temporary group related to the application

	Security level (see NOTE)
	O
	Required security level for the temporary group related to the application

	NOTE:
Security level refers to the configuration of media and floor control protection parameters as listed in Annex B.4, table B.4-1


10.4.2.13
Group regroup notification response
Table 10.4.2.13-1 describes the information flow group regroup notification response between group management servers.

Table 10.4.2.13-1: Group regroup notification response
	Information element
	Status
	Description

	Group ID list
	M
	List of constituent group IDs related to the application

	Group ID
	M
	Group ID of the temporary group related to the application

	Priority level
	M
	Required priority level for the temporary group related to the application

	Security level
	M
	Required security level for the temporary group related to the application


10.4.3
Group creation

Figure 10.4.3-1 below illustrates the group creation operations by authorized user/ administrator to create a group. It applies to the scenario of normal group creation by an administrator and user regrouping operations by authorized user/dispatcher.

Pre-conditions:

1.
The group management client, group management server, application server and the group members belong to the same application system.

2.
The administrator/authorized user/dispatcher is aware of the users' identities which will be combined to form the group related to the application.
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Figure 10.4.3-1: Group creation

1.
The group management client of the administrator/dispatcher/authorized user requests group create operation to the group management server. The identities of the users being combined shall be included in this message.

2.
During the group creation, the group management server creates and stores the information of the group as group configuration data as described in subclause 10.1.5.4. The group management server performs the check on the maximum limit of the total number (N11) of group members for the group(s) related to the application.
3.
The group management server may conditionally notify the application server regarding the group creation with the information of the group members. During user regroup, the group management server notifies the application server regarding the group creation with the information of the temporary group members. The users of the temporary group may be automatically affiliated, if configured on the specific application server.

4.
The group members of the group related to the application are notified about the newly created group configuration data.

5.
The group management server provides a group creation confirmation response to the group management client of the administrator/dispatcher/authorized user.

10.4.4
Group regrouping

10.4.4.1
Temporary group formation - group regrouping within an application system

Figure 10.4.4.1-1 below illustrates the group regroup operations to create a temporary group within an application system. For simplicity, only the case of two groups related to the applicaiton being combined is represented, but the procedure is the same if more than two groups are combined.

Pre-conditions:

1.
The group management client, group management server, application server and the group members belong to the same application system.
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Figure 10.4.4.1-1: Group regroup for the groups within the same application system

1.
The group management client of the authorized user requests group regroup operation to the group management server, where the groups being combined are within the same application system. The identities of the groups being combined shall be included in this message. The group management client may indicate the security level required for the temporary group. The group management client may indicate the priority level required for the temporary group.

2.
The group management server checks whether group regroup operation is performed by an authorized user who is a member of the group, based on group policy. The group management server checks whether group1 or group2 is a temporary group. If group 1 or group2 is a temporary group, then the group regrouping will be rejected, otherwise the group regrouping can proceed. 

3.
The group management server creates and stores the information of the temporary group, including the temporary Group ID, the Group ID of the groups being combined, the priority level of the temporary group and the security level of the temporary group. If the authorized user does not specify the security level and the priority level, the group management server shall set the lowest security level and the highest priority of the constituent groups.
4.
The group management server notifies the application server regarding the temporary group creation with the information of the constituent groups, i.e. temporary Group ID, group1's Group ID and group2's Group ID.

5.
The group management server notifies the affiliated group members of the constituent groups related to the application, possibly with an indication of lower security level.

6.
The group management server provides a group regroup confirmation response to the group management client of the authorized user.

10.4.4.2
Temporary group formation involving multiple application systems

Figure 10.4.4.2-1 below illustrates the group regroup operations to create a temporary group involving multiple application systems. For simplicity, only the case of two groups related to the application being combined is represented, but the procedure is the same if more than two groups are combined.

Pre-conditions:

1.
The security aspects of sharing the user information between primary and partner application systems shall be governed as per the service provider agreement between them. In this case, we consider the partner MCPTT system does not share their users' information to the primary application system.

2.
The primary application system consists of the group management server 1 and application server (primary). The partner application system consists of the group management server 2 and application server (partner).

3.
The group management client of the authorized user belongs to the primary application system.
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Figure 10.4.4.2-1: Temporary group formation - group regrouping involving multiple application systems

1.
The group management client of the authorized user (e.g. dispatcher) requests group regroup operation to the group management server 1 (which is the group management server of the authorized user). The identities of the groups being combined shall be included in this message. The group management client may indicate the security level required for the temporary group. The group management client may indicate the priority level required for the temporary group.

2.
The group management server checks whether group regroup operation is performed by an authorized user who is a member of the group, based on group policy. The group management server 1 checks whether group1 is a temporary group. If group1 is a temporary group, then the group regrouping will be rejected, otherwise the group regrouping can proceed.

3.
The group management server 1 forwards the group regroup request to the target group management server 2 with the information of the group management server 2 groups.

4.
The group management server 2 checks whether group2 is a temporary group. If group2 is a temporary group, then the group regrouping will be rejected, otherwise the group regrouping can proceed.

5.
The group management server 2 provides a group regroup response. Due to security aspects concerning sharing information among different application systems, the group management server 2 does not share the users' information of the groups under its management to the group management server 1.

NOTE:
If there is a trust relationship between the primary application service provider and the partner application service provider, the partner application system can share their users' information to the primary application system at this step. If there is a change in partner application system’s constituent group membership, the synchronization procedure with the primary application system for temporary group is out of scope of this specification
6.
The group management server 1 creates and stores the information of the temporary group, including the temporary Group ID, off-network information, and the application service user IDs of the groups being combined, the priority level of the temporary group, and the security level of the temporary group. If the authorized user does not specify the security level and the priority level, the group management server shall set the lower security level and the higher priority of the constituent groups.
7.
The group management server 1 notifies the group management server 2 about its group regroup operation.

8.
The group management server 2 acknowledges the group management server 1 and the group management server 2 also stores the information about the temporary group including the temporary Group ID, the Group IDs of the groups being combined, the priority level of the temporary group and the security level of the temporary group.

9.
The group management server 2 notifies the partner application server regarding the temporary group creation with the information of the constituent groups i.e. temporary Group ID, group1's Group ID and group2's Group ID.

10.
Partner application server acknowledges the notification from the group management server 2.

11.
The group management server 2 notifies the affiliated group members of the constituent groups of the group management server 2, possibly with an indication of a lower security level.

12.
The group management server 1 notifies the application server of the primary system regarding the temporary group creation with the information of the constituent groups, i.e. temporary Group ID, group1's Group ID and group2's Group ID. If there are active calls to be merged then the group management server 1 includes an indication to merge active calls.

13.
Primary application server acknowledges the notification from the group management server 1.

14.
The group management server 1 notifies the affiliated group members of the constituent groups of the group management server 1, possibly with an indication of lower security level.

15.
The group management server 1 provides a group regroup confirmation response to the group management client of the authorized user (e.g. dispatcher).

10.4.4.3
Temporary group tear down involving multiple group host servers

Figure 10.4.4.3-1 below illustrates the tearing down procedure of temporary group created through the group regroup. The procedure can be used when, e.g., the specific task for which the temporary group was created has been completed or a busier period occurs. For simplicity, only the teardown case for a temporary group with two groups related to the application is represented. The procedure is applicable for more than two groups combined in this temporary group.

Pre-conditions:

1.
The security aspects of sharing the user information between primary and partner application systems shall be governed as per the service provider agreement between them. In this case, it considers the partner application system does not share their users' information to the primary application system.

2.
The primary application system consists of the group management server 1 and application server (primary). The partner application system consists of the group management server 2 and applicaiton server (partner).

3.
The group management client of the authorized user belongs to the primary application system.

4.
The temporary group to be torn down is comprised of multiple groups, and is created through the group regrouping procedure as described in subclause 10.4.4.2.
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Figure 10.4.4.3-1: Temporary group tear down

1.
The group management client of the authorized user requests group regroup teardown operation to the group management server 1 (which is the group management server where the temporary group is created and stored). The identity of the temporary group (Group ID) being torn down shall be included in this message. This message may route through some other signalling nodes.

2.
The group management server checks whether group regroup operation is performed by an authorized user who is a member of the group, based on group policy. The group management server 1 checks whether the Group ID is a temporary group. If Group ID is not a temporary group, then the group regroup teardown request will be rejected, otherwise the group regroup teardown can proceed.

3.
Any active group call for the temporary group is completed. 

4.
The group management server 1 tears down the temporary group, i.e., remove the temporary group related information.

5.
The group management server 1 notifies the primary application server regarding the temporary group teardown.

6.
The group management server 1 notifies the affiliated group members regarding the temporary group teardown.

7.
The group management server 1 sends a group regroup teardown notification (7a) and receives a group regroup teardown notification response (7b) messages with the group management server 2 – group management server in another application system regarding the temporary group teardown.

8-9.
The group management server 2 notifies the partner application server and the affiliated group members regarding the temporary group teardown.

NOTE:
Step 7, 8 and 9 are only performed when the teardown of the temporary group involves constituent groups from different application systems.

10.
The group management server 1 provides a group regroup teardown confirmation response to the group management client of the authorized user.

**********************************End Change-1*******************************
**********************************Start Change-2*******************************
10.13
Use of UE-to-network relay

10.13.1
UE-to-network relay service authorization
The application service shall support the capability for UE-to-network relay to restrict the relayed group communication on a per group basis.

To meet the above requirement, ProSe (as specified in 3GPP TS 23.303 [8]) can be used with an appropriate relay service code as per the following:

-
To restrict connection from only the membership of allowed groups, UE-to-network relay UE is provisioned with relay service code(s) associated with allowed group(s). The UE-to-network relay performs the access control as follows:

1)
The UE broadcasts which group(s) is/are authorized to connect to the network over this UE-to-network relay by including the related relay service code(s) in the UE-to-Network Relay Discovery Announcement message (as specified in 3GPP TS 23.303 [8]); or 
2)
The UE determines whether to respond to a remote UE’s broadcasting message by checking if the relay service code carried in the UE-to-Network Relay Discovery Solicitation message is within the list of allowed relay service codes.

-
To find a permitted UE-to-network relay, a remote UE is provisioned with the relay service code(s) associated group(s) which the user belongs to. The remote UE performs the UE-to-network relay selection as follows:

1)
The remote UE determines if it is allowed to connect to a particular UE-to-network relay by checking whether the relay service code(s) associated with its group(s) is/are carried in UE-to-Network Relay Discovery Announcement message (as specified in 3GPP TS 23.303 [8]; or
2)
The remote UE includes the relay service code(s) associated with its group(s) in Network Relay Discovery Solicitation message (as specified in 3GPP TS 23.303 [8]).

10.13.2
UE-to-network relay application service

The ProSe UE-to-network relay provides a purely layer 3 IP data routing service, when the remote UE loses the coverage of cellular network and the user on the remote UE requires to access the application service via a ProSe UE-to-network relay.

The application layer signalling for the user on a remote UE are identical to the application layer signalling for the user on an on network UE.
**********************************End Change-2*******************************
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