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8
Identities
8.1
Application plane

8.1.1
Mission Critical user identity (MC ID)
The mission critical user identity is also known as the MC ID. The MC ID is the identity that an MCPTT user presents to the identity management server during a user authentication transaction. In general, since identity management is a common service it uses an identity which is linked to a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single mission critical service. The MC ID and the MCPTT ID may be the same. The MC ID uniquely identifies the MCPTT user to the identity management server. The MC ID is used by the identity management server to provide the identity management client a means for mission critical service authentication. 

NOTE:
The specific security and authentication mechanisms required in order to use the MC user identity is specified in 3GPP TS 33.179 [13].
8.1.2
MCPTT user identity (MCPTT ID)

The MCPTT user identity is also known as the MCPTT ID. The MCPTT ID is a globally unique identifier within the MCPTT service that represents the MCPTT user. The MCPTT ID identifies an MCPTT user. The MCPTT ID may also identify an MCPTT user profile for the user at the MCPTT application layer.

There are attributes associated with the MCPTT ID configured in the MCPTT service that relate to the human user of the MCPTT service. Typically this information identifies the MCPTT user, by name or role, and may also identify a user's organization or agency. Such attributes associated with an MCPTT ID can be used by the MCPTT server to make authorization decisions about the MCPTT service granted to the user. For example, an attribute that identifies a user's role as an incident commander could automatically be used by the MCPTT service to grant the user additional administrative rights over the creation of groups, or access to privileged talk groups.

The MCPTT ID shall be a URI. The MCPTT ID uniquely identifies an MCPTT user in an MCPTT system. The MCPTT ID indicates the MCPTT system where the MCPTT ID is defined. 
When required by the MCPTT service provider, the MCPTT ID is hidden from the signalling control plane.

A default or temporary MCPTT ID may be used where a user is not yet associated with a device. When a user would like to use MCPTT services but has not been authenticated by the identity management server, a default or temporary MCPTT ID and a corresponding MCPTT user profile may be used.
8.1.3
MCPTT group identity (MCPTT group ID)
8.1.3.1
General
The MCPTT group identity is also known as the MCPTT group ID. The MCPTT group ID is a globally unique identifier within the MCPTT service that represents a set of MCPTT users. The set of MCPTT users may belong to the same or different MCPTT systems. The MCPTT system for each user (within the group) is identified by each user's respective MCPTT ID.
The MCPTT group ID identifies an MCPTT group in an MCPTT system. It indicates both the MCPTT system where the MCPTT group is defined, and the MCPTT server within the MCPTT system where the group is defined.
The MCPTT group ID is used as follows: 

a)
For identifying a set of identities of its group members; and

b)
By the MCPTT client to address the MCPTT group.

The MCPTT group ID shall be a URI.
When required by the MCPTT service provider, the MCPTT group ID is hidden from the signalling control plane.
8.1.3.2
MCPTT group ID management (off-network operation)
In off-network operation, an MCPTT group ID is used for identifying the MCPTT group while off-network. The MCPTT group ID should be resolved to the ProSe Group IP multicast address and ProSe Layer-2 Group ID for the group communication. The MCPTT UE is able to make communication with other member UEs whose users are of the same MCPTT group ID over ProSe direct communications based on ProSe Layer-2 Group ID and ProSe Group IP multicast address, and utilising IPv4 or IPv6 as indicated by policy, as described in 3GPP TS 3GPP 23.303 [8].

Figure 8.1.3.2-1 illustrates how the MCPTT group ID, ProSe Group IP multicast address and the ProSe Layer-2 Group ID are mapped to each other. ProSe Group IP multicast address and ProSe Layer-2 Group ID are pre-configured in accordance with the MCPTT group ID. Thus, they are pre-defined and associated. This mapping information should be provisioned through UICC in the UE or through ProSe function as specified in 3GPP TS 23.303 [8], or be delivered from an application server. Mapping information is provisioned from group management server in case of online configuration, and provisioned from configuration management server in case of offline configuration.
NOTE:
To define the retrieval mechanism of the off-network information (ProSe Group IP multicast address and ProSe Layer-2 Group ID) from ProSe function to group management server is out of scope of the present document.
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Figure 8.1.3.2-1: MCPTT group ID management in off-network operation
8.1.x User profile identity (user profile ID) 

A user profile ID is associated with exactly one MCPTT ID and identifies a user profile. The user profile ID of the default user profile may be the MCPTT ID. 
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Figure 8.1.4.x-1: The relationship of MCPTT ID and user profile ID
***change*** 

8.3
Relationship between identities in different planes

8.3.1
Relationship between MCPTT ID and public user identity
The following relationships exist between the MCPTT ID(s) and the public user identity(ies):

-
An MCPTT ID may be mapped to one or more public user identities (e.g. multiple UEs, shared UE, multiple user profiles);
-
A public user identity may be mapped to one or more MCPTT IDs (e.g. UE-to-network relay, shared user profile); and
-
An MCPTT ID may be mapped to one or more public GRUUs (e.g. a user logging on from multiple UEs, multiple users sharing the same UE).

The configuration management server stores the mapping between MCPTT IDs and user profile IDs. 
The MCPTT server manages the mapping between MCPTT IDs and public user identities.

The MCPTT server manages the mapping between MCPTT IDs and public GRUUs.

Temporary GRUUs are mapped to public GRUUs by the SIP core.

The public user identity does not necessarily identify the MCPTT user at the SIP signalling control plane. When the MCPTT service provider and the home PLMN operator are part of the same trust domain, the public user identity in the SIP signalling control plane may also identify the MCPTT user at the application plane.
***change*** 
10.1.4
MCPTT user profile

10.1.4.1
General

An MCPTT user is associated with at least one MCPTT user profile and can be associated with several. The MCPTT user profile has a User Profile ID is associated with the user’s MCPTT ID. MCPTT user profiles are stored in MCPTT user database.MCPTT user profile information is downloaded to the MCPTT UE. For the same MCPTT user there can be different MCPTT user profiles active on different MCPTT UEs or on the same MCPTT UE at different times. Only one MCPTT user profile per MCPTT client is active at a time.

Different parts of the MCPTT user profile are provisioned by the Mission Critical Organization, by the MCPTT service provider and by the MCPTT user, respectively. The MCPTT user profile provisioning can be initiated by configuration management client (e.g. upon MCPTT user’s initial log on or on reconnect to MCPTT service), or initiated by configuration management server (e.g. the dynamic attributes applied to MCPTT service due to role change or organization change).
Information contained in the MCPTT user profiles is listed in annex B.
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Figure 10.1.4.1-1: The relationship of MCPTT ID, MCPTT User Profile
10.1.4.2
MCPTT user obtains user profile(s) (UE initiated)

The procedure for MCPTT user obtaining user profile(s) that is initiated by MCPTT UE is illustrated in figure 10.1.4.2-1.
Pre-conditions:

-
The MCPTT user has performed user authentication in identity management server.
-
The MCPTT UE has the secure access to the configuration management server.
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Figure 10.1.4.2-1: MCPTT user obtains the user profile (UE initiated)

1.
The configuration management client sends get MCPTT user profile request message to the configuration management server. This message provides the MCPTT ID and identifies the MCPTT user profile.

2.
The configuration management server obtains the MCPTT user profile information.

3.
The configuration management server sends get MCPTT user profile response message to the configuration management client. When a download is necessary, this message carries the requested MCPTT user profile information that is associated with the MCPTT ID.
10.1.4.3
MCPTT user obtains user profile updates (network initiated)
The procedure for MCPTT user obtaining user profiles or an update that is initiated by network is illustrated in figure 10.1.4.3-1.
Pre-conditions:

-
The MCPTT user has performed user authentication in identity management server.

-
The MCPTT UE has the secure access to configuration management server.

-
The configuration management server has access to the MCPTT user profile(s) associated with the MCPTT ID of the MCPTT user.
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Figure 10.1.4.3-1: MCPTT user obtains the user profile update (network initiated)

1.
The configuration management server obtains the MCPTT user profile update information.

2.
The configuration management server sends a notification for MCPTT user data update to the configuration management client.

3.
The configuration management client sends get MCPTT user profile request to the configuration management server. 

4.
The configuration management server sends get MCPTT user profile response to the configuration management client. This message carries the MCPTT user profile update information requested in step 3.

10.1.4.4
MCPTT user uploads user profile data
The procedure for MCPTT user uploading user data that is related to MCPTT user profiles is illustrated in figure 10.1.4.4-1.
Pre-conditions:

-
The MCPTT user has performed user authentication in identity management server.

-
The MCPTT UE has the secure access to configuration management server.
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Figure 10.1.4.4-1: MCPTT user uploads the user data

1.
The configuration management client is triggered (e.g. by user interaction operation or by receiving information from the configuration management server per step 2 in subclause 10.1.4.3) to upload the MCPTT user data.

2.
The configuration management client sends upload MCPTT user data request to the configuration management server. The message carries the user data information to be uploaded.

3.
The configuration management server stores the MCPTT user data to the database.

4.
The configuration management server sends upload MCPTT user data response to configuration management client to confirm the upload is completed.
***change*** 
B.3
MCPTT user profile data

The CSC-4 reference point is used for configuration between configuration management server and MCPTT UE when the UE is on-network. The MCPTT-2 reference point is used for configuration between the MCPTT server and MCPTT user database. The CSC-13 reference point is used for configuration between the configuration management server and MCPTT user database.
Data in table B.3-1 and B.3-3 can be configured offline using the CSC-11 reference point. Tables B.3-1 and B.3-3 contain the UE configuration required to support the use of off-network MCPTT service.

Table B.3-1: MCPTT user profile data (on and off network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the configuration management server

	Subclause 8.1.2
	MCPTT user identity (MCPTT ID)
	Y
	Y
	Y

	Subclause 8.1.x
	User profile ID
	Y
	Y
	Y

	[R-5.19-007]

[R-6.13.4-002]
	User profile status (enabled/disabled)
	
	Y
	Y

	[R-5.8-001]
[R-6.9-003]
	Authorised to create and delete aliases of an MCPTT User and its associated user profiles. 
	
	
	

	[R-5.8-002]
[R-6.9-003]
	Alphanumeric aliases of user
	Y
	Y
	Y

	[R-5.1.1-005]

[R-5.10-001]
	Participant type of the user
	Y
	Y
	Y

	[R-5.1.8-006]

[R-5.3-002]

[R-5.10-001]

[R-5.18.2-001]

[R-5.18.2-002]
	User's Mission Critical Organization (i.e. which organization a user belongs to)
	Y
	Y
	Y

	[R-5.5.2-008]
	Maximum number of simultaneously received group calls (N6)
	
	Y
	Y

	[R-5.6.5-004]
	Authorised to make a private call
	Y
	Y
	Y

	[R-5.6.5-001]
	Authorised to make a private call with manual commencement
	Y
	Y
	Y

	[R-5.6.5-003]
	List of user(s) who can be called in private call, where each user is identified using the following information:

- MCPTT ID

- User info ID

- ProSe layer 2 group ID (see NOTE)
	Y
	Y
	Y

	[R-5.6.5-003]
	Authorised to make a private call to users not included in "list of user(s) who can be called in private call"
	Y
	Y
	Y

	[R-5.6.5-002]
	Authorised to make a private call with automatic commencement
	Y
	Y
	Y

	[R-5.6.3-011]

[R-6.7.4-010]
	Authorisation of user to force automatic answer for a private call
	Y
	Y
	Y

	[R-5.6.5-006]

[R-6.7.5-002]
	Authorised to restrict the provision of a notification of call failure reason for private call
	Y
	Y
	Y

	[R-5.7.2.1.1-001]
	Authorisation to make an MCPTT emergency group call functionality enabled for user
	Y
	Y
	Y

	[R-5.7.2.1.1-001]
	Group used on initiation of an MCPTT emergency group call (currently selected/ dedicated)
	Y
	Y
	Y

	[R-5.7.2.1.2-005]
	Authorisation to cancel an in progress emergency associated with a group
	Y
	Y
	Y

	[R-5.7.2.2.1-001]
	Authorised to make an Imminent Peril group call
	Y
	Y
	Y

	[R-5.7.2.2.1-009]
	Group used on initiation of an MCPTT imminent peril group call (currently selected/ dedicated/ default if no group selected)
	Y
	Y
	Y

	[R-5.7.2.2.2-002]
	Authorised for imminent in- peril cancelation
	Y
	Y
	Y

	[R-5.7.2.3.1-001]
	Recipient for an emergency private call

(Pre-configured/ user locally determined)
	Y
	Y
	Y

	[R-5.7.2.3.1-001]
	Authorised to make an emergency private call
	Y
	Y
	Y

	[R-5.7.2.3.2-001]
	Authorised to cancel emergency priority in a private emergency call by an authorized user
	Y
	Y
	Y

	[R-5.7.2.4.1-002]
	Authorised to activate emergency alert
	Y
	Y
	Y

	[R-5.7.2.4.1-004]

[R-5.7.2.4.1-008]

[R-5.7.2.4.1-012]
	Group / user recipient of an emergency alert

(Pre-defined group, currently selected group, pre-defined recipient/ user locally defined recipient/ default if no recipient selected)
	Y
	Y
	Y

	[R-5.7.2.4.2-002]
	Authorisation to cancel an MCPTT emergency alert
	Y
	Y
	Y

	[R-5.1.7-002]
	Priority of the user for initiating/receiving calls
	
	Y
	

	[R-5.2.2-003]
	Authorisation to create a group-broadcast group
	
	
	

	[R-5.2.2-003]
	Authorisation to create a user-broadcast group
	
	
	

	NOTE:
The value of Prose layer-2 group ID is used as the Discovery group ID in ProSe discovery procedures.


Table B.3-2: MCPTT user profile data (on network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the configuration management server

	[R-5.1.5-001]

[R-5.1.5-002]

[R-5.10-001]
	List of on-network MCPTT groups for use by an MCPTT user
	Y
	Y
	Y

	Subclause 5.2.5
	Group user implicitly affiliates to after log on (specified group(s)/ N/A)
	Y
	Y
	Y

	[R-6.4.2-006]
	Authorisation of a user to request a list of which groups a user has affiliated to
	
	Y
	Y

	[R-6.4.6.1-002]

[R-6.4.6.1-003]
	Authorisation to change affiliated groups of other specified user(s)
	
	Y
	Y

	[R-6.4.6.2-001] 

[R-6.4.6.2-002]
	Authorisation to recommend to specified user(s) to affiliate to specific group(s)
	
	Y
	Y

	[R-6.6.1-004]
	Authorisation to perform regrouping
	Y
	Y
	Y

	[R-6.7.2-001]
	Presence status is available/not available to other users
	Y
	Y
	Y

	[R-6.7.1-002] 

[R-6.7.2-002]
	Authorisation to obtain presence of user (list of users)
	Y
	Y
	Y

	[R-6.7.2-003]
	User is able/ unable to participate in private calls
	Y
	Y
	Y

	[R-6.7.1-004]
[R-6.7.2-003]
[R-6.7.2-004]
	Authorisation to query whether MCPTT User is available for private calls
	
	Y
	Y

	[R-6.7.1-010]
	Authorisation to override transmission in a private call
	Y
	Y
	Y

	[R-6.7.1-013]
	Authorisation to restrict provision of private call set-up failure cause to the caller
	
	Y
	Y

	[R-6.8.7.4.2-001]
[R-6.8.7.4.2-002]
	Authorisation of a user to cancel an emergency alert on any MCPTT UE of any user
	
	Y
	Y

	[R-6.13.4-001]
	Authorisation for a user to enable/disable a user
	
	Y
	Y

	[R-6.13.4-003]
[R-6.13.4-005]
[R-6.13.4-006]
[R-6.13.4-007]
	Authorisation for a user to (permanently /temporarily) enable/disable a UE
	
	Y
	Y

	[R-6.2.3.4-001]
	Authorisation to revoke permission to transmit
	
	Y
	Y

	[R-7.14-002]

[R-7.14-003]
	Authorization for manual switch to off-network while in on-network
	Y
	Y
	Y

	[R-5.1.5-004]
	Limitation of number of affiliations per user (N2)
	N
	Y
	Y

	[R-5.5.2-009]
	Maximum number of simultaneous transmissions received in one group call in the case of override (N7)
	
	Y
	Y


Table B.3-3: MCPTT user profile data (off network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the configuration management server

	[R-7.2-003]
	List of off-network MCPTT groups for use by an MCPTT user
	Y
	N
	Y

	[R-7.3.3-008]
	Allowed listening of both overriding and overridden
	Y
	N
	Y

	[R-7.3.3-006]

	Allowed transmission in case of override (overriding and/or overridden)
	Y
	N
	Y

	[R-7.8.1-001]
	Authorization for participant to change an off-network group call in-progress to off-network emergency group call
	Y
	N
	Y

	[R-7.8.3.1-003]
	Authorization for participant to change an off-network group call in-progress to off-network imminent peril group call
	Y
	N
	Y

	[R-7.12-002]
[R-7.12-003]
	Authorization for off-network services
	Y
	N
	Y

	Subclause 10.7.2
	User info id (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y


B.4
Group configuration data

CSC-2 reference point is used for configuration between group management server and MCPTT UE when the UE is on-network. CSC-3 reference point is used for configuration between group management server and MCPTT server.
Data in table B.4-1 and B.4-3 can be configured offline using the CSC-12 reference point. Tables B.4-1 and B.4-3 contain the UE configuration required to support the use of off-network MCPTT service.
Table B.4-1: Group configuration data (on and off network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the Group management server

	[R-5.19-004]
[R-6.4.3-001]
[R-6.4.3-002]
[R-6.9-004]
[R-5.1.3-002]
	MCPTT group ID
	Y
	Y
	Y

	[R-5.19-004]
[R-6.4.3-001]
[R-6.4.3-002]
[R-6.9-004]
	Group Alias (Contact URIs)
	Y
	Y
	Y

	[R-5.1.3-001] 
[R-5.1.5-001]
[R-6.4.5-005] 
[R-6.4.5-006]
	List of group members (group membership information) (see NOTE 1):

- MCPTT ID (group membership information)
- User priority for the group (group membership information)
- Participant type for the group (group membership information). The particpant type values are defined and configured by the Mission Critical Organisation (e.g.first responder, second responder, dispatcher, dispatch supervisor, MCPTT administrator).

- User Info ID (see NOTE 2 and NOTE 3)
	N
	Y
	Y

	[R-5.18.2-001]
[R-5.18.2-002]
	Group’s owner (Mission Critical Organisation)
	Y
	Y
	Y

	[R-6.4.9-006]
[R-5.14-001]
	Preferred voice codecs for MCPTT group
	Y
	Y
	Y

	[R-5.2.2-001]
	Level within group hierarchy (only applicable for group-broadcast group )
	N
	Y
	Y

	[R-5.2.3-001]
	Level within user hierarchy (only applicable for user-broadcast group)
	N
	Y
	Y

	[R-5.7.2.1.1-013]
[R-5.7.2.4.1-008]
	Indication whether emergency group call is permitted on the MCPTT group 
	Y
	Y
	Y

	[R-5.7.2.2.1-009]
	Indication whether imminent peril group call is permitted on the MCPTT group 
	Y
	Y
	Y

	[R-5.7.2.4.1-012]
	Indication whether emergency alert is possible on the MCPTT group
	Y
	Y
	Y

	NOTE 1:
The list of group members is provided only upon request and not by default.

NOTE 2:
This information elements is relevant only for off-network and do not need to be provided for users who are not provisioned with off-network capability.

NOTE 3:
User Info Id is discrete from the MCPTT ID and is unique (identifying an MCPTT user in ProSe layer) to enable mapping by the application, from the MCPTT ID to the IP address assigned by the ProSe layer for off-network operation.


Table B.4-2: Group configuration data (on‑network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the Group management server

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an on‑network group call
	N
	Y
	Y

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call for an on‑network group call
	N
	Y
	Y

	[R-6.2.4-003]
[R-6.4.9-002]
	Group call hang timer
	N
	Y
	Y

	[R-5.1.6-001]

[R-6.4.9-003]
	Maximum duration of group calls
	N
	Y
	Y

	Subclause 10.6.2
	Group call model used for group (chat/ pre-arranged)
	Y
	Y
	Y

	Subclause 10.6.2.4.1
	Temporary group indication
	Y
	Y
	Y

	[R-6.1-001]
	Maximum number of group members (N11)
	N
	Y
	Y

	[R-6.2.1-004]
[R-6.2.1-007]
	Minimum number of affiliated group members acknowledging before start of audio transmission
	N
	Y
	Y

	[R-6.2.1-005]
[R-6.2.1-007]
	List of group members which have to acknowledge before start of audio transmission (see NOTE 1)
	N
	Y
	Y

	[R-6.2.1-006]
[R-6.2.1-007]
	Geographical area where acknowledgement of all affiliated group members is required before start of audio transmission
	N
	Y
	Y

	[R-6.2.1-008] 
[R-6.2.1-009]
	Timeout for acknowledgement of required group members
	N
	Y
	Y

	[R-6.2.1-008]
[R-6.2.1-009]
[R-6.2.1-012]
	Action upon failure to receive acknowledgement from required group members before call timeout (proceed or abandon)
	N
	Y
	Y

	[R-6.4.9-005]
	List of group members with receive-only capability
	N
	Y
	Y

	[R-6.6.2.2-003]
[R-6.6.2.2-004]
	The security level of the group (see NOTE 2)
	Y
	Y
	Y

	[R-6.1-003]
	Enabled/disabled group (basic status)
	Y
	Y
	Y

	[R-6.4.5-005]
	Authorisation to request list of members of an MCPTT group
	Y
	Y
	Y

	[R-6.4.5-001]
[R-6.4.5-003]
	Authorisation of a user to request a list of affiliated members of a group
	Y
	Y
	Y

	[R-5.1.7-002]

[R-6.2.2-001]
[R-6.6.2.2-006]

[R-6.8.6.2-003]
	Priority of the group
	N
	Y
	Y

	[R-6.8.6.2-003]
	Pre-emption capability
	Y
	Y
	Y

	[R-6.8.6.2-003]
	Pre-empted capability
	Y
	Y
	Y

	NOTE 1:
Listed group members will be automatically affiliated for the duration of this group call if not already affiliated.

NOTE 2:
The details of security related elements are specified in 3GPP TS 33.179 [13].


Table B.4-3: Group configuration data (off‑network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the Group management server

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an off‑network group call
	Y
	N
	Y

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call for an off‑network group call
	Y
	N
	Y

	Subclause 8.1.3.2, 10.7.3.2
	Prose layer-2 group ID (as specified in 3GPP TS 23.303 [8]) (see NOTE)
	Y
	N
	Y

	Subclause 8.1.3.2
	ProSe group IP multicast address (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	Subclause 5.2.8
	Associated relay service code (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	[R-7.4-002]

	Group call hang timer 
	Y
	N
	Y

	 [R-7.4-003]
	Max duration of group calls
	Y
	N
	Y

	Subclause 8.1.3.2
	Indication of whether the UE shall use IPv4 or IPv6 for the MCPTT group (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	Subclause 10.6.3.9.1
	Default Prose Per-Packet priority (as specified in 3GPP TS 23.303 [8]) value for each of the following:

- MCPTT group call signalling

- MCPTT group call media

- MCPTT emergency group call signalling

- MCPTT emergency group call media

- MCPTT imminent peril group call signalling

- MCPTT imminent peril group call media
	Y
	N
	Y

	NOTE: 
The value of Prose layer-2 group ID is used as the Discovery group ID in ProSe discovery procedures.


B.5
Service configuration data

CSC-4 reference point is used for configuration between and MCPTT UE and configuration management server, and CSC-5 reference point is used for configuring the MCPTT server from configuration management server. 
Data in tables B.5-1and B.5-3 can be configured offline using the CSC-11 reference point. Tables B.5-1 and B.5-3 describe the service configuration data required to support the use of off-network MCPTT service.
Table B.5-1: Service configuration data (on and off network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the configuration management server

	[R-5.2.2-001]
	Levels of group hierarchy for group-broadcast groups (B1)
	Y
	Y
	Y

	[R-5.2.3-001]
	Levels of user hierarchy for user-broadcast groups (B2)
	Y
	Y
	Y

	[R-5.8-002]
	Minimum length (N3) of an alphanumeric identifier (i.e. alias) assigned by an MCPTT administrator.
	Y
	N
	Y


Table B.5-2: Service configuration data (on‑network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the configuration management server

	[R-5.7.2.3.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an on‑network private call
	N
	Y
	Y

	[R-5.7.2.1.2-002]
	Time limit for an In-progress emergency related to an on‑network MCPTT group
	N
	Y
	Y

	[R-5.6.5-004]
	Max on‑network private call (with floor control) duration
	N
	Y
	Y

	[R-6.2.4-003]
	Hang timer for private calls
	N
	Y
	Y

	[R-6.7.2-008]
	Max duration of private call (without floor control)
	N
	Y
	Y

	[R-6.2.3.3.1-001]
[R-7.3.3-002]
	Hierarchy of participant rights to override

	N
	Y
	Y

	[R-6.2.3.5-002]
	Transmit time limit from a single request to transmit in a group or private call transmission
	N
	Y
	Y

	[R-6.2.3.5-003]
[R-6.2.3.5-004]
	Configuration of warning time before time limit of transmission is reached (on-network)
	N
	Y
	Y

	[R-6.2.4-005]
	Configuration of warning time before call hang time (on-network)
	N
	Y
	Y

	[R-6.2.3.2-006]
	Depth of floor control queue 
	N
	Y
	Y

	[R-6.2.3.2-012]
	Max time for a user's floor control request to be queued
	N
	Y
	Y


Table B.5-3: Service configuration data (off‑network)
	Reference
	Parameter description
	Configured to the MCPTT UE
	Configured to the MCPTT Server
	Configured to the configuration management server

	[R-5.7.2.3.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an off‑network private call
	Y
	N
	Y

	[R-5.7.2.1.2-002]
	Time limit for an In-progress emergency related to an off‑network MCPTT group
	Y
	N
	Y

	[R-5.6.5-004]
	Max off‑network private call (with floor control) duration
	Y
	N
	Y

	[R-7.4-002]
[R-7.4-003]

	Hang timer for private calls in off-network
	Y
	N
	Y

	[R-7.3.3-001]
[R-7.3.3-002]
[R-7.3.3-003]
	Priority hierarchy for floor control override in off-network
	Y
	N
	Y

	[R-7.3.5-001]
[R-7.3.5-002]
[R-7.3.5-003]
	Transmit time limit from a single request to transmit in a group or private call.
	Y
	N
	Y

	[R-7.3.5-001]
[R-7.3.5-004]
	Configuration of warning time before time limit of transmission is reached (off-network)
	Y
	N
	Y

	[R-7.4-004]
	Configuration of warning time before hang time is reached (off-network)
	Y
	N
	Y

	[R-7.7-001]

[R-7.7-002]
[R-7.7-003]
	Default ProSe Per-Packet priority (as specified in 3GPP TS 23.303 [8]) value for each of the following:
- MCPTT private call signalling

- MCPTT private call media

- MCPTT Emergency private call signalling

- MCPTT Emergency private call media
	Y
	N
	Y

	[R-7.15-001]
	Configuration of metadata to log
	Y
	N
	Y


B.6
Initial UE configuration data

The initial configuration data are essential to the MCPTT UE to successfully connect to the MCPTT system. Data in table B.6-1 is provided to the MCPTT UE's clients (e.g. MCPTT client, group management client, configuration management client, identity management client, key management client) during the bootstrap process (see subclause 10.1.1) and can be configured on the MCPTT UE offline using the CSC-11 reference point or via other means e.g. as part of the MCPTT client's provisioning on the UE, using a device management procedure. 
Table B.6-1: Initial configuration data (on-network)
	Reference
	Parameter description

	Subclause 5.2.9.1, subclause 10.1.1
	PDN connectivity information:

-
HPLMN ID and optionally VPLMN ID

-
MCPTT service APN and PDN access credentials

-
MC common core services APN and PDN access credentials

-
MC identity management service APN and PDN access credentials

	Subclause 10.1.1
	Application plane server identity information (e.g. FQDNs or IP addresses, port numbers) for:

-
Identity management server

-
Group management server

-
Configuration management server

-
Key management server


Annex C (informative):
Local UE settings for MCPTT

C.1
Local UE settings for MCPTT
Table C.1-1 details local UE settings for MCPTT that represent important functionalities that may be required by MCPTT UEs, however these functionalities do not require central configuration like the parameters in annex B, so these are detailed in this annex for information to UE vendors interested in producing MCPTT UEs. The various columns in the tables have the following meanings:

-
Reference: Is the reference of the corresponding requirement in 3GPP TS 22.179 [2].

-
Definition: A short definition of the local UE setting.

Table C.1-1: Local UE settings for MCPTT
	Reference
	Definition

	[R-5.1.1-003]
	Call reception signalling method

	[R-5.1.1-004]
	Disabling of call reception signalling

	[R-5.8-003]
	Configuration of display of MCPTT ID (on/off)

	[R-5.8-003]
	Configuration of display of aliases associated with the MCPTT ID (on/off)

	[R-5.8-003]
	Configuration of display of Selected MCPTT Group (on/off)

	[R-5.8-003]
	Configuration of display of Mission Critical Organization name (on/off)

	[R-6.8.7.4.1-003]
	Configuration of the notification of an emergency alert 
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