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Decision/action requested

Discuss the presented rationale and agree to the proposals.
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3
Rationale

3.1
Introduction

The Use Case for Multi-Vendor Plug and Connect specified in TS 32.501 [1] and more specifically the Initial IP Autoconfiguration procedure specified in section 5.2 of draft TS 32.508 [2] show that the eNB receives the operator/deployment specific configuration parameters required to perform the steps of high-level plug-and-connect procedure specified in section 5.1 of draft TS 32.508 [2] from the IP Autoconfiguration service (e.g. DHCP server). In this document we will focus on the data formats to be used in the information exchange between the eNB and the DHCP server.
The information that eNB receives from the DHCP server may be categorized as basic IP configuration and MvPnC specific configuration. The basic IP configuration is well documented in RFCs 2131 [4] and 2132 [5] and may include the following:

· IP address ("yiaddr" field in [4]);

· Subnet Mask (option 1 in [5]);
· Router(s) (option 3 in [5]);

· IP address(es) of the DNS server(s) (option 6 in [5]);

· Domain Name (option 15 in [5]);

· Etc...

The MvPnC specific configuration includes the following:

· Information about CA/RA required for certificate enrolment procedure (e.g. IP address, FQDN, port number, subject name, directory/URL) the specific list is expected to be confirmed by 3GPP SA3;
· Information about SeGW (IP address and/or FQDN);

· Information about EM (IP address and/or FQDN).

The discussion paper [8] attempted to outline the potential options for the MvPnP specific configuration exchange and triggered some valuable offline discussions. As a result of these discussions, the following options have been identified:
· Option 1 (also named "option 1" in [8]): Keep the information attributes as vendor specific. Each vendor identifies its own type in DHCP option 60 "Vendor Class Identifier" and uses its own proprietary data format in the DHCP option 43 "Vendor Specific Information". The positive aspect of this approach is that no standardization effort is required (TS 32.509 may just refer to RFC 2131 and 2132, no changes required in IETF). The drawback of this approach is that it is not really "multi-vendor" and would require operators to use DHCP servers supporting multiple vendor specific configurations and more efforts to support these.

· Option 2 (falling under options 2, 3 and 4 in [8]): Standardize the new DHCP options for MvPnC configuration attributes either coordinated with IETF (options 3 and 4 in [8]) or uncoordinated with IETF (option 2 in [8]). Under this option SA5 would define the new DHCP options carrying the MvPnC specific configuration and potentially coordinate with IETF to get them standardized in a new RFC. The positive aspect is that commercial DHCP servers (implementing this new RFC) may be used by the operators in a standardized way. The drawbacks are: significant effort reqired for standardization in SA5 and coordination with IETF, potential DHCP protocol violations if SA5 introduces new DHCP options without coordination with IETF (this includes lack of support for these options by commercial DHCP servers, conflicts with IETF usage, etc...), significant delay in MUPPET WI caused by the coordination effort. Defining the new DHCP options coordinated with IETF would follow the procedures outlined in RFC 2939 [7].
· Option 3 (partially covered by option 4 in [8]): Standardize the data formats in SA5 and use the existing DHCP option 43 "Vendor Specific Information" as a container. The existing DHCP option 60 "Vendor Class Identifier" (specific value agreed in SA5) will be used to convey that 3GPP MUPPET (TS 32.509) data format is being used in the DHCP option 43 container. The positive aspects are: multi-vendor solution, full control of the data formats within SA5 (no coordination with IETF required), supported by the commercial DHCP servers, single DHCP server configuration to be maintained by the operator. The drawback of this approach is that the work will have to be done in SA5 and group needs to agree on the data formats.
We consider the option 2 listed above unacceptable as having too many drawbacks.

The following section and the pCR in the detailed proposal section imply the selection of Option 3. However, it may be possible for the options 1 and 2 to co-exist in the same deployment scenario. For example, operator A may have vendors B, C and D; where vendors B and C use the Option 3 (SA5 standardized DHCP data format) while vendor D is using Option 1 (its own proprietary DHCP data format). The number of DHCP server configurations maintained by the operator in this case will be reduced comparing to the case where all vendors use their proprietary DHCP data formats.
3.2
Specific Considerations
The section 8.4 of RFC 2132 [5] states that the "Vendor Specific Information" option is an opaque object and that if more than one item of information is encoded in it, the "Encapsulated vendor-specific option" (sequence of code/length/value fields) specified in the same section should be used. The MvPnC specific configuration contains more than one piece of information; therefore it is appropriate to use the "Encapsulated vendor-specific option" format for encoding.
The "Encapsulated vendor-specific option" described in section 8.4 of RFC 2132 [5] uses the syntax identical to the DHCP options field with a few exceptions:

· No "magic cookie" field unless there is a valid reason to use it. The eNB needs to distinguish the DHCP server response in MvPnP format vs. in true vendor-specific format; therefore a format identifier (or a "magic cookie") field is appropriate.

· Codes other than 0 (padding) and 255 (end) may be redefined within the encapsulated vendor-specific extensions field, but should conform to the tag-length-value syntax. This provides enough space to encode up to 253 individual pieces of information related to MvPnC specific configuration.

The minimum length of the "Vendor Specific Information" option is 1 and the format is:
   Code   Len   Vendor-specific information

   +-----+-----+-----+-----+---

   |  43 |  n  |  i1 |  i2 | ...

   +-----+-----+-----+-----+---

The format for information bytes 1-n in the "Encapsulated vendor-specific option" is:

    Code   Len   Data item        Code   Len   Data item       Code

   +-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+

   |  T1 |  n  |  d1 |  d2 | ... |  T2 |  n  |  D1 |  D2 | ... | ... |

   +-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+

The option "Vendor Specific Information" with information encoded as "Encapsulated vendor-specific option" will have the following format:

    Code  AllLen Code  Len   Data item         Code  Len   Data item       Code

   +-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+

   |  43 |  n  |  T1 |  n  |  d1 |  d2 | ... |  T2 |  n  |  D1 |  D2 | ... | ... |

   +-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+-----+

The DHCP options in RFC 2132 [5] are encoded as a one-byte type code, a one-byte length, and a buffer consisting of the number of bytes specified in the length, from zero to 255. If the size of MvPnC configuration data contained in "Vendor Specific Information" option 43 is greater than 255 bytes, the RFC 3396 [6] encoding will be used.
To avoid ambiguity in the interpretation of string MvPnC configuration attributes, the ASCII should be used.

Standard network byte order shall be used with appropriate conversion function at the eNB (matching the local little-endian / big-endian byte order).
Some MvPnC configuration attributes may be missing (e.g. the SeGW FQDN attribute may be not present if the SeGW IP address is present) or just have zero length.

The order of MvPnC configuration attributes is not important (e.g. attribute of type "1" may appear after the attribute of type "5").
4
Detailed proposal

Proposal 1: Agree to use the DHCP option 43 "Vendor Specific Information" as a container to carry the MvPnC configuration attributes.
Proposal 2: Agree to standardize the data format for the MvPnC configuration attributes (to be used in DHCP option 43 container) and the "Vendor Class Identifier" value (to be used in DHCP option 60) in SA5.

Proposal 3: Document the proposed data format for MvPnC in the corresponding section of TS 32.509 [3] (see the pCR changes below).
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4.1
MvPnC Client Identification in DHCP requests

The eNB performing the Initial IP Autoconfiguration procedure specified in section 5.2 of 3GPP TS 32.508 [5] identifies itself as MvPnC compatible DHCP client by using the Vendor Class Identifier DHCP option specified in section 9.13 of RFC 3132 [x2] in the following way:

 - DHCP option code 60;
 - Length 5 bytes;

 - Vendor class identifier "MvPnC".

The use of Vendor Class Identifier DHCP option with specific value for MvPnC is illustrated in the Table 4.1.1.
Table 4.1.1: Use of Vendor Class Identifier
	Code
	Length
	Vendor Class Identifier

	60
	5
	M
	v
	P
	n
	C


4.2
MvPnC Entities Information in DHCP replies

4.2.1
General

The information that eNB receives from the DHCP server while performing the Initial IP Autoconfiguration procedure specified in section 5.2 of 3GPP TS 32.508 [5] may be classified in two cathegories: basic IP configuration and MvPnC specific configuration.
The basic IP configuration information is well documented in RFCs 2131 [x1] and 2132 [x2] and may include the following:

-
IP address ("yiaddr" field in [x1]);

-
Subnet Mask (option 1 in [x2]);

-
Router(s) (option 3 in [x2]);

-
IP address(es) of the DNS server(s) (option 6 in [x2]);

-
Domain Name (option 15 in [x2]).
The MvPnC specific configuration information is described in detail in the sections 4.2.2, 4.2.3 and 4.2.4 of the present document.
The DHCP option "Vendor Specific Information" specified in the section 8.4 of RFC 2132 [x2] is used as an opaque container carrying the MvPnC specific configuration from the DHCP server to the eNB performing the MvPnC procedure. The multiple pieces of MvPnC specific configuration within the Vendor Specific Information container are encoded as a sequence of code/length/value fields (also known as "Encapsulated vendor-specific options" specified in section 8.4 of RFC 2132 [x2]).
The use of Vendor Specific Information DHCP option container with encapsulated vendor-specific options encoding is illustrated in the Table 4.2.1.1.
Table 4.2.1.1: Use of the Vendor Specific Information
	Code
	Length

1-255
	Vendor Specific Information

	
	
	Configuration attribute 1
	Configuration attribute 2
	...

	43
	n
	Type1
	Lenght1
	Data
	Type2
	Length2
	Data
	...

	octet
	octet
	octet
	octet
	n octets
	octet
	octet
	n octets
	...


The content of the configuration attributes (specific type code value, valid length and data type) carried in the format illustrated in the Table 4.2.1.1 is specified in the sections 4.2.2, 4.2.3 and 4.2.4 of the present document.

If the size of MvPnC configuration data contained in "Vendor Specific Information" option 43 is greater than 255 bytes, the RFC 3396 [6] encoding will be used.

To avoid ambiguity in the interpretation of string MvPnC configuration attributes, the ASCII character encoding shall be used.

Standard network byte order shall be used with appropriate conversion function at the eNB (matching the local little-endian / big-endian byte order).

Some MvPnC configuration attributes may be missing (e.g. the SeGW FQDN attribute may be not present if the SeGW IP address is present) or just have zero length (type octet followed by length octet with value zero and no data octets). The qualifyers identifying which attributes are mandatory, optional, conditional mandatory or conditional optional and corresponding conditions are defined it the sections 4.2.2, 4.2.3 and 4.2.4 of this document.
The order of MvPnC configuration attributes is not important (e.g. attribute of type "1" may appear after the attribute of type "5").
4.2.2
Certification Authority server

This section specifies the information about Certification Authority server that eNB receives from DHCP server in Initial IP Autoconfiguration procedure specified in section 5.2 of 3GPP TS 32.508 [5] and uses for Certificate Enrolment procedure.
Table 4.2.2.1: CA/RA configuration attributes

	Attribute name
	Attribute tag (code)
	Attribute length
	Attribute qualifier
	Attribute description

	IP address of the CA/RA
	01
	Variable
	CO
	IP address of the CMP server. An IPv4 IP address is usually represented as 4 octets.

	FQDN of the CA/RA
	02
	Variable
	CO
	ASCII string representing the Fully Qualified Domain Name of the CMP server. In case the FQDN is used, the IP address of the DNS server needs to be made available to the eNB before certificate enrolment.

	Port number of the CA/RA
	03
	Variable
	M
	Integer representing the port number used by CMP server. The port for HTTP/HTTPSs transfer of CMP messages is not explicitly given in RFC 6712 [x5], therefore this parameter is required. The port number is usually represented as 2 octets.

	Path to the CA/RA directory
	04
	Variable
	M
	ASCII string representing the path to the CMP server directory. A CMP server may be located in an arbitrary path other than root.

	Subject name of the CA/RA
	05
	Variable
	M
	ASCII string representing the subject name of the CA/RA. The use is described in 3GPP TS 33.310 [x4] clause 9.5.3.

	Protocol indication
	06
	Variable
	CM
	ASCII string representing the protocol (HTTP or HTTPS) to be used for certificate enrolment. The use is described in 3GPP TS 33.310 [x4] clause 9.6.


Table 4.2.2.2: Attribute constraints

	Name
	Definition

	IP address CO qualifier
	The IP address is optional if the FQDN is present

	FQDN CO qualifier
	The FQDN is optional if the IP address is present

	Protocol indication CM qualifier
	The protocol indication is mandatory if HTTPS protocol is used


4.2.3
Security Gateway

This section specifies the information about Security Gateway server that eNB receives from DHCP server in Initial IP Autoconfiguration procedure specified in section 5.2 of 3GPP TS 32.508 [5] and uses for Establishing Secure Connection procedure.

Table 4.2.3.1: Security Gateway configuration attributes

	Attribute name
	Attribute tag (code)
	Attribute length
	Attribute qualifier
	Attribute description

	IP address of the SeGW
	07
	Variable
	CO
	IP address of the Security Gateway. An IPv4 IP address is usually represented as 4 octets.

	FQDN of the SeGW
	08
	Variable
	CO
	ASCII string representing the Fully Qualified Domain Name of the Security Gateway. In case the FQDN is used, the IP address of the DNS server needs to be made available to the eNB before establishing secure connection.


Table 4.2.3.2: Attribute constraints

	Name
	Definition

	IP address CO qualifier
	The IP address is optional if the FQDN is present

	FQDN CO qualifier
	The FQDN is optional if the IP address is present


4.2.4
Element Manager

This section specifies the information about Element Manager that eNB receives either from DHCP server in Initial IP Autoconfiguration procedure specified in section 5.2 of 3GPP TS 32.508 [5] or from secure DHCP server in Establishing Connection to Element Manager procedure specified in section 5.5 of 3GPP TS 32.508 [5] and uses for Establishing Connection to Element Manager procedure.

Table 4.2.4.1: Element Manager configuration attributes

	Attribute name
	Attribute tag (code)
	Attribute length
	Attribute qualifier
	Attribute description

	IP address of the EM
	09
	Variable
	CO
	IP address of the Element Manager. An IPv4 IP address is usually represented as 4 octets.

	FQDN of the EM
	10
	Variable
	CO
	ASCII string representing the Fully Qualified Domain Name of the Element Manager. In case the FQDN is used, the IP address of the DNS server needs to be made available to the eNB before establishing connection to the Element Manager.


Table 4.2.4.2: Attribute constraints

	Name
	Definition

	IP address CO qualifier
	The IP address is optional if the FQDN is present

	FQDN CO qualifier
	The FQDN is optional if the IP address is present
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