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1
Decision/action requested

SA5 is asked to discuss new added attributes and converged into TS 28.602.
2
References

[1]  3GPP TS 32.672: "Telecommunication Management; Configuration Management (CM); State Management Integration Reference Point (IRP): Information Service (IS)".

3
Rationale

This pCR is targeted to add additional attributes of WagFunction to TS 28.602. As stated in TS 23.234, the WAG does not have a full trust relationship with the WLAN UE. The WAG may implement policy enforcement before tunnel establishment to enhance the firewall against unwanted packets go through the PLMN, for example, to forbid the roaming WLAN UE from sending tunnel establishment to PLMN other than its HPLMN; to forbid packets from unauthorized WLAN UE. It can’t fully resolve the security concerns, but it’s a useful complement to enhance firewall capabilities.  It’s also beneficial to service controls. For example, operators could protect their subscribers to access illegal service web-site. In order to facilitate ACL enforcement, it’s suggested to add aCList attribute to facilitate the behavior. 

Another useful feature in WAG follows the attribute recommendation of SGSN and GGSN defined in TS 28.702, i.e.  proceduralStatus. It indicates the procedural status of the object instance. This attribute provides a subset of capabilities of procedural status defined in [1].

4
Detailed proposal

Text Proposal for TS 28.602

	1st Modified Section


3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

IOCs
Information Object Classes

WAG



WLAN Access Gateway
PDG



Packet Data Gateway
AAA



Access, Authentication and Authorisation
ACL                     Access Control List
-

	End of 1st Modified Section


	2nd Modified Section


6.3
Information object class definitions
6.3.1  WagFunction
6.3.1.1
Definition

This IOC represents WAG functionality. For more information about the WAG, see 3GPP TS 23.234[5].

6.3.1.2
Attributes
	Attribute name
	Support Qualifier
	isReadable
	isWritable
	isInvariant
	isNotifyable

	aCList
	M
	M
	M
	-
	M

	proceduralStatus(Note)
	O
	-
	-
	-
	M

	Note:
This proceduralStatus is not settable or readable via any Interface IRP except conveyed by notifyStateChange notifications.


6.3.1.3
Attribute constraints

None.

6.3.1.4
Notifications

The common notifications defined in subclause 6.5 are valid for this IOC, without exceptions or additions.

	End of 2nd Modified Section


	3rd Modified Section


6.5
Attribute definitions
6.5.1
Attribute properties
The following table defines the properties of attributes specified in the present document.
	Attribute Name
	Documentation and Allowed Values
	Properties

	aCList
	It is an access control list (ACL).  As stated in TS 23.234 [5], the WAG does not have a full trust relationship with the WLAN UE. The WAG may implement policy enforcement before tunnel establishment to enhance the firewall against unwanted packets go through the PLMN, for example, to forbid the roaming WLAN UE from sending tunnel establishment to PLMN other than its HPLMN; to forbid packets from unauthorized WLAN UE. The ACL configuration normally uses IP-based control, e.g. filtering IP/ICMP/UDP/TCP packets.[Note: there is also  Machine Aided Cognition (MAC) based ACL configuration. However, it’s hardly applied to filtering on WAG]. The filtering parameter(s) applying to those configurations can be one or more of the following:
· source IPv4/IPv6 address,
· destination IPv4/IPv6 address,
· protocol number,
· source port number,
· destination port number 

allowedValues:TBD

	type: TBD
multiplicity: TBD
isOrdered: N/A
isUnique: N/A
defaultValue: No default value
isNullable: False


	proceduralStatus
	It indicates the procedural status of the object instance. This attribute provides a subset of capabilities of procedural status defined in [9]. 
There are two cases resulting in a status change to be reported:
Case 1: A notification may be generated to indicate that restart procedure is about to begin or has just begun but has not finished. - the value for this attribute indicates original state == “notInitialized” and new state == “initializing”. 
Case 2: A notification shall be generated to indicate that restart procedure has completed successfully - the value for this attribute indicates original state == “initializing” to new state == “” (empty set).
	Subset of definitions from [9]:
“notInitialized”,
“initializing”,
“” (empty set)


6.5.2
Constraints

None.

	End of 3rd Modified Section


