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1. Overall Description:

When discussing how to deal with attacks on H(e)NB devices, SA3 found that there is some overlap of SA5 and SA3 topics. In particular, many attacks may cause device failures, and SA3 agrees that notification and remediation of device failures is mainly an OAM task. It is SA3’s opinion that when a H(e)NB device is unable to function normally, it should try to contact a H(e)MS and seek remediation, e.g. receive a SW correction or a refresh of configuration data.

While most device failures may be caused by non malicious actions, some failures may be the consequence of unauthorised device tampering. Many actions could indicate a potential attack on the H(e)NB, such as:

· Unexpected firmware modification

· Unexpected configuration parameter change

· Unexpected behaviour of SW components (e.g. indicating attacks via the LAN)

· Modified clock speed

· Modified antenna

· Case opened

· Circuit modifications

SA3 specifies secure H(e)NB device validation in a way that some of these attacks can be prevented or detected. Some detected attacks can even be countered by triggering standard OAM remediation means such as installation of a new validated firmware.

Nevertheless, it is most important to an operator that a device tampering (attempt) does not go unnoticed. Such events shall be notified towards the network to enable fast reaction to upcoming attacks.

SA3 sees a need for the following security-relevant OAM procedures between H(e)NB and H(e)MS:

1) Notification of potential device tampering without the need for immediate remediation

2) Notification of potential device tampering and start of remote remediation procedure

3) Notification of fatal device security breach that can not be remedied remotely, followed by local H(e)NB shutdown attempt and blacklisting the device ID in H(e)MS

2. Actions:

To SA5 group:

SA3 kindly asks SA5 to provide feedback on the following points:

1. Which remote remediation procedures are currently defined for H(e)NB?

2. Can SA5 specify the security-relevant procedures 1)-3) within Rel-9?

3. What assumptions does SA5 make on OAM connectivity between H(e)NB and H(e)MS (regarding availability, failure, recovery etc.)?
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