
Access Control Policy Solution

IRP Security Service helps IRPAgent make access permission decision based on Access Control Policy pre-configured. Access Control Policy is essential to IRP Security management but unavailable over Itf-N.
This contribution introduces a potential solution of Access Control Policy. It comprises of 3 tables as shown below.

1. Right-Operation table
For RI SS, Right is a group of operations (including target object reference, target interface name and operation name) and corresponding parameter value scope. This table defines which operations and corresponding parameter value scope that each Right contains, i.e. Right defines a relatively small granularity of privilege scope.

For SAS SS, Right is a group of operations (including target object reference, target interface name and operation name). This table defines operations that each Right contains.

2. Role-Right table

Role is a group of Rights. This table defines which Rights each Role contains. Role is a defined privilege scope. Usually Role defines all privileges necessary for performing an individual management service.

3. AccessorId-Role table
This table defines which roles’ privileges that each accessor has, i.e. each accessor’s privilege scope.


