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8
NMC interface

8.1 Management concept of the NMC interface

An operations system on the network management layer (hereafter NMC) provides management services and functions related to an area consisting of more than one network region.

As pointed out in chapter 5, the NMC interface may connect the network management system either to OMCs or directly to the NEs. In the following, the term "subordinate entities" defines either OMCs or NEs , which are in charge of supporting the NMC interface.

The NMC interface must provide a multi-vendor capability, which requires that the NMC interface to the subordinate entities must be manufacturer-independent. 

The NMC interface is specified by means of a Management Context and Management Functions document (this document), a Communication Profile (TS 32.101) and an Information Model (t.b.d. TS 32.???) which includes a unique description of the resources to be managed and a unique definition of the messages to be used for the management functions. If  a network region is managed by an own OMC (as Element Manager), the interface between the OMC and its subordinates NEs is a proprietary one. In this case it is the task of the OMC to provide an appropriate mediation function to ensure the multi-vendor capability towards the superior NMC. In principle several NMCs, each of them with a dedicated management area, may be connected to one OMC.

· If the NEs are directly managed by the NMC, it is the task of the NEs themselves to support this standardised interface towards the NMC.
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Concerning the connection establishment, the NMC and the subordinate entity must support both roles for the establishment of the association, i.e. initiator and responder role.

This chapter describes the properties of an interface enabling an NMC to supervise a 3G telecommunication network including - if necessary - the managing OMCs. To provide to the NMC the fault management capability for the network implies that the subordinate entities have to provide information about:

-
the network configuration (due to the fact that alarms and related state change information are always assigned to network resources, see [1])

-
events and failures occurring in the subordinate entities

-
events and failures of the connections towards the subordinate entities and also of the connections within the 3G network.

For the purpose of fault management the subordinate entities send notifications to an NMC indicating:

-
alarm reports (indicating the occurrence or the clearing of failures within the subordinate entities), so that the related alarm information can be updated,

-
state change event reports, so that the related state information can be updated.

The forwarding of these notifications is controlled by the NMC operator using adequate filtering mechanisms within the subordinate entities.

The NMC interface provides also means to allow the NMC operator the storage ("logging") and the later retrieval of desired information within the subordinate entities. The retrieval capability of alarm-related information concerns two aspects:

-
retrieval of "dynamic" information (e.g. alarms, states), which describes the momentary alarm condition in the subordinate entities and allows the NMC operator a synchronisation of its alarm overview data

-
retrieval of "history" information (e.g. active/clear alarms and state changes occured in the past), which allows the evaluation of events that may have been lost, e.g. after an NMC interface failure or a system recovery.

8.2
The need of mediation

For the management of a 3G network via the NMC interface the definition of an appropriate information model of the UTRAN network element is the most significant aspect. Taking into account that the main target in the definition of the NMC interface is to achieve the multi-vendor capability, this information model may contain only object classes which correspond to functional-related, manufacturer-independent aspects (so-called functional objects). The information model definition for the NMC interface should allow a manufacturer to represent his 3G system using only such functional objects.

On the level of manufacturer-specific 3G systems the used information model usually consists of a functional part and a so-called equipment-related part, modelling the equipment-related network resources.

Nevertheless especially in the case that operators directly connect the NEs with the NMC (i.e. no element manager is available), also some manufacturer-specific equipment information must be presented to the NMC operator (e.g. for the purpose of network maintenance). To fulfil this requirement, some generic "summary-equipment" object classes (which model the whole hardware of a network entity as a "pseudo"-functional object) should be available. These generic functional objects support, e.g. by means of dedicated attributes, the provision of manufacturer-specific information towards the superior NMC.

As already indicated, the internal modelling of network resources within the NEs or the information model of the OMC-NE interface (if OMC is available) may be proprietary, i.e. manufacturer-specific. Usually this information model contains not only functional objects but also equipment-related, manufacturer-specific objects. These two categories of managed objects may relate to each other (e.g. an equipment failure implies the generation of an alarm notification by the equipment object and of  a state change notification for the related functional object). To provide the standardised interface towards the NMC as defined in this specification, either the NE (in case of direct NMC-NE connection) or the OMC (in case of a NE-OMC-NMC connection) must contain a mediation function, performing the mapping between the two information models.

The definition of the information model for the NMC interface is described in a dedicated document.

The mediation function should cope also with information models related to different releases of an UTRAN manufacturer. In particular the mediation function recognises if the syntax and the semantic of the messages are different (among the releases) and translates the information in accordance with the current information model of the NMC interface. The capability of the mediation function to handle different UTRAN versions does not imply, as necessary consequence, also the update of the NMC interface information model.

In case of interruption and subsequent re-establishment of the OMC-NE connection, first of all a synchronisation between the mediation function within the OMC and the NE is needed. Afterwards the mediation function will forward to the NMC only the differences with regard to the "old" alarm condition. This optimised real-time synchronisation between the NMC and the OMC implies that:

-
For each alarm, which is present in the new alarm condition but not in the old one, the OMC forwards an event report related to an active alarm to the NMC.

-
For each alarm, which is present in both the new and old alarm condition, no event report is forwarded.

-
For each alarm, which is present in the old alarm condition but not in the new one, an appropriate clear alarm report is sent to the NMC.

8.3
Management of alarm and state change event reports

8.3.1
Mapping of alarm and related state change event reports

The alarm reports received by the NMC relate to functional objects in accordance with the information model of the NMC interface. This information model tailored for a multi-vendor capability is different from the information model of the OMC-NE interface (if OMC is available) or from the internal resource modelling within the NE (in case of direct NMC-NE interface), thus a mapping of alarm and related state change event reports is performed by the mediation function within the OMC or NE respectively.

The mediation function translates the original alarm / state change event reports (which may contain proprietary parameters or parameter values) taking into account the information model of the NMC interface as follows:

-
probableCause:


The values are according to ETS GSM 12.11.

-
specificProblems:

It may contain detailed manufacturer-specific UTRAN information related to the alarm cause.

-
perceivedSeverity:

The values are according to ISO/IEC 10165-2 / X.721.

-
trendIndication:


The values are according to ISO/IEC 10165-2 / X.721.

-
thresholdInfo:


The values are according to ISO/IEC 10165-2 / X.721.

-
notificationIdentifier:
It is an unambiguous value generated by the mediation function.

-
correlatedNotification:
It is an unambiguous value generated by the mediation function for the alarm reports with the perceived severity "cleared". This alarm indicates the clearing of those alarms whose notification identifiers are included in the correlatedNotifications parameter.

-
proposedRepairActions:
It may contain detailed manufacturer-specific UTRAN information related to the alarm cause.

-
additionalText:


It may contain detailed manufacturer-specific UTRAN information related to the alarm cause.

-
additionalInformation:
It may contain detailed manufacturer-specific UTRAN information related to the alarm cause.

The mediation application function works according to the following principles:

-
Every alarm notification generated by a functional object in the NE or OMC (if OMC is available) is mapped to an alarm report of the correspondent ("equivalent") functional object at the NMC interface. If the functional object generating the original alarm notification has not a direct correspondent object at the NMC interface, the mediation functions maps the alarm to the next superior functional object in accordance with the containment tree of the NMC interface.

-
Every alarm notification generated by a manufacturer-specific, equipment-related object in the NE or OMC (if OMC is available) is mapped to an alarm report of a correspondent generic "equipment-summary" object. The parameters specificProblems, proposedRepairActions, additionalText and additionalInformation if present, shall contain the detailed (manufacturer-specific) information needed on NMC level for maintenance purposes.

NOTE:
In some cases a failure or the locking of an equipment-related object imples also the change of the operational state of its correspondent functional object within the NE or OMC (if OMC is available). The mapping of this state change notification to an alarm of the correspondent functional object at the NMC interface is subject of further study.

The correlation between functional related and the generic "equipment-summary" objects on the NMC interface is performed explicitly by means of a relationship attribute in the functional object class definition.

With regard to the multi-vendor capability of the NMC interface, this mapping concept combines the following requirements:

-
Precise information about manufacturer-specific, equipment-related failures for the NMC operator in charge of network maintenance (this information is provided in some parameters of alarm reports mapped to the functional "equipment-summary" objects)

-
If functionality is affected, an additional alarm report concerning the related functional object is provided for the NMC operator in charge of network’s quality of service.

The two types of alarm reports generated by the mediation function are correlated by means of the parameters notificationIdentifier and correlatedNotifications respectively.

8.3.2
Real-time forwarding of event reports

If the NMC interface is in normal operation (the NMC connection to the subordinate entities is up), alarm and related state change event reports are forwarded in real-time to the NMC via appropriate discriminators located either in the OMC or in the NE. These discriminators are under total control of the managing NMC, i.e. they are created, modified and (eventually) deleted only by the NMC and ensure that only the event reports which fulfil NMC-defined criteria can reach the superior NMC. In a multi-NMC environment every NMC must have an own discriminator within every subordinate entity which may generate notifications.

The syntax and semantics of alarm and state change reports forwarded to the NMC are in accordance with [7], [8] and [9] respectively.

At the NMC interface the optional parameters specific problems, proposedRepairActions, additionalText and additionalInformation are used for forwarding the manufacturer-specific information to the NMC.

8.3.3
Alarm clearing

According to [9], the alarm clearing mechanism may be performed in two ways:

a)
If an alarm report containing the value "cleared" of the parameter perceivedSeverity does not contain the correlated notifications attribute, it indicates the clearing of all previously forwarded alarm reports with the same values of the parameters eventType, probableCause and specificProblems (if present) for a specific managed object.

b)
If an alarm report containing the value "cleared" of the parameter perceivedSeverity contains the correlated notifications attribute, it indicates only the clearing of those alarm reports whose notification Identifiers are included in the correlatedNotifications attribute.

Due to the mapping of alarms and state change events in accordance with the information model of the NMC interface, it is possible that original alarm notifications (generated within OMC or NEs) which differ at least in one value of the parameters managedObjectClass, managedObjectInstance, eventType, probableCause and specificProblems are mediated to alarm reports towards the NMC containing the same value of the above parameters. This leads to the situation that after the mapping the NMC receives several active alarms with the same values of these parameters.

If the clearing mechanism a) would be used for the NMC interface, the first clearing of one of these active alarms would also clear all others alarms as well, although their reasons still exist. Therefore clearing mechanism b) has to be used on the NMC interface, which implies that the mediation function has to set the parameter "correlated notifications" in the alarm reports with the perceived severity "cleared" before forwarding them to the NMC.

8.4
Retrieval of alarm and state information

8.4.1
Retrieval of dynamic information on NMC request

The necessity of synchronisation ("alignment") between the NMC and its subordinate entities is required at the first connection time and after every interruption of the NMC interface.

Taking into consideration the need of multi-vendor capability and the need to cope with future multi-NMC environments, this specification defines a flexible, generic synchronisation procedure which fulfils the following requirements:

-
The procedure must use as far as possible already standardised services and protocols to avoid specific implementations in the NEs and the OSs.

-
The (mediated) information contained in the alarm reports forwarded to the NMC by means of this synchronisation procedure has the same meaning (at least for the mandatory parameters) as in the original alarm reports generated in the NEs or (if available) in the OMCs.

-
The NMC is able to trigger the start and to recognize unambiguously the end of its synchronisation procedures.

-
The NMC is able to discern easily between an "on-line" (spontaneous) alarm report and an alarm report received as consequence of a previously triggered synchronisation procedure.

-
Concerning the alarm reporting, both synchronisation-related notifications and the "spontaneous" notifications sent by the subordinate entities make use of the same filtering criteria (e.g. of event forwarding discriminator instances according to [10]).

-
Concerning the alarm storage ("logging") within the subordinate entities, for both synchronisation-related notifications and "spontaneous" notifications sent by the subordinate entities the same discriminator criteria (e.g. of log instances according to [11]) are used.

-
The NMC may request - dependent on specific parameter values contained within the synchronisation request - a full or only a partial alignment (i.e. related only to parts of the whole 3G network).

-
In case of parallel running synchronisation procedures in a multi-NMC environment, a particular NMC should receive only those synchronisation-related event reports sent by the subordinate entities as a consequence of a synchronisation procedure triggered by this particular NMC. This avoids a useless load of the NMC interfaces related to those NMCs which do not need an alignment and improves the overall system performance.

-
A NMC should be able to assign the received synchronisation-related event reports to the correspondent requests, if several synchronisation procedures triggered by this NMC run at the same time (e.g. synchronisation procedures related to different data or different network regions).

To fulfil the above-mentioned requirements, a NMC synchronisation request must include the following parameters:

-
An alignment handle, which identifies unambiguously for a particular NMC the current synchronisation request.

-
The related subordinate entities, which have to be considered for the current synchronisation procedure (e.g. a partial alignment, related only to a sub-network is also possible).

-
The related time interval, which indicates that only alarm notifications generated within this time range have to be taken into consideration.

-
Some specific parameters (e.g. only those alarm reports with a defined perceivedSeverity value).

During the synchronisation procedure spontaneous notifications should be able to reach - of course, dependent on the current filtering criteria - the managing NMC.

In some situations the NMC operator (or the NMC system itself) may decide to stop the alarm synchronisation currently in progress. For this purpose an abort request command is provided, which specifies unambiguously (by means of the above-mentioned alignmentHandle) the synchronisation procedure to be prematurely terminated.

The response of the abort command contains the list of the cancelled synchronisation requests. For each aborted synchronisation procedure the subordinate entity stops the forwarding of event reports towards the NMC.

8.4.2
Retrieval of alarm history information on NMC request

The alarm history information may be stored in the subordinate entities in dependence on the NMC requirements. The NMC is able to create logs for alarms and state change event reports and to define the criteria for storage of information according to [11].

The subsequent retrieval of stored information is possible on NMC request in two different ways:

-
via a read command with scoping and - if needed - appropriate filtering

-
via bulk data transfer, using standardised file transfer procedures, as mentioned in chapter 5.1.2.

8.5
Co-operative alarm acknowledgement at the NMC interface

8.5.1
General acknowledgement concept

In a 3G network, the fault management can take place on both the OMC and NMC systems, usually at different times. An alarm generated within a Network Element (NE) is received by the OMC and subsequently (after a mediation according to the information model of the NMC interface) forwarded to the superior NMC.

A useful feature in the management of alarms is the so-called "acknowledgement" functionality, i.e. new alarms are confirmed (after their occurrence or at least after their clearing) usually by operators in charge of alarm handling or (automatically) by the managing system. The acknowledgement of an alarm may take place on OMC or NMC.

A co-operative alarm acknowledgement means that an alarm acknowledgement performed on one network management level is notified to the partner OS on the other management level, thus the so-called "acknowledgement status" of this alarm is the same in the whole management hierarchy. Usually the operator acknowledging the alarm takes over some responsibility for the initiation of further steps towards alarm solving (e.g. further analysis, triggering of activities on site etc.). This feature offers a better co-ordination between operators on the same management system at shift time (i.e. immediate recognition which alarms have been already processed by the previous shift) and also between operators in charge of alarm handling at different locations (working on different management levels).

Taking into account the need of standardisation of the NMC interface, this chapter describes a flexible alarm acknowledgement procedure between OMCs and a superior NMC, which may be activated by the network operator in accordance with his operational concept. The activation / deactivation of the (co-operative) alarm acknowledgement between a particular OMC and the NMC should be possible within every OMC, thus - depending on the network configuration - this feature may be available only in dedicated regions of the whole network.

The procedure makes distinction only between two so-called "acknowledgement status" values of an alarm, i.e. notAck (for a new alarm) and acknowledged (alarm already acknowledged).

Usually an acknowledged alarm is still managed by the OMC only if it is still active. When the alarm is cleared, it will be erased from an extended pending alarm list, which contains both active (acknowledged or not) and clear (only not yet acknowledged) alarms. Every time a new alarm is acknowledged by an operator, the correspondent management system (OMC or NMC) sends an alarm acknowledgement message via the NMC interface containing the following information:

-
Correlation information to the alarm just acknowledged. This information consists of the notificationIdentifier related to the spontaneous active alarm notification (also if the alarm is meanwhile cleared!) previously forwarded by the OMC to the NMC and allows the correlation between acknowledgements and alarms.

-
Acknowledgement history data:

-
Alarm state (active | cleared)

-
Acknowledgement status (ack; other values may be defined in the future)

-
Time of alarm acknowledgement

-
Alarm management system (OMC | NMC)


Operator name (who acknowledged the alarm). This data is set automatically by the system and corresponds to the name entered by the operator at login time. If the alarm is acknowledged by the system itself, a generic name is used for this parameter.

-
Possible filtering criteria, as additional (OPTIONAL) information to be used only in the acknowledgement messages sent by the OMC towards the NMC (useful e.g. to discriminate also the acknowledgement message, if the previous alarm notification was filtered out by the NMC discriminator in OMC):

-
perceived severity (as defined in ITU-T X.721)

-
probable cause (as defined in ITU-T X.721)

-
specific problems (according to ITU-T X.733 this parameter, when present, identifies further refinements to the probable cause of the alarm).

The acknowledgement messages sent by OMC or NMC via the NMC interface make use of standardised services, according to the chosen technology.

8.5.2
Solving the acknowledgement competence problem

Usually during the normal business time (day shift) the alarm handling takes place at OMCs, while during the night, at week-end and holidays the alarm handling (i.e. also the alarm acknowledgement) takes place at NMC. Of course, this is not a fixed rule and depends on the customer’s specific organisation and operational concept.

A standardised alarm acknowledgement procedure must cope with different customer requirements concerning the competence between operators working at OMCs and NMC. This matter is managed by means of a so-called "competence type" attribute, which may be set only by the (regional) OMCs to the following possible values:

-
No dedicated competence
This value means no checks concerning alarm acknowledgement competence are performed (i.e. both OMC and NMC are able to acknowledge alarms at any time).

· OMC competence.

If the NMC acknowledges alarms during this time, this action is not rejected by the OMC, i.e. this is a "weak" competence assigned to the network element management system and used only for co-ordination purposes (e.g. during the day shift the competence is usually assigned to the OMCs) !

· OMC exclusive competence.

If the NMC acknowledges an alarm during this time, this action is rejected by the OMC (strongly dedicated competence for alarm acknowledgement) !

· OMC interim competence.

During the normal NMC competence, the OMC automatically gets this acknowledgement competence type in case of a link failure between OMC and NMC (otherwise alarms could not be acknowledged as long as the link is down!).

· NMC competence.

If the OMC acknowledges alarms during this time, its notification is not rejected by the NMC , i.e. this is a "weak" competence assigned to the network management system and used only for co-ordination purposes (e.g. during the night shift the competence is usually assigned to the NMC) !

· NMC exclusive competence.

If also the OMC acknowledges an alarm during this time, the notification is rejected by the NMC (strongly dedicated competence for alarm acknowledgement) !

In case of a link failure during the NMC competence time, the alarm acknowledgement competence is automatically moved to the OMC (with the same check degree) and the attribute "competence flag" is set accordingly. If the link becomes operational again, the old value of the attribute "competence flag" is automatically set by the OMC.

Every time the connection between the two management systems is re-established, the NMC is able to get the value of the "competence flag" attribute and to handle accordingly the alarm acknowledgement.

8.5.3
Retrieval of acknowledgement-related alarms on NMC request

Taking into account the acknowledgement functionality, the retrieval of alarm information implies the need of an "extended" alarm synchronisation on NMC request. This synchronisation procedure (used to speed up the alignment of the NMC alarm condition e.g. after the restoration of the link between the OMC and the NMC) relates not only to the active, but also to the ceased and not acknowledged alarms (which are still managed by the OMC).

The extended alarm synchronisation procedure is similar to the active alarm synchronisation and may be also aborted on NMC request.
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