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Report of Cheju ITU-T JQG6 meeting

by Albert H. Yuhan (Omnipoint)

SA5 Liaison Rapporteur to ITU-T SG11

The ITU-T JQG6 meeting was held in Cheju, Korea during the week of June 14th, 1999, the first week of ITU-T SG11 WP3 (WP3/11) Rapporteurs' 2 week meeting period. The joint questions group between ITU-T SG11 and SG4 is to address issues in the management aspects of the IMT-2000 under SG11's lead.

The WP3/11, owning the Questions 8, 23 and 24 of SG11, is responsible for generating ITU-T recommendations that specify the network aspects of the IMT-2000 system. UMTS (the 3G system being worked on by 3GPP) is considered one family member of the IMT-2000 system, world-wide 3rd generation wireless systems of family.

Since specification work for the details of the intra-family system is being shifted to family member system specification forums (such as 3GPP), the attendance to the WP3/11 meeting, attended at one point of time by one hundred and some delegates from all regions of the world, has been drastically reduced now to a level of just a few dozens of participants.

I presented the SA5 LS to ITU-T JQG6 (TD s5-99081), in which 3GPP TSG-SA SA5 recommended that ITU-T JQG6 put its work focus on inter-family network connection parts of the issues that require inter-family network connections. The recommendation was vehemently objected to by the delegates from ANSI-41 network proponent companies of the US (sp., Lucent, Nortel and Motorola). The lead co-issue manager (Nortel, Canada) smoothed the confrontation by closing the SA5 LS discussion with a conclusion that JQG6 accepted the 3GPP SA5 recommendation in principle but would continue working on any issues deemed to be common to different 3G family member systems.

Under the editorship of Mr. Thaddeus Kobylarz of Lucent Technologies, USA (the Chairman of TIA TR45.7 --- sort of SMG6-equivalent for ANSI-41), JQG6, staffed by about half a dozen management standards experts, was undertaking the drafting work for ITU-T Recommendation M.3210 -- a new recommendation for IMT-2000 management. All the contributions for this effort were coming from ANSI-41 side with TIA TR45.7 endorsement.

JQG6 strongly urged for a 3GPP SA5 participation in the JQG6 activity. The website address information for accessing the 3GPP's 3G management specifications (TS 35.101 and TS35.102), which are all open to the public, was provided by me to JQG6 forum. The lead co-issue manager registered these two 3GPP SA5-maintained documents to JQG6 for the forum's information.

Attached is the report drafted by the JQG6 co-issue managers and approved by JQG6 before its closure. The draft M.3210 baselined after the JQG6 meeting can also be found in one of the attachments to the JQG6 report.
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1.
Introduction

JQG6 addresses IMT-2000 Management. It is a joint activity involving SGs 11 and 4. JQG6 is jointly chaired by John Visser, Nortel Networks, Canada, representing SG 11, and Geoff Caryer, British Telecom, UK, representing SG 4.
2.
Agenda

The agenda as proposed in TD 3/11-Cheju(99)-050 was approved as modified and is provided as Attachment 1 to this report. The attendance list is provided at Attachment 2.

3.
Identification of Documents

The documents identified for discussion in JQG6 are listed in Attachment 1. In addition to the documents distributed in printed form, soft copies of the Q.21/4 Meeting Report (March 1999), the JQG6 Meeting Report (March 99) and the March 1999 TD (distributed to both WP 3/11 and the ad hoc group on IMT‑2000 Management) collecting the work to that point on IMT-2000 Management were distributed.

4.
Review of Reports of SG 11 and SG 4 meetings in March 1999

These reports were verbally presented to bring all participants to a common reference point.

5.
Discussion of Work Focus and Direction

TD 3/11-Cheju(99)-012 indicated enthusiastic support for ITU-T in its work on 3G Management, and specifically supported the focus on inter-system issues. Information was provided on the 3GPP TSG-SA WG5 work plan and focus. An information document was made available by the JQG Co-Issue managers to participants containing the most recent outputs of 3GPP in this area available from the 3GPP web-site.

The discussion identified that JQG6 also felt that it could offer value by promoting commonality in 3G Management areas where there was less direct inter-network interaction. Such commonality would be beneficial to all parties through simplification of the functions, and the associated benefits, across the operator and vendor communities.

TD 3/11-Cheju(99)-013 indicated a clear need to delineate the inter-relationships among the numerous industry standards bodies and related forums that exist. It was observed that the realties of the current environment indicate the need to recognise both de jure and de facto standards development. JQG6 recommends this matter be addressed at the WP 3/11 and SG 11 levels, and may be an appropriate item for the upcoming GSC 5 meeting.

6.
Discussion of IMT-2000 Management High Level Requirements

TD 3/11-Cheju(99)-032 provided a reworked section on charging and accounting requirements. The changes were accepted as modified. One issue identified in the discussion was the need to address inter-network aspects (roaming) of the Advice of Charge service. Specifically, should the information be transferred as charges in a given currency, or should it be transferred as units of resource utilisation so that the receiving network may apply a local algorithm to generate the charge? It was felt that the work on Recommendation Q.1721 (Q.8/11) should address this issue.

It was agreed that this contribution as modified should form the base for introductory sections in a new draft Recommendation M.3210.imt.acc. Mr. Thaddeus Kobylarz of Lucent Technologies, USA, volunteered to act as editor for this document.

It was also noted that draft new Recommendation M.3210.imt.flt and M.3210.imt.perf should be developed from the relevant material in the high level requirements provided by SG 11 from its March 1999 meeting.

Since there are no defined target dates for these additional two areas, the work plan should list them but show no dates against them.

7.
Progress on Contents of M.3210.imt.sp(Configuration Management Functional Requirements – Service Provisioning)

The editor noted that, as a first step, the high level functional requirements for management should be identified, and only as a second step, should the allocation of functionality to the TMN X interface and/or the NNI should be decided.

The Editor draft contained in TD 3/11-Cheju(99)-010 was presented and reviewed. It was agreed that Figure 1 should be updated to distinguish between physical and functional interfaces/reference points. Figure 2 will also be updated. The current text of Section 3 was not reviewed at this time as TD 3/11-Cheju(99)-011 contained proposed revised text.

TD 3/11-Cheju(99)-011 contained revised text for section 3 (Management Functions for Roaming Agreements). During the discussion of this section, a number of updates were agreed and a number of issues were identified which required more input from Service Providers. Experts agreed to raise these issues with SPs in both 3G families and report back at the next meeting. A number of possible “scenarios” were considered and will be added to the section, based on the responses from SPs.

Issue 1
Are Roaming agreements unidirectional (one home network to one visited network) or bi-directional (agreements between 2 parties to allow mutual roaming in each other’s networks)?

Issue 2
How much of the process can be automated and how much will require face to face negotiations?

Issue 3

Should the process be “one shot” (e.g. request, offer and acceptance/rejection) or a multi-step process of negotiation (e.g. request, offer, revised request, offer, revised request, offer, etc then acceptance/rejection)?

Issue 4
Do we need Roaming Agreement Numbers to individually identify agreements or is it enough to know the two parties involved (i.e. will there be there more than 1 agreement between a home and distant network)?

Issue 5
What security mechanisms are required for Roaming Agreements (e.g. Authentication and Integrity with Digital Signatures[not modifiable by the receiving party]).

The updated editors draft of M.3210.imt.sp is attached to this report (Attachment 3).

8.
Progress on Contents of M.3210.imt.sec (Security Management)

The Editor presented TD 3/11-Cheju(99)-018 (Draft of New Recommendation M.3210.imt.sec) which contains the updates agreed at the March 99 meeting of ITU-T SG4.

The draft, as modified at the meeting was agreed and is attached to this report as Attachment 4. The next steps will be to:

· develop UML use cases, 

· develop additional scenarios,

· develop an appendix describing the interactions with Q,1711 functional entities

· complete information flow tables

9.
Progress on Contents of M.3210.imt.acc (Accounting Management Requirements and Analysis – Billing and Charging)

The editor produced a first draft of the Recommendation based on TD 3/11-Cheju(99)-032 (Attachment 5 to this report). The draft was reviewed and a number of editorial changes proposed.

10.
Liaison Statements

No formal Liaisons were developed however the meeting agreed to make the meeting report and draft Recommendations available to relevant groups. Recipients are requested to review the documents and provide feedback to the next JQG6 meeting (13 – 15 September 1999). 

The following members of JQG6 agreed to act as informal liaison:

· TR45.7


Thad Kobylarz

· 3GPP2


John Visser

· TMF Mobile Management Team 


Thad Kobylarz

· 3GPP


(Note 1)

· T1M1


Venkat Gopikanth

· ETSI


Geoff Caryer

Note 1 – Although Albert Yuhan agreed to carry the output of this meeting to 3GPP SA WG5, he would be unable to perform this role at future meetings. The group asked him to request that 3GPP find a suitable member to attend JQG6 and act as informal liaison.

The group noted that it would be desirable if other groups working on IMT2000 had a formal relationship with the ITU.

11.
Work plan

The meeting agreed that the target date for completion of Service Provisioning (M.3210.IMTSP) and Security (M.3210.imtsec) should be set at 18 months from this meeting. For the new work item on Charging and Billing (M.3210.IMTACC) the target date will be set at 24 months from this meeting. No date was set for Fault and Performance Recommendations, this will be dependant on the availability of contributions and editors.

12.
Proposed interim activities

The next meeting of JQG6 will take place on 13 – 15 September during the IMT2000 meeting in Ottawa Canada. The members of the group were asked to progress the development of the 3 draft Recommendations by:

· developing UML use cases, 

· developing scenarios,

· complete information flow tables

· discussing the draft recommendations and outstanding issues with Service Providers and interested consortia.

Attachment 1

Agenda for JQG6

1.
Opening Remarks

· Agreement of Agenda

2.
Identification of Documents and Allocation to Agenda

TD3/11 - Cheju(99) - 010
Editor's Draft of Rec. IMT.sp (on IMT-2000 Service Provisioning) (Lucent) 

TD3/11 - Cheju(99) - 011
IMT-2000 Roaming Agreement for X Interface (Motorola) 

TD3/11 - Cheju(99) - 012R1
Proposed Work Focus of JQG6 (Omnipoint, Nokia, Ericsson, BellSouth Cellular)

TD3/11 - Cheju(99) - 013
Need for understanding of the Mapping of the Work Products of the ITU and the 3GPPs/SDOs (BellSouth Cellular, Ericsson, Motorola)

TD3/11 - Cheju(99) - 016
Version 15.1 of draft New Recommendation Q.1721 (Old Q.FIF), Information Flows for IMT-2000 (Editor: S. Husain, Motorola, USA)

TD3/11 - Cheju(99) - 018
Editor's Draft of Rec. imt.sec (on IMT-2000 Security Management) (Motorola) 

TD3/11 - Cheju(99) - 032
Proposal for Billing and Charging High Level Requirements (Lucent)

TD3/11 - Cheju(99) - 050
Draft Agenda for JQG 6 (Co-Issue Managers)
3.
Review of SG 11 IMT-2000 Management High Level Requirements

4.
Progress Content of M.3210.imt.sp

5.
Progress Content of M.3210.imtsec

6.
Future Work Plan

7.
AOB

8.
Review and Approval of Meeting Report and Liaisons (if any)

9.
Close (by noon, June 17)

_____________________________
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ITU-T DRAFT NEW RECOMMENDATION M.3210.imt.sp

IMT-2000 CONFIGURATION MANAGEMENT - SERVICE PROVISIONING

EDITOR’S NOTES:
This document represents the fourth revision of a draft new recommendation describing configuration management functional requirements for management information communicated across the IMT-2000 “X” interface.  It specifically addresses the service provisioning aspect of configuration management.  As a functional requirements document, it contains information on the functional architecture, function sets, and corresponding parameters for IMT-2000 service provisioning. 

Revision History

Revision


Date
Description

1.
99.01
Initial draft.

2.
99.03
Added clarification on jurisdiction of service provisioning in the IMT-2000 roaming environment.

3.
99.06
Input to JQG6 meeting (Cheju) Moved end user service provisioning aspects to appendix, reorganized document to conform with M.3208 structure, and added initial draft of roaming agreement functionality.

4.


99.06
Output from JQG6 meeting (Cheju), section 3 (Roaming) revised.

5
99.09


* Contact: 
Thaddeus Kobylarz
Tel:
+1.973.386.4317

Fax:
+1.973.386.4555

E-mail: kobylarz@lucent.com

M.3210.imt.sp (IMT2000 CONFIGURATION MANAGEMENT - SERVICE PROVISIONING)

Summary

This Recommendation is one of the M.3200-Series TMN management service Recommendations that provide descriptions of management services, goals and context for IMT2000.

Keywords
International Mobile Telecommunications, IMT-2000, wireless management, Telecommunications Management Networks (TMN), TMN Management Service.

1.  INTRODUCTION

1.1.
Scope

[Editor’s Note: More information will be added to this subsection.]

This recommendation addresses the service provisioning aspect of IMT-2000 configuration management.  It is one of a series of documents that describe IMT-2000 management.  This series treats the following five management areas:

1) Get customer onto Network (Configuration)


- Customer profile: Service data

2) Billing/Charging Support


- Common billing records across CNIs (since customer may roam)

3) Security


- Audits: Counts of fraudulent use

4) Performance Management

- Quality of service

- Network performance monitoring

- Network congestion control

- Access blockage

- IN congestion

5) Fault Management

- Connectivity failures

- Loss of signal

- Loss of carrier

- Trouble tickets

Three basic assumptions are adopted in this recommendation:

1) This recommendation is applicable to all TMN “X” interfaces, irrespective of wireless radio transmission technology and IMT-2000 “inter-family” or IMT-2000 “intra-family” management.

2) The IMT-2000 “Network to Network Interface” (NNI) is a scarce and valuable resource, especially because of its real time response demands.  Hence, wireless management activity should be achieved via the “X” interface whenever possible to preserve the NNI capacity.

3) The use of the NNI for real time wireless management activities does not preclude the use of the “X” interface for “near” real time management activities.

1.2. Related Recommendations and Other References

[Editor’s Note: More information will be added to this subsection.]

The following Recommendations are closely related to this Recommendation:

- ITU-T Recommendation M.3010 (Principles for a Telecommunications Management Network(
- ITU-T Recommendation M.3020 “TMN Interface Specification Methodology”

- ITU-T Recommendation M.3200 “TMN Management Services”

- ITU-T Recommendation M.3400 “TMN Management Functions”

The following Recommendations were also used in preparing this Recommendation:

- ITU-T Recommendation Q.1701 “Framework of  IMT2000 Networks”

- ITU-T Recommendation Q.1711 “Network Functional Model for IMT2000”

- ITU-T Recommendation Q.1721 “Information Flows for  IMT-2000”

1.3.
Abbreviations

[Editor’s Note: More information will be added to this subsection.]

GDMS

Guidelines for the Definition of TMN Management Services

IMT2000
International Mobile Telecommunications 2000

ITU

International Telecommunications Union

MS

Management Services

NML

Network Management Layer

SML

Service Management Layer

TMN

Telecommunications Management Network

1.4.
Definitions

[Editor’s Note: More information will be added to this subsection.]

This Recommendation defines the following terms:

Visited Service Provider (VSP)
The service provider of the foreign or visited network in providing global roaming.

Home Service Provider (HSP)
The service provider of the home network to which the wireless subscriber subscribes service.

Service Provider (SP)
A general reference to an entity who provides telecommunications services to Customers and other users either on a tariff or contract basis. A SP may or may not operate a network. 

Network Operator 

An organisation that operates a telecommunications network. A network operator may be a Service Provider and vice versa. A network operator may or may not provide particular telecommunications services

1.5.
Conventions Used In This Document

[Editor’s Note: More information will be added to this subsection.]

Legend for the Tables

m
Mandatory 

m(=)
The recipient must provide the same value in the response as provided in the request by the requestor.

o

Optional, Optionality is subject to definition according to the agreement between the two service providers, i.e., a parameter listed as optional may be made mandatory.

o(=)
Return of the value by the responder is optional; however, if the responder elects to return the value, it must be the same value supplied by the requestor in the request. Responder is not allowed to alter this field. 

c

Conditional Parameter, Definition of the Condition will be specified in the notes column. A numeric suffix is used to enable reuse of the conditional statements.

c(=)
If the value is provided in the request by the requestor, the responder must provide the same value in the response.

Blank
A blank implies that the parameter is not applicable.

2.
SERVICE PROVISIONING SERVICE

2.1.
IMT-2000 Management Interfaces

Figure 1 is useful to describe the scope of the service provisioning being considered herein.  Certain other important conclusions will also be inferred from the illustration.  It will eventually be a basis for various business scenarios from which functional properties can be deduced. 
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Legend:

OS = Operations System,     CN = Core Network,     NNI = Network-to-Network Interface,

RAN = Radio Access Network,     RTT = Radio Transmission Technology
MT = Mobile Terminal,     OTA = Over The Air 

UIM = User Identity Module 

Figure 1.  IMT-2000 Family Management Interfaces

The two systems shown in Figure 1 are different members of the IMT-2000 family.  The small rectangles, that do not enclose text, represent functional (not physical) interfaces.  The main objective of this contribution is to consider service provisioning from standpoint of roaming (shown by the dotted lines) across two systems that belong to separate IMT-2000 family members. Each family member will have its own OS that connects to an “X” interface for external communication and a “Q3” interface for internal communication. 

Service provisioning and other management information can be transported over four potential interfaces of Figure 1:

1. The interface between OSs of two family members (X),

2. The interface between an OSs and its CN (Q3),

3. The interface between two CNs (NNI) as signaling information,

4. The air interface to either a MT or to a UIM (OTAI).

The intent of this document is to focus on the “X” interface.  However, there exists certain information that is common between the “X” interface and the other three.  This implies that coordination and communication among the principals developing the other three interfaces must take place in order to avoid conflicts, redundancies, etc.

The Q3 interface will be standardized by regional Standards Development Organizations (SDOs).  However, situations may occur wherein “X” interface operations may impact “Q3” operations.  These situations will mandate coordination between regional SDOs and the work being performed here.

The exclusion of the NNI means that service provisioning information that is imbedded within signaling communication is not being currently considered.  This type of information is often applied to single calls; e.g., “collect calls”.  Because of its real time operation requirements, the NNI is a resource with heavy demands.  Offloading some NNI activity to the “X” interface, whenever possible, may be desirable to enhance system efficiency.

The OTAI is used to convey provisioning data from/to the MT or the UIM.  A UIM is an adjunct component and is not necessarily used in conjunction with a MT.  The extent and type of MT service provisioning is not yet known and will only be considered if future information indicates the need for OS to OS communication.  Because the UIM is intended to assist in, but not required for roaming, it may imply the necessity for “X” interface communications in certain situations.  

The management service of “Network Provisioning Management” is appropriate for the scenario depicted above.  The function set group is “Provisioning”.  Within “Provisioning”, the existing “Request for Service” function set is needed.  This function set is defined as:


“This set supports requests that the specified service and/or features be activated, changed, or deactivated as a result of the negotiated customer solution.”

The principal activity across the “X” interface will be to transfer service provisioning data.  Consequently, many of the member functions of the “Request for Service” function set will share one of the following common generic forms:

· Send <data> - manager role OS sends <data> to agent role OS,

· Retrieve <data> - manager role OS retrieves all or part of <data> from agent role OS,

· Change <data> - manager role OS changes part of <data> stored in agent role OS,

· Delete <data> - manager role OS requests agent role OS to delete <data>.

In the above, the manager role OS is causing provisioning to take place in the family having the agent role OS.  Also, the functions will include appropriate request/response portions to the functions so that two directions of information flow will take place for each function invocation.

It is proposed that the “X” interface communication be peer-to- peer within the TMN service management layer.  (See Figure 2.)  However, received provisioning data must proceed downward of the TMN layers to eventually effect the network elements.  This implies that internal OS “Q3” interfaces will transport the data.  The data over “Q3” need not have a representation that is identical to that over “X”.  The data semantics, however, must be preserved.
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Legend:

RS = Request for Service (function set)

SML = Service Management Layer

NML = Network Management Layer

NSFA = Network Service Feature Administration (function set)

Figure 2.  OS Layering.

A new function set, for the “Provisioning” function set group, is defined to transfer data over the “Q3” interface between the SML and the NML:



“Network Service Feature Administration – This set supports the transfer of service provisioning data between the SML and NML that arrives/goes over the “X” interface.

2.2.
Service Provisioning Goals

[Editor’s Note: This subsection is to be supplied..]

2.3.
Service Provisioning Overview

[Editor’s Note: This subsection is to be supplied..]

3.
ROAMING AGREEMENTS

3.1. Management Functions

(to be updated)

The management functions outlined here are to enable automatic roaming agreements over the X interface between two different TMN administrations.  The following functions are a starting point  to establish roaming agreements between two different service providers.  Additional functions may be added to these in future.  Similarly, additional parameters may be added to the functions in future.  These functions also need to grouped into function sets, according to M.3400. This will be done pending discussion  of the functions outlined below.

1. Request information for roaming service  (Originator – Home Service Provider (HSP))

2. Advertise roaming service      (Originator – Visited Service Provider (VSP))

3. Create roaming profile            (HSP)

4. Confirm roaming profile
(VSP)


5. Deny roaming request       (VSP)

6. Report additional information before granting confirmation (VSP)

7. Re-issue create for roaming profile (HSP)

8. Modify roaming profile     (HSP)

9. Deny modification request (VSP)

10. Confirm modification request (VSP)

11. Request additional information before modification (VSP)

12. Terminate roaming service

13. Confirm termination

Roaming agreements are negotiated between the home service provider and the visited service provider. The home service provider always initiates the roaming agreement scenario by requesting for information to a specific visited service provider, within a specific timeframe. Typically the home service provider, may choose to initiate enquiries with the request for information service with more than one visited service provider in the same region.

The visited service provider responds with the capabilities for roaming with service and quality parameters that it can provide. The home service provider then responds by creating the roaming agreement. This contribution’s premise is that roaming agreements are negotiated unilaterally. The Home Service Provider only plays the role of obtaining roaming service from the visited service provider. If the Home service provider also wishes to provide roaming services to the other service provider’s home subscribers, that roaming agreement can be negotiated separately using the management functions outlined in this recommendation.  

Request Roaming Service Information

This management function is initiated by the home service provider  for requesting information from the visited service provider. .It is an iterative process, since the visited service provider may not provide exactly what was requested by the home service provider. The home service provider has the option of accepting the services and quality of service parameters mentioned in the reply or issue alternative requests.

Information Flows

Service Provider Request and  Service Provider Response
Home Service Provider 
Notes

Mobile Country Code
m
The identification of the requesting home service provider’s country code   

Mobile Network Code
m
The identification of the requesting  home service provider’s network code.

Location
m
This is the metropolitan service area of the home service provider

IMT2000 family member network protocol
m
The family member protocol used by the home service provider. The reason this is being specified is if the VSP and the HSP share the same network protocol , then the NNI gateway can be bypassed. This could result in cost savings for roaming charges. 

Radio Technology
m
The radio technology being used (CDMA etc.)

Frequency spectrum
m
Frequency spectrum Band i.e. 800 Mhz Band,1900 Mhz Band.

Class of services (Voice,Data,

Video) 
m
This is a list of service codes requested by the home service provider along with data rates 

[Editor’s Note: this could be three separate lists]

Class 1 QOS parameters 

Class 2 QOS parameters 

Class 3 QOS parameters 
o
[List of QOS parameters]- [need input from Q.1711]

x% call completion rates

[List of QOS parameters]

a.Call completion rates in major urban areas

b. Mean Bandwidth requested ( 14.4 kbps, 64 kbps , 384 kbps etc.)

[List of QOS parameters]

Call completion rates in major urban areas.

Mean bandwidth requested (384 kbps, etc.)

Requested Billing cycle reconciliation period
m
This is the time period in which the billing cycle reconciliation takes place.

Billing format used
o
This is the billing format  used e.g

[1 : international billing format]

[2:  Regional billing format1]

[3:  Regional billing format 2]

Preferred billing cycle date
o
This is an optional list of preferred billing cycle dates [ e.g. 15 means 15th of every month]

Roaming service initiation date
m
The date in the format mm/dd/yyyy  when roaming service begins.

Roaming service termination date
m
The date in the format mm/dd/yyyy when roaming service ends

Contact Person & Phone
m
The name of the contact person and phone number.

Response Date
m
The response date by which the inform gets sent.

Finalisation Date
m
This is the date by which the  roaming agreement  needs to be completed with the visited service provider.

Offer Number
O
The number of the special offer

Inform roaming service

This management function is used by the visited  service provider to provide information to the home service provider about the capabilities of the visited service provider and fee structures.This management function sends the information about the capabilities of the visited service provider  only to the home service provider which invoked the Request for Roaming  Service. The visited service provider may or may not provide identical values as requested in the home service provider’s request for information. In addition, the visited service provider may provide additional information in the form of additional service codes and additional levels of Quality of Service.

Information Flows

Service Provider Request and  Service Provider Response
Visited Service Provider 
Notes

Mobile Country Code
m
The identification of the requesting home service provider’s country code   

Mobile Network Code
m
The identification of the requesting  home service provider’s network code.

Location
m
This is the metropolitan service area of the home service provider

IMT2000 family member network protocol
m
The family member protocol used by the home service provider. The reason this is being specified is if the VSP and the HSP share the same network protocol , then the NNI gateway can be bypassed. This could result in cost savings for roaming charges. 

Radio Technology
m
The radio technology being used e.g CDMA etc.

Frequency spectrum
m
Frequency spectrum Band e.g. 800 Mhz Band,1900 Mhz Band.

Class of services (Voice,Data,

Video) 
m
This is a list of service codes requested by the home service provider along with data rates 

[Editor’s Note: this could be three separate lists]

Class1 Services Fees
m
Class 1 surcharges

a. Flat fee

b. Additional amount per minute.

c. Bulk threshold (user-hours)

d. Bulk discount rate  



Class2 Services Fees
m
Class 2 surcharges

e. Flat fee

f. Additional amount per minute.

g. Bulk threshold (user-hours)

h. Bulk discount rate  



Class3 Services Fees
m
Class 3 surcharges

i. Flat fee

j. Additional amount per minute.

k. Bulk threshold (user-hours)

l. Bulk discount rate  



Class 1 QOS parameters 

Class 2 QOS parameters 

Class 3 QOS parameters 
m
[List of QOS parameters]

x% call completion rates

[List of QOS parameters]

a.Call completion rates in major urban areas

b. Mean Bandwidth requested ( 14.4 kbps, 64 kbps , 384 kbps etc.)

[List of QOS parameters]

Call completion rates in major urban areas.

Mean bandwidth requested (384 kbps, etc.)

Billing cycle reconciliation period
m
This is the time period in which the billing cycle reconciliation takes place.

Billing format used
m
This is the billing format  used e.g.

[1 : international billing format]

[2:  Regional billing format1]

[3:  Regional billing format 2]

Billing cycle date
m
This is an optional list of preferred billing cycle dates [ e.g. 15 means 15th of every month]

Contact Person & Phone
m
The name of the contact person and phone number.

Roaming service initiation date
m
The date in the format mm/dd/yyyy  when roaming service begins.

Roaming service termination date
m
The date in the format mm/dd/yyyy when roaming service ends.

Create Roaming agreement

This is issued by the home service provider after obtaining the information about the capabilities from the visited service provider. The create request is an indication that the home service provider  desires to have a roaming agreement in place. 

Confirm Roaming agreement

This management function is used by the visited service provider to indicate to the home service provider that the visited service provider agrees to make a roaming agreemnt with the home service provider.The confirmation should carry identical values as proposed by the home service provider.  

Deny Roaming agreement request

This is initiated by the Visited service provider to the home service provider. The roaming request refusal is in response to a previous roaming request  issued by the home service provider. Key parameters of this denial  include the following

Information Flows

Service Provider Request and  Service Provider Response
Home

Service Provider
Visited Service Provider 
Notes

Mobile Country Code
m
m
The identification of the service provider’s country code   

Mobile Network Code
m
m
The identification of the  service provider’s network code.

Location
m
m
This is the metropolitan service area of the service provider

IMT2000 family member network protocol
m
m
The family member protocol used by the service provider. The reason this is being specified is if the VSP and the HSP share the same network protocol , then the NNI gateway can be bypassed. This could result in cost savings for roaming charges. 

Radio Technology
m
m
The radio technology being used (CDMA etc.)

Frequency spectrum
m
m
Frequency spectrum Band e.g. 800 Mhz Band,1900 Mhz Band.

Class of services (Voice,Data,

Video) 
m
m
This is a list of service codes requested by the home service provider along with data rates 

[Editor’s Note: this could be three separate lists] {may need to consider defaults }

Class 1 QOS parameters 

Class 2 QOS parameters 

Class 3 QOS parameters 
o


m
{May need to consider defaults here}[List of QOS parameters need to consider Q.1711]

x% call completion rates

[List of QOS parameters]

a.Call completion rates in major urban areas

b. Mean Bandwidth requested ( 14.4 kbps, 64 kbps , 384 kbps etc.)

[List of QOS parameters]

Call completion rates in major urban areas.

Mean bandwidth requested (384 kbps, etc.)

Class 1 Tariffs

m
Class 1 surcharges

a. Flat fee

b. Additional amount per minute.

c. Bulk threshold (user-hours)

d. Bulk discount rate  



Class 2 Tariffs

m
Class 2 surcharges

e. Flat fee

f. Additional amount per minute.

g. Bulk threshold (user-hours)

h. Bulk discount rate  



Class3  Tariffs

m
Class 3 surcharges

i. Flat fee

j. Additional amount per minute.

k. Bulk threshold (user-hours)

l. Bulk discount rate  



Billing cycle reconciliation period
o
m
This is the time period in which the billing cycle reconciliation takes place.

Billing format used
o
m
This is the billing format  used e.g

[1 : international billing format]

[2:  Regional billing format1]

[3:  Regional billing format 2]

Billing cycle date
o
m
This is an  list of preferred billing cycle dates [ e.g. 15 means 15th of every month]

Roaming service initiation date
m
m
The date in the format mm/dd/yyyy  when roaming service begins.

Roaming service termination date
m
m
The date in the format mm/dd/yyyy when roaming service ends

Contract number
-
M
The contract number of the roaming agreement.

Reason Code

m
The reason for the home service provider’s request for roaming service to be denied

R0: Other

R1:  Class 1 service codes not supported.

R2:  Class 2 service codes not supported.

R3:  Class 3 service codes not supported

R4:   Class1 QOS not supported

R5:   Class2 QOS not supported

R6:   Class3 QOS not supported.

R7:  Unacceptable billing reconciliation period

R8 : Unacceptable billing cycle date

R9 : Unacceptable roaming contract period

Modify Roaming Agreement

This management function is initiated by the home service provider. This management function is used after a roaming profile has been created and certain characteristics of the roaming agreements have to be modified. Additional services may be added to existing roaming agreements.( If necessary, this request could be used by the Visited service provider as well, to modify a roaming agreement)

Confirm modification request

This management function is used by  the visited service provider to confirm the modification of  existing roaming service. The confirm  response merely specifies the modified parameters that were changed according to the home service provider’s request. 

Deny roaming modification request

This management function is used by the Visited Service Provider (VSP) to deny the roaming modification request issued by the Home Service Provider (HSP). If the modification request is denied, the original agreement will still be valid. The Home service provider can optionally choose to terminate the roaming agreement , if the modification request is denied

Information Flows

Service Provider Request and  Service Provider Response
Home

Service Provider 
Visited Service Provider
Notes

Mobile Country Code
m
m
The identification of the originating service provider’s country code   

Mobile Network Code
m
m
The identification of the originating service provider’s network code.

Coverage Region
m
m
This is the metropolitan service area of the home service provider country.

IMT2000 family member network protocol
o
C2
The family member protocol used by the home service provider. The reason this is being specified is if the VSP and the HSP share the same network protocol, then the NNI gateway can be bypassed. This could result in cost savings for roaming charges. (This parameter  is still under evaluation ).

IMT2000 family member

Radio technology
o
C2
CDMA2000, WCDMA etc.

Frequency Spectrum
o
C2
Frequency spectrum Band e.g. 800 Mhz Band,1900 Mhz Band

Class of services (Voice,Data,

Video) 
O
C3
This is a list of service codes modified by the home service provider along with data rates 

[Editor’s Note: this could be three separate lists]

QOS for classes
o
C3
This is a list of QOS parameters modified or added

to the QOS parameters specified in the.current roaming agreement. Possible list of QOS for classes

1. xx% Class1(VOICE) call completion rates

2. y Mean bandwidth available for Class 2 (DATA) services

3. yy% Data session completion rates

4. z Mean bandwidth available for Class 3

(VIDEO) services.

5.   zz% Video session completion rates.

Billing cycle reconciliation period
o
C3
This is the time period in which the billing cycle reconciliation takes place.

Billing format used
o
C3
This is the billing format  used 

[1 : international billing format]

[2:  Regional billing format 1]

[3:  Regional billing format 2]

Preferred billing cycle date
o
C3
This is an optional list of preferred billing cycle dates [ e.g. 15 means 15th of every month]

Roaming service initiation date
o
C3
The date in the format mm/dd/yyyy  when roaming service begins.

Roaming service termination date
o
C3
The date in the format mm/dd/yyyy when roaming service ends

Reason Code 


. The reason for the home service provider’s request for roaming service to be denied

R0: Other

R1:  Class 1 service codes not supported.

R2:  Class 2 service codes not supported.

R3:  Class 3 service codes not supported

R4:   Class1 QOS not supported

R5:   Class2 QOS not supported

R6:   Class3 QOS not supported.

R7:  Unacceptable billing reconciliation period

R8 : Unacceptable billing cycle date

R9 : Unacceptable roaming contract period

C1: The error codes carried in the deny request.

C2: If present in the request, the response must include it .The response may or may not have the same value for the parameter.

C3: If present in the request, the response must include it and must have the same values for the parameter specified as in the request.

Terminate roaming service 

This is done by either the home service provider or the visited service provider to terminate existing roaming service. When  initiated by either the VSP or the HSP, it is also indicated to the recipient whether the reason is normal or abnormal termination of the agreement.

Confirm Roaming Termination Request

This management function is to confirm the termination of the roaming agreement.

Information Flows

Service Provider Request and  Service Provider Response
Home Service Provider/

Visited Service Provider 
Visited Service Provider/

Home Service Provider
Notes

Mobile Country Code
m
m
The identification of the home or visited service provider’s country code   

Mobile Network Code
m
m
The identification of the home or visited service provider’s network code.

Location
m
m
This is the metropolitan service area of the home or visited service provider

Reason Code
m
C1
R1: Normal termination contract expiry

R2: Unacceptable level of QOS violations 

R3: Existing Service support denial

R4: Billing payment reconciliation violations

R5: Billing  cycle date or period  not supported



Early Termination Penalty

o
This is the early termination penalty specified to the entity that proposed the breach of contract.

Announce roaming service

 This management function is used for advertisement or announcement of services. This management function may also be used by the visited service provider for changing conditions that may occur after the agreement has been reached with the home service provider. This is used for special announcements and alerting the Home service provider about , availability of new services etc.

 Information Flows

Service Provider Request and  Service Provider Response
Visited

Service Provider 
Notes

Mobile Country Code
m
The identification of the visited service provider’s country code   

Mobile Network Code
m
The identification of the visited service provider’s network code.

Location
m
This is the metropolitan service area of the visited service provider

Class of services (Voice,Data,

Video) 
o
This is a list of service codes requested by the home service provider along with data rates 

[Editor’s Note: this could be three separate lists]

Contact Person & Phone
m
The name of the contact person and phone number.

QOS for classes
o
This is a list of QOS parameters modified or added to the QOS parameters specified in the original request. Possible list of QOS for classes

1. xx% Class1 (voice) call completion rates

2. y Mean bandwidth available for Class 2 (DATA) services

3. yy% Data session completion rates

4. z Mean bandwidth available for Class 3

(VIDEO) services.

5.   zz% Video session completion rates.

Cancel Create Roaming  Agreement

The Cancel create roaming request is used by the home service provider to cancel the create or request for roaming service entirely. This management function is used before the confirm response  from the visited service provider or the home service provider was unable to negotiate a satisfactory roaming agreement with the visited service provider , with the informs and announces.

Information Flow

Service Provider Request and  Service Provider Response
Home

Service Provider 
Notes

Mobile Country Code
m
The identification of the service provider’s country code   

Mobile Network Code
m
The identification of the service provider’s network code.

Location
m
This is the metropolitan service area of the visited service provider

Reason Code
o
The reason for cancellation of the create roaming agreement.

R0: Other

R1: Unavailability of services

R2: Unacceptable QOS levels

R3: Undesirable tariff plans.

APPENDIX I

IMT-2000 X Interface Service Provisioning Scenarios

(Informative only)

The intent of this appendix is to describe scenarios that indicate the desirability of transferring service provisioning data over the “X” interface.

[Editor’s Note - It is planned to later provide additional detail which will result in functions and associated parameters necessary to achieve selected scenarios.]

Consider first wireless service providers who are undergoing global expansion by means of merging with various wireless regional service providers.  These regions are not necessarily contiguous and for business reasons, such as name recognition by customers, the regional providers are regarded as separate IMT-2000 family members.

Cost reduction measures are made available by means of transferring service provisioning data over the management channel between IMT-2000 family members of this global service provider.  For example, customer service centers can be consolidated to handle more than one service region.  Other possibilities arise by virtue of having service provisioning data now accessible via a management channel.  Troubleshooting and fault isolation, by the global service provider, are enhanced because of service control over its family member interconnections.  That is, the control and temporary alteration of service parameters afford greater testing flexibility.  

Revenue improvements represent another advantage of transferring service provisioning data over the management channel between IMT-2000 family members of this global service provider.  For example, retention of a customer becomes better if it is possible to have service provisioning data follow a customer’s relocation to a new or temporary home in another part of the world.  A customer, who has two homes in different parts of the world and regularly resides in them, can also have a transfer of service to the region of the current domicile and reduce service cost.

Although not precisely service provisioning in its usual connotation, a type of provisioning will be needed to affect a common Grade of Service (GoS) across IMT-2000 family members.  Wireless service providers already negotiate Service Level Agreements (SLAs) that commit to GoSs for large customers.  Some examples are corporations with mobile field repair crews, sales forces, package delivery vehicles, etc.  These SLAs contractually oblige a service provider to meet designated Quality of Service (QoS) thresholds, such as maximum blocking and dropped call rates, within prescribed regions of operation.  A potentially valuable revenue source is to allow for the inclusion international regions among IMT-2000 family members.  One way to facilitate globalization of GoSs is via Virtual Private Networks (VPNs).  A VPN would be established between a “home” service provider, who directly contracts with a customer, and “visited” service providers within the requested regions.  The obvious vehicle for provisioning a VPN, between service providers, is the inter-member management channel.  

Even without a VPN, the extension of GoSs beyond a single service provider can be facilitated by means of transferring service provisioning information between IMT-2000 members.  This is because there will need to be agreements between a home and a visited IMT-2000 members that are stored within a visited member’s system.  These agreements constitute service provisioning data that can be transferred over the inter-member management channel.  

International police forces and other government agencies are also potential VPN customers.  It is not difficult to imagine a diplomatic corps having special GoS requirements.

A byproduct of a standard for transferring service provisioning data over the management channel between IMT-2000 family members is the enhancement of the migration to global uniformity of service definitions.  Since IMT-2000 has a focus on the relationship between family members and not the internals of a family member, the interpretation of a service and its resultant operation may vary in detail from one service provider to another.  One expects that if the communication of service provisioning data between service providers is standardized, the designs of a member’s new internal equipment will have a proclivity to conform this standard.  The force for this tendency is to reduce the complexity of the internal/external interface.  This alignment of provisioning functionality and parameters will also mitigate distinctions between service interpretations.

Because the signaling channel is a valuable resource, a general rule is to substitute the management channel whenever practical circumstances permit.  Some of the criteria to be considered for this substitution are:



1.  Is real time response unnecessary?



2.  Does the information apply to more than one call?

3.  Are extensive signaling resources needed because of such factors as long distances, many intervening family members in the communication route, etc.?

APPENDIX II

Service Provisioning Resource Information

(Informative only)

[Editor’s Note - The intent of this appendix is to be a temporary resource of information that is potentially useful in preparing this recommendation.  This appendix will be removed when the either it has been determined that its contents is no longer useful or the recommendation has been completed .]

A.1.  INTRODUCTION

It is intended here to originate work on the functional requirements for IMT-2000 service provisioning.  All of IMT-2000 service provisioning is not described here and it is anticipated that future contributions will be made on this IMT-2000 management aspect.  The intent here is to stimulate future contributions on IMT-2000 service provisioning functional requirements.  It is also envisaged that the service provisioning functional requirements will represent a portion of a draft new recommendation describing the IMT-2000 management functional requirements.  Further work on service provisioning is identified in the conclusions section of this contribution.

The preparation of a functional requirements document, to address IMT-2000 management high level functionality, was suggested by TR-45.7 to the Rapporteur of ITU-T Q.8/11.  The intent of such a document is to provide the requirements essential for establishing the IMT-2000 management implementation specifications.

Function sets, described in the document “Series M: TMN and Network Maintenance: International Transmission Systems, Telephone Circuits, Telegraphy, Facsimile and Leased Circuits, M.3400, ITU-T”, have important relationships to the functional requirements document.  However, these relationships are only partially identified in this contribution.  Future revisions will expand on the aspect of service provisioning function sets.

This contribution has two major divisions.  The initial division interrelates the IMT-2000 family concept with management interfaces.  The second division builds on service provisioning requirements to establish initial views of IMT-2000 service provisioning functionality.  Functionality treats the functions and parameters that will be used to determine the implementation details contained in a management standard.

A.2.  IMT-2000 SERVICE PROVISIONING FUNCTIONALITY

Although the focus is to establish service provisioning functionality for inter-system scenarios (“X” interface), the approach taken here is to first examine intra-system service provisioning (“Q3” interface).  The results for intra-system service provisioning will afterwards be used in establishing the intra-system service provisioning functionality.  The reason this can be done is that the task of service provisioning encompasses the transfer of information (data) to network elements in order to configure a network for availing customer services.  Hence, a substantial portion of the intra-system service configuration data (Q3) is semantically the same as the inter-system service configuration data 

(X).  The semantically common data is that which provides the information about a network that is essential to achieve the services, play a role in billing, provide security parameters, establish quality of service thresholds, etc.  The intra-system service configuration data that is not forwarded over the “X” interface is that which is particular to the types of network resources and can be inferred from the inter-system service configuration data.

Figure 3 illustrates the sets of data that are described above in terms of their semantics.  That is, the sets Q3A and Q3B represent the service provisioning data pertaining to OS “A” and OS “B”, respectively.  However, each set member is viewed in terms of its semantic content.  The intersected data of Q3A and Q3B have semantic interpretation that is common to both families.  Thus, these members are shared via the “X” interface.  If “A” represents the manager role OS, then OS “B” will transform the data received over “X” into appropriate Q3B data that preserves semantics. The Q3B portion that is not in the intersection must be inferred from the information provided by the manager OS “A”.  The data labeled “X ADMINISTRATIVE” represents that information which is needed to allow for communication over the “X” interface; e.g., the negotiation to exchange provisioning data.  The “X ADMINISTRATIVE” data will be broached in a future contribution.
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Figure 3.  Service Provisioning Data Sets

This contribution presents the intra-system perspective and only cites applicability to inter-system service provisioning in an indefinite assessment.  That is, one of the following three assessments will be ascribed when service provisioning parameters are presented:


1.  Likely applicable to the “X” interface (Likely),


2.  Possibly applicable to the “X” interface (Possibly),


3.  Unlikely applicable to the “X” interface (Unlikely).

The indefinite assessments will become definite as scenarios are later introduced in later contributions.  The scenarios will also imply functions that are needed to effect inter-system service provisioning.

A.2.1.  Service Provisioning Requirements 

Because the task of service provisioning encompasses the transfer of information (data), service provisioning requirements entail descriptions of the information to be transferred.  A list of key informational requirements for “getting customers onto the network” includes:

1. Customer data to uniquely identify an end customer, 

2. Customer correlated data that identifies the customer’s authorized mobile terminal(s), 

3. Customer data to establish the means to communicate with the customer for the purposes of billing, announcement notifications, etc.,

4. Data to correlate a customer to contracted services for each customer terminal(i.e., services may vary from one terminal to another, even if the terminals are of the same type),

5. Provider Modifiable Data that provisions the customer contracted services for each customer mobile terminal, that must be arranged through a service center,

6. Customer Modifiable Data effecting multiple calls (not per call data) that permit customer/system modification of defined alterable provisioning coefficients of the customer contracted services for each customer terminal, 

7. Data to override/modify selected services in the event of emergencies and other lawful reasons (this applies only to non-restricted customers), 

8. Data to correlate a customer’s service to the contracted quality(ies) of service,

9. Data to describe the geographical applicability of each a customer’s service to the contracted service region(s),

10. Data to indicate a customer’s service fee(s) for each contracted service, 

11. Data to permit secure communication commensurate with the contracted service, 

12. A service classification that contains universally standardized service types and defines the provisioning parameters for each service type, 

13. A service classification that contains proprietary, regional, and future service types for which a mechanism is defined to centrally provision for these services without specific knowledge of the provisioning parameters.

A.2.2.  Service Provisioning Information Specifications 

Paraphrasing an earlier remark, the task of service provisioning is the activity of populating a database with parameter values that permit customers to use a set of services.  This database is formally identified as a “Customer Profile” or succinctly, when context permits, “database”.  It is convenient to divide this database into certain categories and sub-categories.  Such a division is shown in Figure 4.  This figure illustrates three major categories:

1. Customer Subscription,

2. Terminal Subscription,

3. Terminal Services.


                                                             Customer    Profile


                                                        Customer    Subscription


                      Provider Modifiable Data                        Customer Modifiable Data 


                                                        Terminal    Subscription


                      Provider Modifiable Data                       Customer Modifiable Data 


                                                             Terminal   Services


                                     Universal                                                        Other    


                       Provider Modifiable Data                         Provider Modifiable Data 


                       Customer Modifiable Data                        Customer Modifiable Data

Figure 4.  Customer Profile Provisioning Categories.

The Customer Subscription category represents data that is essential to having a customer use any available service.  This category identifies the customer, provides billing information, etc.  A customer may be associated with one or more mobile terminals; e.g., one per family automobile.  The Terminal Subscription category is used to identify the subscribed terminals for a customer. 

Because a customer may choose a particular subset of the variety of services for a particular terminal, an additional database exists (Terminal Services) which identifies the chosen services and their respective parameter values.  The Terminal Services data category is used to associate specific services information to a customer’s mobile terminal; e.g., the forwarding number for the “call forwarding” service.  The Terminal Services data category is further subdivided into:


1.  Universal Services,


2.  Other Services.

The main distinction between these two services subcategories is that Universal Services are internationally standardized services and have the same meaning everywhere; whereas Other Services may only be known in specific regions and/or by certain service providers.  Other Services can also be used to assist in the migration to those services that have been recently standardized.  That is, such services can be an “Other Service” during the time that some service providers have not yet implemented the newly standardized service.

Each category is further subdivided into:

1. Provider Modifiable Data - Data which only the provider can modify,

2. Customer Modifiable Data - Data which certain customers can modify provided prior permission was granted by the provider.

The intervention of a service center is needed to alter Provider Modifiable Data.  This precludes real time invocation of data changes; neither by machine nor customer.  Whereas, Customer Modifiable Data does not require service center intervention.  (It does not, however, exclude service center intervention.)  Depending on the data and customer, a service provider may permit some customers to modify certain Customer Modifiable Data.  Additionally, such modification may be machine initiated in situations such as emergencies, testing, etc.

A.2.2.1.  Customer subscription provisioning

The information specifications for service provisioning constitutes the identification of data needed to satisfy the informational requirements.  “Identification” is intended to mean “naming and defining” the data parameters.

The Provider Modifiable Data Customer Subscription category contains the following key parameters or key parameter sets:

· Customer pointer – A pointer ascribed to a customer’s profile to identify a Customer Subscription (Likely applicable to “X”),

· Customer DN – The Directory Number for a customer (an “Overriding Terminal DN” may exist for some terminals/services) (Unlikely applicable to “X”),

· IMT-2000 User ID – Potentially some combination of the following:

· IMSI – The International Mobile Subscriber Identity (Likely applicable to “X”), 

· TMSI – Temporary Mobile Subscriber Identity (when required) (Unlikely applicable to “X”),

· UPT – Universal Personal Telecommunications number (being studied) (Possibly applicable to “X”),

· MSISDN – Mobile Station Integrated Services Digital Network identifier for a customer, if ISDN is applicable (an “Overriding Terminal MSISDN” may exist for some terminals/services) (Likely applicable to “X”), 

· Billing Customer – The name of the customer responsible for payment of the mobile terminals’ use (an “Overriding Terminal Billing” may exist for some terminals/services) (Likely applicable to “X”), 

· Billing Communication – The means to communicate (e.g., an address) with the person identified in the “Billing Customer” (an “Overriding Terminal Billing Communication” exists for those terminals/services having an “Overriding Terminal Billing”) (Likely applicable to “X”),  

· HLR ID – The Home Location Register Identification(s) that contains salient mobile customer data (Likely applicable to “X”), 

· Home SID – Home System IDentification which locates in which system a customer’s information is located (Likely applicable to “X”).

· Primary Carrier – The primary inter-exchange carrier to be used for the terminal subscription (an “Overriding Terminal Primary Carrier” may exist for some terminals/services) (Likely applicable to “X”), 

· Terminal Pointers – A set of pointers to identify the terminals subscribed to by the “Billing Customer” (“None” is a valid entry) (Likely applicable to “X”), 

· Customer Usage Threshold – A threshold (e.g., current charges levied against the “Billing Customer”) beyond which all services are denied (“None” is a permitted value) (Likely applicable to “X”),

· Customer Fee – A general fee levied against the “Billing Customer” (“None” is a permitted value and additional terminal/service fees may also exist) (Possibly applicable to “X”), 

· Customer Care Hot Line – The means to and nature of handling a customer problem; e.g., the contact designated by a customer for a security breach (an “Overriding Terminal Care Hot Line” may exist for some terminals/services) (Unlikely applicable to “X”), 

· Customer Universal Services Pointers – Pointers to the “Universal Services” that are not applicable to a Terminal Subscription, but subscribed to by the “Billing Customer” (“None” is a valid entry) (Likely applicable to “X”),

· Customer Other Services Pointers – Pointers to “Other Services” that are not applicable to a Terminal Subscription, but subscribed to by the “Billing Customer” (“None” is a valid entry) (Likely applicable to “X”),

· Customer PIN – A customer’s Personal Identification Number to enable alteration of a customer’s profile to the extent permitted by the service provider (Likely applicable to “X”).

The Customer Modifiable Data Customer Subscription category contains the following key parameters or key parameter sets:

· Customer Modifiable Terminal Pointers – Pointers to terminals that permit certain customers to be able to add/modify/delete subscriptions to certain types of terminals (“None” is an acceptable value) (Likely applicable to “X”),

· Customer Modifiable Universal Services Pointers – Pointers to “Universal Services” that permit certain customers to be able to add/modify/delete subscriptions to certain types of “Customer Universal Services” (“None” is an acceptable value) (Likely applicable to “X”),

· Customer Modifiable Other Services Pointers – Pointers to “Other Services” that permit certain customers to be able to add/modify/delete subscriptions to certain types of “Customer Other Services” (“None” is an acceptable value) (Likely . applicable to “X”).

A.2.2.2.  Terminal subscription provisioning

A customer may be associated with one or more mobile terminals.  Common pointers are needed to correlate a customer to the subscribed terminals.  Similarly, information contained within a customer subscription may also exist in a terminal subscription for purposes of refinement and/or an override.

The Provider Modifiable Data Terminal Subscription category contains the following key parameters or key parameter sets:

· Customer Pointer – A pointer ascribed to a customer’s profile to identify the associated Customer Subscription (Likely applicable to “X”),

· Terminal pointer – A pointer ascribed to a customer’s profile to identify a Terminal Subscription (Likely applicable to “X”),

· Overriding Terminal DN – An optional Directory Number for a customer that overrides the one in a Customer Subscription (absence of an entry will result in the “Customer DN” value or an “Overriding Service DN” value) (Unlikely applicable to “X”),

· Overriding Terminal MSISDN – Mobile Station Integrated Services Digital Network identifier for a terminal, if ISDN is applicable (absence of an entry will result in the “MSISDN” value or an “Overriding Service MSISDN” value (Likely applicable to “X”),

· MIN – The Mobile Identification Number of the mobile terminal (when required) (Likely applicable to “X”), 

· International ESN – The International Electronic Serial Number of the mobile terminal (being studied) (Possibly applicable to “X”), 

· EMSI – Equipment Mobile Station Identity (Likely applicable to “X”),

· IMEI – The International Mobile Equipment Identity (when required) (Likely applicable to “X”), 

· Overriding Terminal Billing – The name of the customer responsible for payment of this mobile terminal’s use (absence of an entry will result in a “Billing Customer” value or an “Overriding Service Billing” value) (Likely applicable to “X”),

· Overriding Terminal Billing Communication – The means to communicate (e.g.  an address) with the customer identified in the “Overriding Terminal Billing” (absence of an entry will result in the “Billing Customer Communication” value or an “Overriding Service Billing Communication” value) (Likely applicable to “X”),

· Overriding HLR – The Home Location Register Identification(s) that contains salient mobile customer data (absence of an entry will result in a “HLR” value) (Likely applicable to “X”),.

· Overriding SID – Home System IDentification which locates in which system a customer’s information is located (absence of an entry will result in a “Home SID” value) (Likely applicable to “X”).

· Overriding Terminal Primary Carrier – The primary inter-exchange carrier to be used for the terminal subscription (absence of an entry will result in a “Primary Carrier” value or an “Overriding Service Primary Carrier” value) (Likely applicable to “X”),

· Authentication & Encryption – The mobile terminal’s information (e.g., keys) needed to invoke authentication and encryption (“None” is a permitted value, as well as “Overriding Authentication & Encryption” for some services) (Likely applicable to “X”), 

· Roaming Domains – The domains into which roaming is permitted for a terminal subscription (“All” is a permitted value, as well as “Overriding Roaming Domains” for some services) (Likely applicable to “X”), 

· Communication Regions – The geographical regions in which a terminal subscription is permitted to invoke services (“All” is a permitted value, as well as an “Overriding Service Regions” may exist for some services) (Likely applicable to “X”), 

· Terminal Fee – A fee levied against the “Billing Customer” for using the terminal (“None” is a permitted value and an additional “Service Fee” may exist for some services) (Possibly applicable to “X”), 

· Terminal Usage Threshold – A threshold (e.g., current charges levied against the “Billing Customer”) beyond which use of the terminal is denied (“None” is a permitted value) (Likely applicable to “X”),

· Universal Service Pointers – Pointers to the “Universal Services” that are applicable to the mobile terminal (Likely applicable to “X”), 

· Other Service Pointers – Pointers to “Other Services” that are applicable to the mobile terminal (Likely applicable to “X”),

· Static IP Address – The IP address of a server that is associated with a terminal having an Internet access service (Likely applicable to “X”),

· WAP Server Address – Wireless Application protocol Address of a server to invoke WAP based services such as internet access (Possibly applicable to “X”),

· Overriding Terminal Care Hot Line – The means to and nature of handling a mobile terminal problem; e.g., the contact designated by a customer for a security breach (absence of an entry will result in a “Customer Care Hot Line” value or an “Overriding Service Care Hot Line” value) (Unlikely applicable to “X”).

The Customer Modifiable Data Terminal Subscription category contains the following key parameters or parameter sets:

· Customer Modifiable Terminal Pointer – A pointer to a terminal that permits certain customers to be able to add/modify/delete a subscription to this terminal (Likely applicable to “X”), 

· Modifiable Terminal Fee – A fee levied against the “Billing Customer” or its overriding identification based on the terminal’s usage (an additional “Modifiable Service Fee” may exist for some services) (Possibly applicable to “X”), 

· Terminal PIN – A mobile terminal’s Personal Identification Number to restrict usage of the mobile terminal (this may be disabled for no restrictions) (Likely applicable to “X”),

· Customer Modifiable Terminal Region – The terminal’s alterable geographical regions that certain customers may alter for which a terminal is permitted to invoke services (“All” is a permitted value, as well as an “Overriding Customer Modifiable Service Region” may exist for some services) (Likely applicable to “X”),

A.2.2.3.  Terminal services provisioning

As existed for the terminal subscription provisioning, common pointers are needed to correlate Terminal services with a customer subscription and the subscribed terminals.  Similarly, information contained within a customer subscription and/or a terminal subscription may also exist in a terminal services category.

Some parameters are common to Universal Services and Other Services.  The key common Provider Modifiable Data Service Terminal parameters are:

· Customer pointer – A pointer ascribed to a customer’s profile to identify the associated Customer Subscription (Likely applicable to “X”),

· Terminal pointer – A pointer ascribed to a customer’s profile to identify the associated Terminal Subscription (Likely applicable to “X”),

· Overriding Service DN – An optional Directory Number for a customer that overrides those in a Customer Subscription and the Terminal Subscription (absence of an entry will result in the “Customer DN” value or an “Overriding Terminal DN” value) (Unlikely applicable to “X”),

· Overriding Service MSISDN – Mobile Station Integrated Services Digital Network identifier for a terminal, if ISDN is applicable, that overrides those in a Customer Subscription and the Terminal Subscription (absence of an entry will result in the “MSISDN” value or an “Overriding Terminal MSISDN” value (Likely applicable to “X”),

· Overriding Service Billing – The name of the customer responsible for payment of this mobile terminal’s use that overrides those in a Customer Subscription and the Terminal Subscription (absence of an entry will result in a “Billing Customer” value or an “Overriding Terminal Billing” value) (Likely applicable to “X”),

· Overriding Service Billing Communication – The means to communicate (e.g.  an address) with the customer identified in the “Overriding Service Billing” that overrides those in a Customer Subscription and the Terminal Subscription (absence of an entry will result in the “Billing Communication” value or an “Overriding Terminal Billing Communication” value (Likely applicable to “X”),

· Overriding Service Primary Carrier – The primary inter-exchange carrier to be used for this service that overrides those in the Customer Subscription and the Terminal Subscription (absence of an entry will result in a “Primary Carrier” value or an “Overriding Terminal Primary Carrier” value) (Likely applicable to “X”),

· Overriding Authentication & Encryption – The mobile terminal’s information (e.g., keys) needed to invoke authentication and encryption that overrides the value in the Terminal Subscription  (absence of an entry will default to the “Authentication & Encryption” value) (Likely applicable to “X”), 

· Overriding Roaming Domains – The domains into which roaming is permitted that overrides the value in the Terminal Subscription (absence of an entry will default to the “Roaming Domains” value) (Likely applicable to “X”),

· Overriding Service Regions – The geographical regions in which this service is permitted that overrides the value in the Terminal Subscription (absence of an entry will default to the “Communication Regions” value) (Likely applicable to “X”), 

· Service Usage Threshold – A threshold (e.g., current charges levied against the “Billing Customer”) beyond which this service is denied (“None” is a permitted value) (Likely applicable to “X”),

· Service Fee – An additional “Service Fee” for this customer/terminal/service (“None” is a permitted value) (Likely applicable to “X”),

· Overriding Service Care Hot Line – The means to and nature of handling a mobile terminal problem; e.g., the contact designated by a customer for a security breach that overrides those in a Customer Subscription and the Terminal Subscription (absence of an entry will result in a “Customer Care Hot Line” value or an “Overriding Terminal Care Hot Line” value) (Unlikely applicable to “X”),

· Quality of Service (QoS) Threshold(s) – The type of threshold(s) and value(s) for this customer/terminal/service (Likely applicable to “X”).

The key common Customer Modifiable Data Terminal Service parameters are:

· Service PIN – A service’s Personal Identification Number to restrict invocation of the service (this may be disabled for no restrictions) (Likely applicable to “X”),

· Overriding Customer Modifiable Service Region – The service’s permitted geographical regions that certain customers may alter (“All” is a permitted value and the absence of an entry will result in a “Customer Modifiable Terminal Region” value) (Likely applicable to “X”).

The individual parameters that distinctly appear in Universal Services and in Other Services will be addressed in a future contribution.

A.3.  ADDITIONAL WORK
A major remaining effort is to establish scenarios illustrating sequences of function invocations.  By developing such scenarios it will become possible to also achieve the following:

· Associate M.3400 functional sets with parameters, via the member functions,

· Determine new functional sets, if needed,

· Associate the new functional sets with parameters, via the member functions,

· Determine parameters which apply to the “X” interface, including administrative data.

The following additional work remains:

· Complete the parameter list for “universal” services,

· Complete the parameter list for “other” services,
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Abstract

This recommendation is one of the series of  M.3200 TMN Management Service recommendations that provide description of management services, goals and context for 

management aspects of  IMT2000 networks. This recommendation provides a profile for fraud management in a IMT2000 mobile network. This is done by existing and defining new function sets, functions and parameters  and adding additional semantics and restrictions. 
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1. Introduction

Recommendation M.3210.imtsec specifies  security management of  IMT2000. The emphasis is on the X interface between two service providers and the management services needed between the two service providers to detect and prevent fraud.

1.1 Scope

This recommendation describes a subset of Security Management services, identified in Recommendation M.3200 as a TMN managed area, for IMT2000 management. Its main focus is on  fraud detection and containment and recovery  between two service providers in an IMT2000 network. These management services may  be applicable for interactions between management systems of different service providers .The TMN management services in this recommendation are described using the GDMS template contained in the ITU-T Recommendation M.3020. The Security Administration and Prevention aspects of  Security Management may be addressed in future recommendations.

1.2 Abbreviations

GDMS

Guidelines for the Definition of TMN Management Services

IMT2000
International Mobile Telecommunications 2000

ITU

International Telecommunications Union

MS

Management Services

NML

Network Management Layer

SML

Service Management Layer

TMN

Telecommunications Management Network

1.3 References

The following Recommendations should be referred to in connection with this Recommendation:

- ITU-T Recommendation M.3010 (Principles for a Telecommunications Management Network(
- ITU-T Recommendation M.3020 “TMN Interface Specification Methodology”

- ITU-T Recommendation M.3200 “TMN Management Services”

· ITU-T Recommendation M.3400 “TMN Management Functions”

1.4 Related Recommendations

ITU-T Recommendation Q.1701 “Framework of  IMT2000 Networks”

ITU-T Recommendation Q.1711 “Network Functional Model for IMT2000 ”

ITU-T Recommendation Q.1721 “Information Flows for  IMT-2000”

1.5 Definitions

This Recommendation defines the following terms:

Visited Service Provider(VSP)
The service provider of the foreign or visited  network in providing global roaming.

Home Service Provider(HSP)
The service provider of the home network to which the wireless subscriber subscribes service.

Service Provider (SP)
A general reference to an entity who provides telecommunications services to Customers and other users either on a tariff or contract basis. A SP may or may not operate a network. 

Network Operator 
An organisation that operates a telecommunications network. A network operator may be a Service Provider and vice versa. A network operator may or may not provide particular telecommunications services

Subscriber Profile

A subscriber profile is the set of characteristics that describe a particular subscriber’s usage patterns. This may include limits on usage patterns like duration, cost etc.

Risk Profile

A Risk Profile is the set of potential violations that the subscriber has performed that may indicate potential fraud. This typically captures deviations from the subscribers’ normal patterns like calling countries, high usage limits (twice or thrice the number of normal wireless transactions etc.)

1.6 Conventions Used in this Document

Legend for the Tables

m
Mandatory 

m(=)
The recipient must provide the same value in the response as provided in the request by the requestor.

o

Optional, Optionality is subject to definition according to the agreement between the two service providers, i.e., a parameter listed as optional may be made mandatory.

o(=)
Return of the value by the responder is optional; however, if the responder elects to return the value, it must be the same value supplied by the requestor in the request. Responder is not allowed to alter this field. 

c

Conditional Parameter, Definition of the Condition will be specified in the notes column. A numeric suffix is used to enable reuse of the conditional statements.

c(=)
If the value is provided in the request by the requestor, the responder must provide the same value in the response.

Blank
A blank implies that the parameter is not applicable.

2. Security Management Service

2.1 Management Service Description

TMN relationships for IMT-2000 Security Management Service is depicted in Figure 1 below. With wireless subscribers roaming from one network operator to another, and with multiple service providers, Security Management Service becomes of paramount importance. The information exchanged over the X interface is between two TMN Operating System(OS)s. 

2.2 Management Goals 

The goal of this management service is to provide the Visited Service Provider and the Home Service Provider with the capability to exchange and act upon information about potential fraudulent activities in the  visited network. In most cases, the visited service provider obtains this information from the home service provider. In some cases, it is conceivable that the Home Service Provider gets the needed information about the subscriber from the Visited Service Provider, especially if the roaming subscriber continues to obtain service from the visited service provider for extended periods of time. The home service provider or the visited service provider can take preventive actions to control and prevent fraudulent activities, according to the security policies. The security management services described here are applicable, across different service providers operating different or similar wireless networks.  Verification of the authenticity of the Home Service Provider and the Visited Service Provider is beyond the scope of this management service. It is assumed that adequate methods have been deployed to address this verification of identity.

2.3 Management Context Description Roles

Visited Service Provider (VSP)

. A VSP  can initiate one or many detection requests. Some actions  that a VSP can perform are:  request subscriber profiles for usage and get notified about security events as a result of the detection activities. The VSP can also send risk profiles of visiting subscribers to the home network. 

Home Service Provider (HSP)

The Home Service Provider provides specific management  services to the Visited Service Provider. The Home Service Provider can also exchange information or report security events to the Visited Service Provider. In certain instances, the home service provider can also initiate fraud detection services and request  usage information on the roaming subscriber from the visited service provider.

Assumptions

1. The Home Service Provider agrees to colloborate with the Visited Service Provider and agrees to exchange certain subscriber usage patterns with the visited service provider, in the interest of detecting and controlling wireless fraud.

2. Security Management Functions implemented over the X interface are in addition to security mechanisms like authentication, encryption etc. that are done in the Network to Network (NNI) Interface. The management activities are focused on non-realtime and near-realtime activities like analysis of usage patterns, network authentication failures etc.

3. There is additional co-ordination involved with the signalling interface and the management interface which  is considered a Q3 interface in TMN. Therefore this co-ordination is beyond the scope of this recommendation. Such co-ordination may make use of relevant aspects of information obtained over the X interface 

4. Key management and user session login procedures are part of Security Administration.

2.4 Management Service Overview

Security Management  includes the following function set groups according to M.3400

· Prevention

· Detection

· Containment and recovery 

· Security Administration.

Among the function set groups  of M.3400, this recommendation only addresses aspects of Detection Function Set Groups and aspects ofContainment and Recovery Function Set Groups in order to detect and recover from wireless fraud. 
{Editor’s Note: Future contributions anticipated in the Containment and Recovery Function areas}. 

A key list of management requirements for “Security – Audits: Counts of Fraudulent Use” includes the following :

· Recording of security related events 

· Determination of security related events,

· Analysis of security related events

· Reporting
of security related events.

Security detection involves independent examination and review of system records and activities to

· Assist in the analysis  for detecting security violations

· Comply  with established security policy

Figure1 shows the  wireless subscriber  who roams to a new visited service provider.

The X interface addressed by this document  is between the visited service provider and the home service provider. As outlined in the figure, additional relationships may exist between the visited service provider and other service providers or clearing houses (e.g. billing servers). Such relationships are outside the scope of this recommendation and the focus is only on the X  interface between the home service provider and the visited service provider.

Figure 1: Service Provider Interfaces for IMT2000 Security Management Service

Several sources of detecting  security violations in  a wireless network exist. The processes in place in home service provider and the visited service provider use various factors such as billing usage and pattern analysis to produce security reports. The reports and events that are exchanged between the two service providers form the basis of the detection aspects of this recommendation.  Since security violations have such a wide variety of impacts on the network and services it provides and may be detected by a wide range of security safeguards,  figure 2  is not  exhaustive.


Figure 2  Audit Detection for Fraudulent Use

3. Counts of Fraudulent Use

Telecommunication Management Networks  need to provide the management means to detect and analyze security violations and include security aspects that evolve from the mobility of customers. Examples of  detecting fraudulent use may be the result of:

· Analysis of collected subscriber information  on a customer suspected of security violations such as simple MIN/ESN cloning

· Analysis of collected network information on the network to detect a suspected security violation 

· Customer usage pattern analysis indicating a significant variation from normal usage patterns

· Internal traffic and activity pattern analysis that results in the detection of a customer or user (external or internal) security violation .

Fraudulent use may or may not be a consequence of the following detected  failures: 

· Network failure to decrypt customer-encrypted messages

· Customer failure to produce correct responses to authentication challenges

· Mismatches in the customer-reported value of the “call-count” parameter

· Failure reports indicating difficulty in updating users Shared Secret Data (SSD)

4. Management Functions

This section provides the function sets for Security Management services. In addition it provides the management functions for requesting security related information, and analyzing the information collected.

Figure 3 depicts Security Management – Detection of Fraud .

 

Figure 3 :TMN Management Function Sets for Fraud Detection

5. Fraud Detection Management Service

The Fraud Detection Management Service is defined between a  Visited Service Provider (VSP) and a Home Service Provider (HSP) .  Management capability described by this  management service enables service providers to detect potential fraudulent activities  in the wireless network . Major kinds of security violations in the network include theft of service , which includes cloning of subscriber terminals. 

The functions outlined for detection of fraud play a very useful role in detecting fraud patterns in the wireless network. The responsibility of detecting fraud is placed both on the home service provider and the visited service provider. In order to detect fraud, usage patterns,  subscriber  profiles and risk profiles are exchanged, so that both providers can play an active role. Whenever deviations are detected by either provider, the security reports are generated. This helps both providers with non-real time analysis and early detection of  possible fraud patterns. Conclusively detecting fraud is not solely based on any single factor. It is in view of this fact that the exchange of information is vital to detect fraud.

Since the visited service provider does not initially have usage data pertaining to the new roamer, the home service provider  is requested for this information. In the scenarios listed below, it is also conceivable that the visited service provider only aids in detecting security violations and the ultimate decision of suspending service to a fraudulent subscriber may reside with the home service provider. Hence, the visited service provider also is encouraged to exchange security risk information and deviation data with the home service provider, after the roamer has spent some time using the services of the visited service provider. The ultimate goal of this exchange of information, is to quickly and effectively detect fraud as a fraudulent subscriber causes loss of revenue to both service providers. 

****EDITOR”S NOTE:

The actual actions taken as a result of fraud detection (e.g suspension of the subscriber service) is outside the scope of this section  and will be discussed as part of Containment and Recovery function set groups in future contributions. Also  security policies that result in activating these detecting functions, will be discussed as part of further study.

***** 

 The Detection Function set group is needed to detect an intrusion into the wireless network by unauthorized means (e.g., unauthorized users or any fraudulent activities). 

The Detection function set group includes:

· Customer profiling function set.

· Customer usage pattern analysis function set.

· Internal traffic and activity pattern analysis function set.  

5.1 Customer profiling function set

5.2.1 Summary

This set supports the exchange of subscriber   profiles for the purpose of identifying anomalies and irregularities, such as  theft of service (possible existence of a clone).  

Functions
Originator
Responder

1.Request subscriber profile function
 Visited Service Provider
Home Service Provider

2. Modify subscriber profile function
Visited Service Provider
     Home Service Provider         

3.Deny subscriber profile function
Home Service Provider
              ----





5.2.2 Request subscriber profile function 

This function is responsible for requesting the subscriber profile of the wireless subscriber. This request is initiated by the Visited Service Provider, to obtain the subscriber profile of the wireless subscriber from the Home Service Provider. 

5.2.2.1 Information Flow

Service Provider Request and  Service Provider Response
Visited Service Provider 
Home Service Provider
Notes

IMT2000 User Identification
m
M=
The unique identification of the wireless subscriber 

e.g. International Mobile Subscriber Identity(IMSI) International Mobile Subscriber Identity (IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
M
M=
The Electronic Serial Number of the subscriber terminal as specified in the wireless signalling standards

Usage Limits in minutes

o
The maximum number of minutes a wireless subscriber may be allowed to perform a wireless telecommunications transaction. If there are no limits, the Home Service Provider shall return a value of ZERO, in this field.

Credit Limits in local currency

o
 The maximum local currency amount in the Home service provider territory, that the wireless subscriber may be allowed to spend or wireless telecommunication transactions. If there are no limits, the Home Service Provider shall return a value of ZERO, in this field.

Credit rating of subscriber

o
The subscribers historical record of expenditures indicating whether they are a good or bad financial risk.

International Countries

o
The destination international country(ies) to which a subscriber normally originates a wireless telecommunication transaction. This is a list of countries.

5.2.3 Modify subscriber profile function

This function is responsible for modifying certain characteristics for the subscriber profile, as a result of a change request from the visited service provider. Some of  the following attributes are modifiable. The rationale for invocation of this function by the visited service provider are due to new conditions in the visited territory, due to change in rate plans, international currency fluctuations, which may put the roaming subscriber with very unreasonably low usage limits or credit limits.

5.2.3.1 Information Flow

Service Provider Request and  Service Provider Response
Visited Service Provider 
Home Service Provider
Notes

IMT2000 User Identification
m
M=
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m
M
The Electronic Serial Number of the subscriber terminal as specified in the signalling standards.

Usage Limits in minutes
o
o(=)
The maximum number of minutes a wireless subscriber may be allowed to perform a wireless telecommunications transaction. If there are no limits, the Home Service Provider shall return a value of ZERO, in this field.

Credit Limits in local currency
o
o(=)
 The maximum local currency amount in the Home service provider territory, that the wireless subscriber may be allowed to spend or wireless telecommunication transactions. If there are no limits, the Home Service Provider shall return a value of ZERO, in this field.

International Countries
o
o(=)
The destination international country(ies) to which a subscriber normally originates a wireless telecommunication transaction.

5.2.4 Deny subscriber profile function

The request for subscriber profile could be denied by the Home service Provider, with a reason code specifying  non-existent subscriber, duplicate subscriber in another visited network etc. 

5.2.4.1 Information Flow

  Service Provider Response
Home Service Provider 
Notes

IMT2000 User Identification
m
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Reason Code
m
Reason codes for denying usage profile

· r1 : Non-existent IMT2000 user identification

· r2 : Duplicate subscriber

· r3:  Unauthorised roaming subscriber

· r4: Modification request denied

5.3 Customer usage pattern analysis  function set

This set supports the reporting of usage data and subscriber profiles from other functions. It supports the reporting of service irregularities or anomalies such as billing and usage abnormalities and it provides access to such records.

The customer usage pattern analysis  function set consists of the following functions and the originator and recipient are as follows:

Function
Originator
Responder

1a.Request historical pattern function
Visited Service Provider
Home Service Provider

1b. Request Security Criteria function
Visited Service Provider 
Home Service Provider

2b. Modify Security criteria 
Home Service Provider
           -------------

2a. Request current pattern function
Home Service Provider
Visited Service Provider

3. Report security events function
Home Service Provider 

              OR

Visited Service Provider
          -------

4. Deny usage pattern
Home Service Provider

               OR

Visited Service Provider
         ---------        

5.3.1 Request historical pattern function

This function is responsible for obtaining the historical usage pattern of the wireless subscriber from the home service provider. The visited service provider makes this request for a new visitor or roaming subscriber detected in the visited network. 

5.3.1 Information Flow

Service Provider Request and  Service Provider Response
Visited Service Provider 
Home Service Provider
Notes

IMT2000 User Identification
m
M=
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m
M=
The Electronic Serial Number of the subscriber terminal as specified in the signalling standards.

Start of Period
m
M=
The start of the period of the measurement of usage information which is specified in the Day, Hour, Minute format.

End of Period
o
M=
The end of the period of the measurement of usage information which is specified in the Day, Hour, Minute format. If there is no end period specified, it will be defaulted to the last relevant date chosen by the home service provider.

Total Roaming charges

m
The total roaming charges expressed in the currency of the home service provider territory.

Total Peak hour minutes

m
The total peak hour minutes expended by the 

 wireless subscriber .

Total non-peak hour minutes

m
The total non-peak hour minutes expended by the wireless subscriber.

Average duration of a call

m
The average duration of a wireless call made by the

Subscriber.

5.3.2 Request  security criteria function

The request security criteria function is yet another function that can be invoked by the visited service provider. The home service provider by responding to this function need  to share only the thresholds for each subscriber and specify the actions to the visited service provider when those threshold limits are exceeded.  The two actions specified by this function are a) Report and b) Report and place subscriber on active alert.

{Editor’s Note: Possible candidate for IMT2000 roaming agreements }

Report is the action that instructs the visited service provider to report the threshold violation over the specified period, to the home service provider. Report and place subscriber on active threshold option informs the visited service provider that in addition to reporting, the subscriber’s activities need to be reported near real time ( with a previously agreed upon time interval) to the home service provider. This may include transfer of billing records on a near real time basis and in addition generating near real time security risk profiles for the subscriber.

5.3.8.1 Information Flow

Service Provider Request and  Service Provider Response
Visited Service Provider 
Home Service Provider
Notes

IMT2000 User Identification
m
M=
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
c
C=
The Electronic Serial Number of the subscriber terminal as specified in the wireless signalling standards



Measurement Period


The period in days for which the aggregate and average measurements are made.

Total Roaming charges


The total roaming charges expressed in the currency of the home service provider territory.

 1.[Charges > x , {Report}] 

2. [Charges >y, {Report & put susbcriber on active alert.}]

Total Peak hour minutes


The total peak hour minutes expended by the 

 Wireless subscriber .

1. [Minutes > x, {Report}]

2. [Minutes > y, {Report & put subscriber on active alert  }

Total non-peak hour minutes


The total non-peak hour minutes expended by the wireless subscriber.

1. [Minutes > x, {Report}]

2. [Minutes > y,  {Report & put subscriber on active alert} 

Average duration of a call


The average duration of a wireless call made by the

Subscriber.

1. [Minutes >x, {Report }]

2. [Minutes > y, {Report &put subscriber on active alert} ]

Suspect country


1.[List of countries or regions, {Report}]

2.[List of countries or regions, {Report & put subscriber on active alert}]



Bad correlation of time


1. [Occurences > x, Report]

2. [Occurences > y, Report & put subscriber on active alert]

Bad correlation of location


1.[Occurences > x, Report]

2.[Occurences > y, Report & put subscriber on active alert]



5.3.3 Modify security criteria

This management function is initiated by the home service provider to the visited service provider to update certain criterias or new actions for existing criteria.The information flow is shown below. Although the attributes shown are very similar to the ones listed in the response of the request security criteria function, the IMT2000 identification numbers could be a list, so that the security criteria can be updated for more than one subscriber at one time.

5.3.8.1 Information Flow

Service Provider Request and  Service Provider Response
Home Service Provider
Notes

IMT2000 User Identification List
M=
List of unique identification of the wireless subscriber e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
C=
The Electronic Serial Number of the  subscriber terminal as defined in the wireless signalling standards.

Measurement Period
m
The period in days for which the aggregate and average measurements are made.

Total Roaming charges
m
The total roaming charges expressed in the currency of the home service provider territory.

 1.[Charges > x , {Report}] 

2. [Charges >y, {Report & put subscriber on active alert.}]

Total Peak hour minutes
m
The total peak hour minutes expended by the 

 Wireless subscriber .

3. [Minutes > x, {Report}]

4. [Minutes > y, {Report & put subscriber on active alert  }

Total non-peak hour minutes
m
The total non-peak hour minutes expended by the wireless subscriber.

3. [Minutes > x, {Report}]

4. [Minutes > y,  {Report & put subscriber on active alert} 

Average duration of a call
m
The average duration of a wireless call made by the

Subscriber.

1. [Minutes > x, {Report}]

2. Minutes >y, {Report &put subscriber on active alert }

Suspect country

1.[List of countries or regions, {Report}]

2.[List of countries or regions, {Report & place subscriber on active alert]

Bad correlation of time

1.[Occurences > x, Report]

2.[Occurences > y, Report & put subscriber on active alert]

Bad correlation of location

1.[Occurences > x, Report]

2.[Occurences > y, Report & put subscriber on active alert]

5.3.4 Suspend Service

This is the management function initiated by the home service provider . This is for the information of the visited service provider.The actual suspension of the service is done in the home subscriber system (e.g Home Location Register (HLR of the subscriber). The reason the visited service provider is informed is to assist the visited service provider to detect any duplicate subscribers in their own network. 

5.3.8.1 Information Flow

Service Provider Request and  Service Provider Response
Home

Service Provider 
Notes

IMT2000 User Identification List
m
List of unique identification of the wireless subscriber e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m
The Electronic Serial Number of the subscriber terminal as defined in the wireless signalling standards.

Suspend service reason
c
Reason Code :

1. Suspect country called

2. Bad correlations of locations

3. Bad correlations of timnes.

4. Numerous suspicious fraud patterns

5.3.5 Resume Service

This is the management function initiated by the home service provider. This management function is only for the information of the visited service provider, so that the OS of the visted provider can resume the fraud management activities of the subscriber, by requesting profles  etc. from the home service provider. The actual activation of the service is done in the home subscriber system (e.g. Home Location Register (HLR of the subscriber). The visited service provider can now start active fraud management duties on the records of the subscriber. This scenario typically happens , when there is suspicious activity being investigated with the cooperation of the legitimate subscriber and there is resolution or elimination of the fraudulent pattern.

5.3.8.1 Information Flow

Service Provider Request and  Service Provider Response
Home Service Provider
Notes

IMT2000 User Identification List
M=
List of unique identification of the wireless subscriber e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m=
The Electronic Serial Number of the subscriber terminal as defined in the wireless signalling standards.

Resume service code

Reason code :

1. Incorrect suspension

2. Problem resolved 

5.3.6 Request current pattern  function

This function is initiated  by the home service provider to enquire about the recent usage pattern of the wireless subscriber in the visited network. This is initiated by the home service provider after the roaming subscriber has spent some time in the visited network. This is done as a proactive action by the home service provider to detect fraudulent activities. 

5.3.8.1 Information Flow

Service Provider Request and  Service Provider Response
Home Service Provider 
Visited Service Provider
Notes

IMT2000 User Identification
m
M=
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m
m=
The Electronic Serial Number of the subscriber terminal as defined in the wireless signaling standards. 

Start of Period
m
M=
The start of the period of the measurement of usage information which is specified in the Day, Hour, Minute format.

End of Period
o
M=
The end of the period of the measurement of usage information which is specified in the Day, Hour, Minute format. If there is no end period specified, it will be defaulted to the last relevant date chosen by the visited service provider.

Total Roaming charges

m
The total roaming charges expressed in the currency of the home service provider territory

Total Peak hour minutes

m
The total peak hour minutes expended by the 

 wireless subscriber .

Total non-peak hour minutes

m
The total non-peak hour minutes expended by the wireless subscriber.

Average duration of a call

o
The average duration of a wireless call made by the subscriber.

5.3.7 Deny  usage pattern function

The request for usage pattern could be denied by the Home service Provider or by the Visited Service Provider, with a reason code specifying  non-existent subscriber, duplicate subscriber in another visited network etc. This function is invoked by the home service provider, as a response to the visited service provider’s request for historical usage pattern. This function may also be invoked by the visited service provider, as a response to the home service provider’s request for current usage patterns of a subscriber. 

5.3.8.1 Information Flow

  
Home Service Provider/

Visited Service Provider 
Notes

IMT2000 User Identification
m
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Reason Code
m
Reason codes for denying usage profile

· r1 : Non-existent IMT2000 user identification

· r2 : Duplicate subscriber

· r3:  Unauthorised roaming subscriber

5.3.8 Report security events function

The report is sent either by the visited service provider (in most cases) or by the home service provider, who proactively had obtained the current usage patterns of the roaming subscriber from the visited service provider. If a discrepancy between normal usage and actual usage is detected, then a  security event is generated with  normal usage and actual usage data. For bad correlations, the counters are sent as a part of the security event.

5.3.8.1 Information  Flow

Service Provider Event
Visited Service Provider /

Home Service Provider
Notes

IMT2000 User Identification
m
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m
The Electronic Serial Number of the subscriber terminal as defined in the wireless signaling standards. 

Start of period

The start date  (yy/mm/dd) for the desired period.

End of period

The end date  (yy/mm/dd) for the desired period

Peak time calls in minutes


m
The total number of calls in minutes used by the subscriber  to complete telecommunications transactions during the Peak Hour



Non-peak Hour minutes
m
The total number of calls in minutes used by the subscriber  to complete telecommunications transactions during the Non-peak Hour

Suspect country 
o
The suspect country to/from which the subscriber initiates their wireless  telecommunications transactions from.

Average duration of the call
o
The average time the subscriber  expends completing a wireless telecommunications transaction.

Total  air time  


m
The total time to date the subscriber has expended completing  wireless telecommunications transactions.

Bad correlation of originating location 


o
This is a counter that is incremented, when there are two call events registered from a different location within an impractical short time interval for the same mobile terminal identity. The impractical short time  interval is defined depending on the location.

Bad correlation of time 


o
This is a counter that is incremented when there are two separate call events with overlapping  time intervals for the same subscriber identity.

Suspension of  Service Flag
m
 True or False. If set to true, then provide criteria code that exceeded the limit.

R1: Suspect country called

R2: Bad correlation of originating location

R3: Bad correlation of time.

{Editor’s Note: Add the subscriber profile parameters like credit limit & usage limits with description that they will be included in the report, if exceeded , Also possibly add start period and end period for both reports}

5.4 Internal traffic and activity pattern analysis function set 

Editor’s Note: Rename this function set to a new function set , as it does not quite correspond with M.3400’s intent ? This perhaps is a distinct function set, as this is dependent on the network’s signalling protocol information  and not on billing information.

The following function set reports the security risks as a result of analysis of the signalling protocol information .   This function set supports the reporting of anomalies or abnormalities that may indicate a breach of security or theft of customer services through employee action. It provides access to such data.

This function set contains the following function

Function
Originator
Responder

Report security risk profile function
Visited  Service Provider                      OR

Home Service Provider
            -----

5.4.1 Report  security risk profile function

This function creates the security risk profile for each subscriber  by analyzing the security violations in the wireless network. The following security related report is generated by the service provider for each subscriber. The security risk profile is generated as the result of analysis of signalling protocol information in the network. An abnormally high number of occurrences in one or more of these parameters may indicate possible theft of service and  additional security events or reports  may be generated for further action . This may result in activation of other  functions that are associated in containment of fraud.
5.4.1.1 Information Flow

Service Provider Request and  Service Provider Response
Visited Service Provider/ 

Home Service Provider
Notes

IMT2000 User Identification
M
The unique identification of the wireless subscriber 

e.g. (International Mobile Subscriber Identity(IMSI) or Universal Personal Telecommunications Number)  

Electronic Serial Number
m
The Electronic Serial Number of the subscriber terminal as defined in the wireless signalling standards. 

Start of Period

This is the start of the measurement period.

End of Period

This is the end of the measurement period.

Number of  MIN/ESN mismatches
c
The number of times there is a mismatch in the MIN or ESN between the mobile station and the base station. 

Note: This is only applicable for non-UIM users.

Number of  SSD updates failed alarms 


o
The number of failed attempts to update a mobile stations SSD (Shared Secret Data).

Number of  Random calculation  mismatches 
o
The number of mismatches  the random number reported  by the Mobile terminal

Number of  Call History Count (CHCNT) mismatch alarms 
o
The number of times there is a mismatch between the number of calls placed by the subscriber and those verified by the authentication function in the network

Number of  Authentication response  mismatch alarms


m
The number of times there is a failure to produce the correct response to an authentication challenge.

Number of  Unique challenge failed alarms
o
The number of times there is a failure to produce the correct response to a unique  challenge.

{Editor’s Note: The following scenario is for further clarification and may be included as part of an appendix }

A sample scenario of interactions between the Visited Service Provider and the Home Service Provider is shown below. This scenario is neither exhaustive nor accommodates all of the possible variations that may occur in an exchange of information between the two service providers. Its purpose is only for illustration and point out some possible ways the functions outlined above can play in an information exchange between the two service providers. 

              

































































































































































   

Note:  Time elapses for

subscriber in VSP (tick..tock)! 
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6. Future Work

The following items have been suggested for future work. Contributions are potentially invited on these topics.

1. Formation of UML use cases

2. Formation of additional scenario diagrams

3. Formation of an annex where the interaction with respect to Q.1711 functional entities is depicted.

4. All parameters in all tables need to be examined for optionality/mandatory possibilities.
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1.  INTRODUCTION

Scope

[Editor’s Note: More information will be added to this subsection.]

This recommendation addresses the service provisioning aspect of IMT-2000 configuration management.  It is one of a series of documents that describe IMT-2000 management.  This series treats the following five management areas:

1) Get customer onto Network (Configuration)

- Customer profile: Service data

2) Billing/Charging Support

- Common billing records across CNIs (since customer may roam)

3) Security

- Audits: Counts of fraudulent use

4) Performance Management

- Quality of service

- Network performance monitoring

- Network congestion control

- Access blockage

- IN congestion

5) Fault Management

- Connectivity failures

- Loss of signal

- Loss of carrier

- Trouble tickets

Three basic assumptions are adopted in this recommendation:

1) This recommendation is applicable to all TMN “X” interfaces, irrespective of wireless radio transmission technology and IMT-2000 “inter-family” or IMT-2000 “intra-family” management.

2) The IMT-2000 “Network to Network Interface” (NNI) is a scarce and valuable resource, especially because of its real time response demands.  Hence, wireless management activity should be achieved via the “X” interface whenever possible to preserve the NNI capacity.

3) The use of the NNI for real time wireless management activities does not preclude the use of the “X” interface for “near” real time management activities.

1.2.
Related Recommendations and Other References

[Editor’s Note: More information will be added to this subsection.]

The following Recommendations are closely related to this Recommendation:

- ITU-T Recommendation M.3010 (Principles for a Telecommunications Management Network(
- ITU-T Recommendation M.3020 “TMN Interface Specification Methodology”

- ITU-T Recommendation M.3200 “TMN Management Services”

- ITU-T Recommendation M.3400 “TMN Management Functions”

The following Recommendations were also used in preparing this Recommendation:

- ITU-T Recommendation Q.1701 “Framework of  IMT2000 Networks”

- ITU-T Recommendation Q.1711 “Network Functional Model for IMT2000”

- ITU-T Recommendation Q.1721 “Information Flows for  IMT-2000”

1.3.
Abbreviations

[Editor’s Note: More information will be added to this subsection.]

GDMS

Guidelines for the Definition of TMN Management Services

IMT2000
International Mobile Telecommunications 2000

ITU

International Telecommunications Union

MS

Management Services

NML

Network Management Layer

SML

Service Management Layer

TMN

Telecommunications Management Network

1.4.
Definitions

[Editor’s Note: More information will be added to this subsection.]

This Recommendation defines the following terms:

Visited Service Provider (VSP)
The service provider of the foreign or visited network in providing global roaming.

Home Service Provider (HSP)
The service provider of the home network to which the wireless subscriber subscribes service.

Service Provider (SP)
A general reference to an entity who provides telecommunications services to Customers and other users either on a tariff or contract basis. A SP may or may not operate a network. 

Network Operator 

An organisation that operates a telecommunications network. A network operator may be a Service Provider and vice versa. A network operator may or may not provide particular telecommunications services

1.5.
Conventions Used In This Document

[Editor’s Note: More information will be added to this subsection.]

Legend for the Tables

m
Mandatory 

m(=)
The recipient must provide the same value in the response as provided in the request by the requestor.

o

Optional, Optionality is subject to definition according to the agreement between the two service providers, i.e., a parameter listed as optional may be made mandatory.

o(=)
Return of the value by the responder is optional; however, if the responder elects to return the value, it must be the same value supplied by the requestor in the request. Responder is not allowed to alter this field. 

c

Conditional Parameter, Definition of the Condition will be specified in the notes column. A numeric suffix is used to enable reuse of the conditional statements.

c(=)
If the value is provided in the request by the requestor, the responder must provide the same value in the response.

Blank
A blank implies that the parameter is not applicable.

2. BILLING AND CHARGING REQUIREMENTS

2.1. Requirements Introduction

The network management activity of “Billing and Charging” is intended here to mean the communication of information between a home and another service provider, that assisted in carrying traffic, for the purpose of settlement of accounts.  This can apply for one of two scenarios:

· the settlement of accounts with other wireless service providers for roaming traffic via the roamer billing records;

· the settlement of accounts for traffic carried or services performed by fixed network and other operators;

Sufficient information must be conveyed, through various usage measurement, account process, and control functions in order to permit a home service provider to:

· Have adequate historical evidence of provided services in dealing with customer service and billing complaints;

· Perform needed statistical analysis of service usage for planning and other business purposes.

Charging aspects that evolve from the mobility of customers must be considered in deciding the specific content of the information.

2.2. Tariff and Charging Administration

The TMN Management Service “Tariff and Charging Administration” as defined in ITU-T M.3200, covers those management activities related to the charging of service usage including both the data collection process and the administration of charging data within the network elements shall be used for IMT-2000.

2.2.1
Fixed network operators and other service providers

· The settlement of accounts with the operators of fixed networks for traffic carried, is generally performed on a bulk basis according to the principles outlined in the ITU-T D-series of recommendations.

· Accounting information may be required for the use of services provided by other operators such as short message service centers and other Value Added Service (VAS) providers.

2.2.2 Common charging records between visited and home service providers

Having charging records cross  Core Networks (CNs) is necessary, since customers may roam.

· Provide the management means to report billing/charging for services.

· Reporting at a periodicity negotiated between the visited and home service providers.

· Demand reporting, if agreed upon by the two service providers.

· Include the capability of transferring other Call Detail Record (CDR*) information that is necessary for the “home service provider” billing system, e.g.:

· Date of action generating CDR.

· Elapsed time of air channel usage.

· Elapsed time of conversation or data connection (Answer supervision to disconnect).

· Identification of originating party (calling number).

· Identification of terminating party (called number).

· Identification of long distance carriers, as well as any other interconnecting service provider, if appropriate.

· Indicators needed to identify any special features or services involved for voice and/or data services and time duration of such features or services, if appropriate.

· Indication of dropped call by service provider or customer.

· Mobile terminal location records; i.e., a system/network identifier.

· Advice of charge recapitulating summaries.

· Security provisions to authenticate a home service provider request, to assure privacy and integrity of the CDR, need to be included.

· The CDR information of a charged customer is only to be sent to the charged customer’s home service provider.

2.2.3
Guidelines essential to achieve the transfer of CDRs

· A suitable message format to exchange roamer call records between service providers.

· A means to edit and correct incoming CDR messages to eliminate observed errors and include missing information.

3. FURTHER WORK

[Editor’s Note:  It is planned to to include properly defined Function Set Groups, Function Sets, and Functions, patterned after the format of document M.3208.]
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* Note - The CDRs are to provide the details needed to calculate charges and taxes for billing and collection.  
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