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1 Introduction

During MBS Ad-Hoc #24 conference call back in June 2013, the MBS SWG agreed on the inclusion of DASH authentication use cases proposed by S4-AHI399 in TR 26.938 (in Section 6.19 of the latest TR). With regards to the requirements and gap analysis, it was felt that input from SA3 would be useful before any agreement, so an LS was sent to SA3 during the SA4#74 meeting in July 2013 (held in Dublin). Since SA4 anticipated that the reply LS from SA3 would not be received before SA4#77, the completion timeline of the ongoing IS_DASH Rel-12 study item was extended from SA4#76 to SA4#77 in order to allow for the completion of the gap analysis on the authentication use cases.
During the current SA4#77 meeting, the reply LS from SA3 was received (in S4-140019). In accordance with the reply LS, this document provides a gap analysis to be documented TR 26.938 for the IS_DASH study item.                                                         
2 Evaluation of SA3 Input 
In their reply LS in S4-140019, SA3 notes the following:
“The Generic Bootstrapping Architecture (GBA) can be used to authenticate the end-user(s) and bootstrap a secure end-to-end connection between the Streaming Server and the end-user(s). It can be used as a basis for user-based security. The Streaming Server as Network Application Function(NAF) may or may not be part of the operator network.

Please note that currently the Generic Bootstrapping Architecture does not contain any content access authorization methods for DASH. However, authorization of content access and streaming quality as described in Use Cases 1 to 3 can be additionally implemented in the Streaming Server that takes on the role of NAF.

Regarding Use Cases 4 and 5 the Generic Bootstrapping Architecture can be used to derive the necessary shared secret(s) required to integrity protect the application level content/metadata between the UE and server serving this DASH content. “
Based on this SA3’s response, we make the following observations:

1- Use Cases 4 and 5 in Section 6.19 of TR 26.938 addressing application-level content/metadata integrity validation seem to be satisfied by the existing solutions, and hence there is no additional work to be performed by SA4.
2- Use Cases 1-3 in Section 6.19 of TR 26.938 addressing content access authorization are not satisfied by the existing solutions from SA3. Hence, this is an area that SA4 could address in future normative work, and we provide a proposed set of requirements and gap analysis in Section 3.
3 Proposed Gap Analysis
Analysis of Use Cases 1-3 on content access authorization: 
The Generic Bootstrapping Architecture (GBA) [GBA_REF] can be used to authenticate the end-user(s) and bootstrap a secure end-to-end connection between the Streaming Server and the end-user(s). It can be used as a basis for user-based security. The Streaming Server as Network Application Function (NAF) may or may not be part of the operator network.
The Generic Bootstrapping Architecture currently does not contain any content access authorization methods for DASH. However, authorization of content access and streaming quality as described in Use Cases 1 to 3 can be additionally implemented in the Streaming Server that takes on the role of NAF. This is an area that SA4 could address in future normative work.
Analysis of Use Cases 4-5 on application-level content/metadata integrity validation:

Regarding Use Cases 4 and 5 the Generic Bootstrapping Architecture can be used to derive the necessary shared secret(s) required to integrity protect the application level content/metadata between the UE and server serving this DASH content. No further work at SA4 level is required to meet these use cases.
Proposed Text for TR 26.938:
In Clause 2, insert a new reference:
[20]                 3GPP TS 33.220: “Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)”
In Clause 6.19, insert a new sub-clause 6.19.6 as follows:
6.19.6
Gap Analysis on the Use Cases
6.19.6.1 Analysis of Use Cases 1-3 on content access authorization 

The Generic Bootstrapping Architecture (GBA) [20] can be used to authenticate the end-user(s) and bootstrap a secure end-to-end connection between the Streaming Server and the end-user(s). It can be used as a basis for user-based security. The Streaming Server as Network Application Function (NAF) may or may not be part of the operator network.
The Generic Bootstrapping Architecture currently does not contain any content access authorization methods for DASH. However, authorization of content access and streaming quality as described in Use Cases 1 to 3 can be additionally implemented in the Streaming Server that takes on the role of NAF. This is an area that SA4 could address in future normative work.
6.19.6.2 Analysis of Use Cases 4-5 on application-level content/metadata integrity validation:

Regarding Use Cases 4 and 5, the Generic Bootstrapping Architecture can be used to derive the necessary shared secret(s) required to integrity protect the application level content/metadata between the UE and server serving this DASH content. No further work at SA4 level is required to meet these use cases.

4 Proposal
It is proposed to adopt the gap analysis in Section 3 of this contribution into TR 26.938 of the IS_DASH study item. 
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