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1 Introduction
In TS 33.246 (Security of Multimedia Broadcast/Multicast Service (MBMS)), the only security mechanism specified for associated delivery procedures used for reception reporting and file repair is HTTP digest authentication to check integrity. Lack of end-to-end encryption for reception reports and file repair requests may cause the following problems:
1) User Privacy: Reception reporting can include personally sensitive information that the user does not wish to be exposed to third parties.  For example, reception report could include which contents that user is listening to and at what location.
2) Network Privacy: Reception reporting can include operator-sensitive information that the operator does not wish to be exposed to third parties.  For example, a reception report could include network topology information (e.g. Cell Global Identity).
Reception reports and file repair requests made over HTTP are not fully protected, it may be subject to eavesdropping and attackers could gain access to the above sensitive information.
2 Proposals
We propose that SA4 send a liaison to SA3 to request adding an end-to-end encryption mechanism in TS 33.246 to further protect associated delivery procedures. For example, given a preconfigured certificate authority list in the UE, HTTPS can be used for encrypted communication to prevent eavesdropping, and to authenticate the reporting server with which the UE is actually communicating.
Furthermore, we would like to propose that MBMS-capable UEs from Rel-9 and onward be required to support HTTPS, and that it should be optional for associated delivery procedure servers in the network to support HTTPS. Whether to use HTTPS could be implicitly determined by the UE based on whether contains a preconfigured certificate authority list.
3 Summary
We propose the following in this contribution:
· Send a LS to SA3 to request their suggestion for an end-to-end encryption mechanism (for example, HTTPS) for MBMS associated delivery procedures, starting with TS 33.246 Release 9;
· Use of HTTPS to provide end-to-end encryption capability for associated delivery procedures could be implicitly indicated by the presence of a preconfigured certificate authority list in the UE.
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