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1.  Introduction

Input contributions, e.g., S4-100868 and discussions in the MBS subgroup have revealed that the ContentProtection element, as defined in Release 9 of 3GPP-DASH, is under-specified. This might result in interoperability problems due to incorrect interpretation, increased network traffic, or poor client performance.

This document provides clarifications on how the ContentProtection element is intended to be used. 
2.  Proposed Clarifications on Content Protection in Release 9 

The following clarifications can be made in “Table 12.2 Semantics of Media Presentation Description”. Existing specification text appears in black, new text in green and removed text in red. Note that no attributes or elements are added or removed; only their order is changed to improve readability. 
	ContentProtection
	E
	0...N
	O
	This element provides information about the use of content protection for the segments of this representation.
When not present the content is not encrypted or DRM protected.

	
	schemeIdUri
	A
	
	O
	Provides an URI to identify the content protection scheme. This URI should be an URN or an absolute URL used as an identifier.

This attribute, possibly in conjunction with the SchemeInformation element, enables a client to determine compatibility for the content protection technologies required to play the protected segments of this representation, such as the DRM system(s), encryption algorithm(s), and key distribution scheme(s) .

	
	SchemeInformation
	E
	0,1
	O
	This element gives the information about the used content protection scheme. The element can be extended to provide more scheme specific information.
This element provides additional information about the content protection scheme. This element can be extended to provide scheme specific information, such as the URI for the DRM rights issuer or license server.

	
	schemeIdUri
	A
	
	O
	Provides an absolute URL to identify the scheme. The definition of this element is specific to the scheme employed for content protection.


The following clarifications can be made in “Section 12.7.1 Content Protection”. Existing specification text appears in black, new text in green and removed text in red. 
“Clients that support content protection may support OMA DRM 2.0 [75] or OMA DRM 2.1 [109] or other DRM systems or content protection schemes as suitable for content protection. Other DRM or encryption schemes may be supported. The ContentProtection element in the MPD should be used to convey content protection information.  
The schemeIdUri attribute is used to identify the content protection technologies employed. This attribute should provide sufficient information, possibly in conjunction with the SchemeInformation element, such as the DRM system(s), encryption algorithm(s), and key distribution scheme(s) employed, to enable a client to determine whether it can play the protected content. The SchemeInformation element can be extended to provide information specific to the content protection scheme (e.g., the URI for the DRM rights issuer or license server). Scheme-specific information can also be provided in the Initialization Segment(s) using the appropriate file format primitives instead of or in addition to the SchemeInformation element.”
Furthermore, it might be better to combine all OMA-specific text in a single paragraph as shown below. Finally, it might be desirable to allow OMA DRM to be packaged in formats other than non-streamable PDCF. 
“When OMA DRM is supported for content protection, the non-streamable Packetized DRM Content Format (PDCF) shall may be used.  An OMA-DRM encrypted Representation shall include the brands “3gh9” and “opf2”. OMA-DRM [74] defines the procedures for acquiring the Rights Object from the Rights Issuer to decrypt PDCF protected content.”
3. Proposal

If the clarifications proposed in section 2 are found agreeable, they will be incorporated in the CR containing fixes for Release 9 of 26.234. 
