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*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.146: "Multimedia Broadcast/Multicast Service; Stage 1".

[3]
3GPP TS 22.246: "Multimedia Broadcast/Multicast Service (MBMS) user services; Stage 1".

[4]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".

[5]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)".

[6]
3GPP TS 23.228: "IP multimedia subsystem; Stage 2".

[7]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[8]
3GPP TS 26.234: "Transparent end-to-end streaming service; Protocols and codecs".

[9]
3GPP TS 22.233: "Transparent End-to-End Packet-switched Streaming Service; Stage 1".

[10]
3GPP TS 26.233: "Transparent end-to-end packet switched streaming service (PSS); General description".

[11]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs".

[12]
3GPP TS 23.203: "Policy and charging control architecture".

[13]
IETF RFC 4145 (September 2005): "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[14]
IETF RFC 4572 (July 2006) Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)

[15]
void

[16]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[17]
IETF RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)".

[18]
IETF draft-channabasappa-sipping-app-profile-type-03: "Extension to the ua-profile Event Package to Support the Application Profile Type". .

[19]
Void.
[20]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[21]
3GPP TS 24.423: "TISPAN; PSTN/ISDN simulation services; Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating NGN PSTN/ISDN Simulation Services".

[22]
3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[23]
ETSI TS 182 027 "TISPAN; IPTV Architecture; IPTV functions supported by the IMS subsystem".
[24]
ETSI TS 183 063 "TISPAN; IMS based IPTV Stage 3 Specification".
[25]
IETF RFC 2326: "Real Time Streaming Protocol (RTSP)".
[26]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
[27]
OMA-TS-BCAST_Service_Guide-V1_0: "Method and Apparatus for Broadcast Signaling in a Wireless Communication System".

[28]
IETF draft-ietf-sipping-config-framework-15: "A Framework for Session Initiation Protocol User Agent Profile Delivery".

[29]
3GPP TS 23.003: "Numbering, addressing and identification".

[30]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.
[31]
3GPP TS 33.203: "3G security; Access security for IP-based services".
[32]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[x1]
3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".
[x2]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".
NOTE:
IETF drafts references need to be updated/confirmed when published.
*** NEXT CHANGES ***
4.2.2
IMS based PSS and MBMS User Service architecture
Figure 2 describes the IMS based PSS and MBMS User Service functional architecture. In addition to PSS and MBMS User Service functions, the IMS core and various functions are added.


<
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Figure 2: IMS based PSS and MBMS functional architecture
In figure 2:

· Solid lines are standard interfaces. E.g. interface between PSS server and UE4.
· Dotted lines are for interfaces for which the protocols in use is out of the scope of the present document. E.g. interface between SSF and BMSC.UPF.
Description of functional entities:

· IM CN Subsystem: IMS Core Network Subsystem as defined in 3GPP TS 23.228 [6].The IM CN Subsystem supports, user registration and authentication, mobility and roaming, control of multimedia sessions, QoS control, Policy control, charging and interworking with circuit switched.

· EPC/PS Core/RAN: Evolved Packet Core, Packet Switch Core Network and Radio Access Network. See 3GPP TS 23.060 [16] and TS 23.401 [30].
NOTE 0: the various packet core networks may offer different levels of support (e.g. the EPC does not support MBMS in 3GPP Release 8).
· UE: The UE contains an GBA/IMS/PSS/MBMS client, which performs service discovery and selection, handles service initiation, modification and termination, receives and present the content to the user. In addition to the procedures specified in this document, the UE shall support the procedures specified in 3GPP TS 24.229 [7] and 3GPP TS 24.109 [22] for the UE functional entity.

· SDF: Service Discovery Function (SDF): this function provides an entry point to SSF for the client to attach to the service provided by the service provider. In addition to the procedures specified in this document, the SDF shall support the procedures specified in 3GPP TS 24.229 [7] for the terminating UA functional entity.

· SSF: Service Selection Function (SSF): this function provides a list of available PSS and MBMS User Services and relevant User Service Description information. It can be personalized to the client's identity. The SSF shall support Service Announcement functions according to the Xa interface in TISPAN. The PSS portal is for formatting and delivery of PSS Service Description information. The BMSC.IAF and BMSC.USD/A functions are according to 3GPP TS 26.346 [11]. The interface between BMSC.IAF and UE is according to 3GPP TS 26.346 [11] and out of the scope of the present specification. If the User Service Description information exists in a BMSC.USD/A of a "Non-IMS" BM-SC, or in a PSS portal, the SSF takes USD information from them. The SSF may then reformat the USD information before delivery to the UE. The reformat may include information for the IMS UE to build a SIP URI to initiate PSS and MBMS user service.
· SCF: Service Control Function (SCF): it provides service logic and functions required to support execution of such logic. It does service authorization during session initiation and session modification, which includes checking PSS and MBMS user's service subscription in order to allow or deny access to the service. It selects the relevant PSS and MBMS media functions. In addition to the procedures specified in this document, the SCF shall support the procedures specified in 3GPP TS 24.229 [7]:

· For PSS, the SCF acts as a proxy or B2BUA.
· For MBMS, the SCF acts as a terminating UA.
· BSF: Bootstrapping Server Function (BSF) as defined in 3GPP TS 33.220 [26] and 3GPP TS 24.109 [22]  to perform GBA/GAA procedures with the UE. The BSF supports procedures defined in 3GPP TS 33.220 [26] and 3GPP TS 29.109 [x] with the HSS and the BMSC.UPF (see clause 10.4.1) and with the HSS and the SCF (see clause 10.4.2) to enable GBA/GAA procedures.
· HSS: Home Subscriber Server as defined in 3GPP TS 23.002. Contains the IMS User Profile and optionally the GBA User Security Settings (GUSS) defined in 3GPP TS 33.220 [26] and 3GPP TS 29.109 [x1]. It also may contain PSS and MBMS User Service specific User and UE data.

· PSS Adapter: this function performs bi-directional protocol translation between SIP and RTSP to offer control of PSS servers as defined in clause 8.2.3.5. It proxies RTSP messaging from the UE and SIP/RTSP translation towards the PSS server. Note that these functions can be incorporated into the SCF, the PSS Server or a new stand-alone entity. In addition to the procedures specified in this document, the PSS Adapter shall support the procedures specified in 3GPP TS 24.229 [7] for the terminating UA functional entity.

· PCRF: Policy and Charging Rules Function (3GPP TS 23.203 [12]). This function controls the charging and the establishment of resources in the RAN and PS core network.

· PSS Server: Packet Switch Streaming server function as described in 3GPP TS 26.234 [8]. It functionally contains media control and media delivery functions.

· BMSC.UPF: it contains all BMSC User Plane sub-functions.

NOTE 1:
The BM-SC Membership function and Proxy and Transport function are defined in 3GPP TS 23.246 [4]. These functions are not described on the architecture in figure 2. The BM-SC Membership function is invoked for the establishment and release of Multicast bearers.

Description of interfaces:

The interface between the UE and the SSF is used to retrieve service selection information. It is part of the SGi/Gi interface and  based on HTTP protocol.
Gm: This is a SIP based interface between the UE (IMS Client) and the P-CSCF. It is used to forward the SIP service request and response between UE and network.
The interface between the UE (PSS Client) and the PSS Adapter allows media flow control. It is part of the SGi/Gi interface and based on RTSP protocol.
The interface between the PSS Server and the UE is for delivery of streaming data. It is part of the SGi/Gi interface and based on RTP and RTCP protocols.

The interface between the BMSC.UPF and the UE is for delivery of streaming data and traffic keys. It is part of the SGi/Gi interface and based on (S)RTP, FLUTE and MIKEY protocols.

Gmb: This interface is between the BMSC.UPF and the GGSN. The Gmb interface is defined in 3GPP TS 23.246 [4].

The interface between the PSS Adapter and the PSS Server allows control of the PSS Server. This interface is based on RTSP protocol.
NOTE 2:
This interface needs to be named. 
The interface between the IM CN subsystem and the SCF is an ISC (IMS Service Control) interface based on SIP. The interface between the IM CN subsystem and the PSS adapter is an interface based on SIP protocol.. Both interfaces  are used to setup, modify and teardown PSS sessions.
NOTE 3:
Under certain conditions this interface between the SCF and the PSS adapter can be implemented as a direct interface (i.e. not going via the IM CN subsystem).
NOTE 4:
The interface between the IM CN subsystem and the PSS adapter  needs to be named.
This interface between the SSF and the BMSC.UPF is according to 3GPP TS 26.346 [11]. It may be used to carry USD over MBMS bearers.

The interface between the SDF and the IM CN subsystem is an ISC (IMS Service Control) interface based on SIP protocol.

The interface between the UE and SCF is used for PSS and MBMS User Service and User Profile configuration. It is equivalent to the Ut interface in TISPAN IPTV.

The interface between the SCF and the BMSC.UPF is used for security related functions (see clauses 10.4.1 and 10.4.2, respectively).

The interface between the SCF and the PSS Server is FFS. 

The interface between the UE to the BMSC.SnTF is used for MBMS Associated Delivery procedures as defined in 3GPP TS 26.346 [11]. It is part of the SGi/Gi interface.
The interface between the UE and the BMSC.KF is used for delivery of the MSK as defined in 3GPP TS 33.246 [5]. It is part of the SGi/Gi interface and based on MIKEY/UDP protocols.
The interface between the UE and the BMSC.KF may be used for Key Request Functions (see clause 10.4.1).

The interface between the BSF and the UE is part of the Ub interface defined in 3GPP TS 33.220 [26] and 3GPP TS 24.109 [22] and used for security functionalities.

The interface between the BSF and the HSS is part of the Zh interface to fetch the Authentication Vectors (AV) and optionally the GBA User Security Settings (GUSS) and defined in 3GPP TS 33.220 [26] and 3GPP TS 29.109 [x1].
The interface between the BSF and the BMSC.UPF (see clause 10.4.1) and between the BSF and the SCF (see clause 10.4.2) is part of the Zn interface to deliver the application security information and defined in 3GPP TS 29.109 [x1] and 3GPP TS 33.220 [26].
*** NEXT CHANGES ***
10.1
General

Different security procedures apply for IMS, MBMS and PSS. 

IMS level authentication and access security is performed during IMS registration in accordance to [7].

PSS-Only: PSS defines an optional confidentiality protection of individual RTP payloads used in a streaming session. If PSS confidentiality protection as defined in 3GPP TS 26.234 [8], Annex K. is used, then the terminal initiates the GAA/GBA Bootstrapping procedure 3GPP TS 33.220 [26] after a successful IMS registration and Service discovery.

MBMS-only and combined PSS/MBMS service offerings: MBMS security is based on GAA/GBA [26]. The GAA/GBA Bootstrapping procedure is initiated by the UE after a successful IMS registration and Service discovery. It is necessary before any service description retrieval and session initiation.

GBA (see 3GPP TS 33.220 [26]) is used to generate a master key Ks from which NAF specific keys (e.g. Ks_NAF for ME based key management) can be derived when needed. It is also used to authenticate the user for signaling that is not performed via the IMS core network (e.g. HTTP based service description retrieval).

GBA is also used to generate and provision the NAF keys (e.g. Ks_NAF for ME based key management) - which is the Long Term Key that is used in content encryption/decryption procedures – and the B-TID – which is the corresponding bootstrapping transaction identifier.
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Figure 21: GBA/GAA Bootstrapping procedure

Figure 21 illustrates the GBA/GAA bootstrapping procedure. The following steps are performed. See [26] for details:

· The UE sends a request to the BSF with its IMPI as User ID. The UE discovers the address of the BSF as specified in [26]. 

· The BSF then acquires one Authentication Vector from the HSS and may acquire the User’s GUSS (GBA User Security Settings) and forwards the RAND and AUTN to the UE in the HTTP 401 message.

· The UE checks AUTN to verify that the challenge is from an authorised network. 

· The UE sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.

· The BSF authenticates the UE by verifying the Digest AKA response. The BSF shall send a 200 OK message, including a B-TID, to the UE to indicate the success of the authentication.
If UICC based MBMS key management is required, then USIM shall be used. Otherwise either USIM or ISIM may be used. 
NOTE: The reason for this is that UICC based MBMS key management is currently specified only for USIM. 
10.2
Secure Service Description Retrieval

The Service Description retrieval procedure allows the UE to acquire the necessary information to select and initiate PSS and/or MBMS sessions using IMS procedures. See clause 7 for more details on this procedure.

[image: image5.emf]HTTP REQ USD (B-TID)

SSF BSF

AUTH Req. (B-TID)

AUTH Resp. (KS_NAF)

HTTP 401 (MD5 Challenge)

UE

HTTP REQ USD (B-TID, PW=MD5(KS_NAF))

HTTP 200 OK


Figure 22: Service Description retrieval with authentication

Figure 22 describes the Service Description retrieval procedure with authentication. 

The UE requesting a service description towards the SSF (acting as a GBA Network Application Function (NAF)) shall include the B-TID corresponding to the Ks established during the bootstrapping procedure. When the SSF receives the service description request, it shall trigger an authentication request towards the BSF to acquire the NAF keys ( e.g. Ks_NAF for ME based key management) of the user if the SSF does not already have the NAF keys available. The SSF shall trigger HTTP digest authentication procedure towards the UE in accordance with 3GPP TS 33.222 [20]. 

The SSF shall use TLS to encrypt the Service Description during retrieval.

*** NEXT CHANGES ***
10.4.1.1.1.3 Procedures at the SCF

Upon receipt of a SIP INVITE request, the SCF shall perform service authorization procedure as defined in clause 8.3.3.4.

After successfully service authorization, the SCF shall send an Authorization Notification HTTP POST message to BMSC.UPF. The HTTP POST message shall be populated as follows:
-
the HTTP version shall be 1.1 which is specified in RFC2616 [x2];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "authorize", i.e. Request-URI takes the form of "/keymanagement?requesttype= authorize";
-
the HTTP X-3GPP-Asserted-Identity header shall be the IMPU of the user retrieved from the SIP INVITE message.
-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-authorize+xml". 

-
the HTTP payload shall contain request including the authorized MBMS Service ID ServiceId carried in the SIP INVITE message;
After receiving an authorization acknowledgement, the SCF shall send a SIP 200 OK message to the UE as defined in clause 8.3.3.4.
*** NEXT CHANGES ***
10.4.2.1
SIP based MBMS User Service Registration

This procedure is used to register a UE with one or more MBMS User Services.

It is assumed that the UE has received the service  description (cf. clause 10.2). The service description includes, e.g. the service protection description. The service protection description is similar as defined in 3GPP TS 33.246 [5] with the following exception: the FQDN of the BM-SC is not included in the service protection description. Instead, the service protection description for the service shall include an FQDN belonging to the SCF as the SCF acts as a NAF. 

NOTE 1: 
This is to ensure consistent NAF key derivation in the UE and in the BSF as the SCF acts as a NAF and as the FQDN of the NAF is used as input in NAF key derivation.  

In case more than one BM-SCs are connected to the SCF, the SCF shall locally associate a different one of its FQDNs to each connected BM-SC. As there is one NAF FQDN indicated in the service protection description for each service, the SCF (NAF) will know from the userServiceId indicated by the UE which NAF FQDN to be used for NAF key derivation.

NOTE 2:
This will ensure that each connected BM-SC will get different NAF key, and consequently will get different MUK. GBA TS 33.220 [26] allows the NAF to be known in DNS under several FQDNs if it is ensured that the correct NAF FQDN is used in NAF key derivation. 

It is also assumed that the UE has been registered and authenticated to IMS and the SIP procedures are protected according to 3GPP TS 33.203 [31], and that the UE has run GBA bootstrapping with the BSF as defined in 3GPP TS 33.220 [26]. It is also assumed that the network interfaces are protected with Network Domain Security (NDS/IP) as defined in 3GPP TS 33.210 [32].
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UE   IM CN   BSF   SCF  (NAF)   BM - SC1  
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SIP 200 OK   Msg body:  [userServiceId Status  codes]    

SIP INVITE   Msg body:    [userServiceId ,    B - TID]    
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Figure 24: SIP based MBMS User Service Registration
The procedure is as follows (cf. figure 24 which is simplified as it does not show all parameters):

-
The UE sends a SIP INVITE to the SCF via the IM CN subsystem. The INVITE indicates SCF in the Request-URI and the message includes the identities of the requested MBMS user services (userServiceIds) for which the UE wants to register and the bootstrapping transaction identifier (B-TID) in the body of the SIP INVITE. The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for the B-TID is defined in annex I.1.
-
The SCF receives the IP address of the UE and the asserted identitie(s) of the UE from the headers of the SIP INVITE message. The SCF performs a check based on stored subscription information whether the UE is authorized to access the requested MBMS user services. If yes, the procedure continues. If not, the procedure is terminated.
-
If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in 3GPP TS 33.220 [26]. The NAF-Id which the SCF uses over Zn is constructed from the NAF FQDN indicated in the service protection description for this service and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. As there is one NAF FQDN indicated in the service protection description for each service, the SCF will know from the userServiceId indicated by the UE which FQDN to be used as NAF FQDN. Upon receiving the NAF keys from the BSF, the SCF derives MBMS User Key (MUK) as defined in TS 33.246 [5]. 
If the received B-TID is not valid or if the SCF desires the UE to make a new GBA bootstrapping, the SCF shall response to the UE with an appropriate error message. The error message will trigger the UE to run new GBA bootstrapping.
-
The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:
-
the HTTP version shall be 1.1 which is specified in RFC 2616 [x2];
-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "sip-based-register", i.e. Request-URI takes the form of "/keymanagement?requesttype= sip-based-register ";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identitie(s) of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payloads;

-
the HTTP payload shall contain an XML document including a list of one or more userServiceIds of MBMS User Services to which the UE wants to register, IP address of the UE, MBMS user key (MUK), lifetime of MUK, NAF FQDN and B-TID. NAF FQDN and B-TID are included as they are further included in the MIKEY MSK messages from the BM-SC to the UE to identify the used MUK (i.e. NAF key). The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for carrying IP address, MUK, MUK lifetime, NAF FQDN and BTID is defined in annex x.2.

-
the SCF may add additional HTTP headers to the HTTP POST request. 

-
Upon receiving the HTTP POST message, the BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identitie(s), the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the HTTP POST message also implicitly indicates to the BM-SC that the SCF has authorized the UE to register to the indicated MBMS User Service(s). 

The BM-SC stores the received information and returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml ";

-
the HTTP payload shall contain an XML document including a list including one status code for each MBMS User Service. The XML schema of the payload is the same that is used for MBMS Registration in 3GPP TS 33.246 [5] and it is specified in 3GPP TS 26.346 [11].

-
Upon receiving the HTTP 200 OK., the SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem. 

-
Upon receiving the 200 OK the UE derives NAF keys corresponding to the NAF-Id. The NAF-Id  is constructed from the NAF FQDN indicated in the service description and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. The UE derives MBMS User Key (MUK) from the NAF key as defined in 3GPP TS 33.246 [5].
BM-SC can now start sending MIKEY MSK messages (protected with MUK) to the UE as defined in 3GPP TS 33.246 [5]. In MIKEY MSK messages the BM-SC shall include the NAF FQDN and B-TID received from the SCF as they are used to​ identify the used MUK (i.e. NAF keys).

10.4.2.1a
SIP based MBMS User Service De-registration
This procedure is used to de-register a UE from one or more MBMS User Services. 
The same assumptions apply as in SIP based MBMS User Service Registration in clause 10.4.2.1.
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Figure 24a: SIP based MBMS User Service De-registration
The procedure is as follows (cf. figure 24a which is simplified as it does not show all parameters):

-
UE sends a SIP re-INVITE to the SCF via the IM CN subsystem. The re-INVITE indicates SCF in the Request-URI and the message includes the identities of the requested MBMS user services (userServiceIds) from which the UE wants to de-register and the bootstrapping transaction identifier (B-TID) in the body of the SIP INVITE.. The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for the B-TID is defined in annex x.1.

-
The SCF receives the asserted identitie(s) of the UE from the headers of the SIP re-INVITE message.  

-
If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in 3GPP TS 33.220 [26]. The NAF-Id which the SCF uses over Zn constructed from the NAF FQDN indicated in the service protection description for this service and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. Upon receiving the NAF key from the BSF, the SCF derives MBMS User Key (MUK) as defined in 3GPP TS 33.246 [5]. 
If the received B-TID is not valid or if the SCF desires the UE to make a new GBA bootstrapping,  the SCF shall response to the UE with an appropriate error message. The error message will trigger the UE to run new GBA bootstrapping.
-
The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [x2];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "sip-based-deregister", i.e. Request-URI takes the form of "keymanagement?requesttype= sip-based-deregister";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payloads;

-
the HTTP payload shall contain the request an XML document including a list of one or more userServiceIds of MBMS User Services from which the UE wants to deregister. If new NAF keys were created in the previous step, then the SCF shall also include MBMS user key (MUK), lifetime of MUK, NAF FQDN and B-TID. E.g. the BM-SC may send an MSK message to invalidate the MSKs in the UE as defined in 3GPP TS 33.246 [5]. The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for carrying MUK, MUK lifetime, NAF FQDN and BTID is defined in annex x.2;
-
the SCF may add additional HTTP headers to the HTTP POST request.

-
The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. 

The BM-SC returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml". XML document is the same that is used for MBMS De-registration in 3GPP TS 33.246 [5] and it is specified in 3GPP TS 26.346 [11];

-
the HTTP payload shall contain a list including one status code for each MBMS User Service.

-
Upon receiving the HTTP 200 OK, the SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem. 
10.4.2.2
SIP based Basic MSK Request

This procedure is used to by the UE to request one or more MSKs. 
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Figure 25: SIP based MBMS MSK request
The same assumptions apply as in IMS based MBMS User Service Registration in clause 10.4.2.1.  

The procedure is as follows (cf. figure 25 which is simplified as it does not show all parameters):

-
UE sends a SIP re-INVITE to the SCF via the IM CN subsystem. The re-INVITE indicates SCF in the Request-URI and the message includes a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive and the bootstrapping transaction identifier (B-TID) in the body of the SIP INVITE.  The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for the B-TID is defined in annex x.1.
-
The SCF receives the asserted identitie(s) of the UE from the headers of the SIP re-INVITE message. The SCF performs a check based on stored subscription information whether the UE is authorized to receive the specified MSK(s). If yes, the procedure continues. If not, the procedure is terminated.  

-
If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in 3GPP TS 33.220 [26]. The NAF-Id which the SCF uses over Zn is constructed from the NAF FQDN indicated in the service protection description for this service and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. Upon receiving the NAF keys from the BSF, the SCF derives MUK from the NAF key as defined in 3GPP TS 33.246 [5]. 
If the received B-TID is not valid or if the SCF desires the UE to make a new GBA bootstrapping, the SCF shall response to the UE with an appropriate error message. The error message will trigger the UE to run new GBA bootstrapping.

-
The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [x2];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "sip-based-msk-request", i.e. Request-URI takes the form of "/keymanagement?requesttype= sip-based-msk-request";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payloads;

-
the HTTP payload shall contain a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive. If new NAF keys were created in the previous step, then the SCF shall also include MBMS user key (MUK), lifetime of MUK, NAF FQDN and B-TID. NAF FQDN and B-TID are included as they may be further included in the MIKEY MSK messages from the BM-SC to the UE, The XML schema for the list of Key Domain ID - MSK ID pair(s) is defined in TS 26.346 [11] and the XML schema for carrying IP address, MUK, MUK lifetime, NAF FQDN and BTID is defined in annex x.2.
-
the UE may add additional HTTP headers to the HTTP POST request.

-
The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the HTTP POST message also implicitly indicates to the BM-SC that the SCF has authorized the UE to receive the specified MSK(s).

The BM-SC stores the received information and returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:
-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk-response+xml";

-
the HTTP payload shall contain a list including one status code for each MSK. The XML schema of the payload is the same that is used for MBMS MSK request in 3GPP TS 33.246 [5] and it is specified in 3GPP TS 26.346 [11].

-
The SCF receives the HTTP 200 OK. The SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem.

*** END OF CHANGES ***
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