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1
Introduction
Transparent end-to-end Packet-switched Streaming Service (PSS) was defined during 3GPP Release 4 and improved during the consecutive 3GPP releases. Mobile Streaming services according to TS 26.234 are available on majority of today’s phones. 
According to the introduction of TS 26.234, the PSS specification “provides a framework for Internet Protocol (IP) based streaming applications in 3G networks.” The introduction of TS 26.234 seems to limit the scope of the specification to “3G networks”, whereas the scope section describes the specification as “applicable to IP-based packet-switched networks.” Anyhow, GERAN and UTRAN type of cellular access systems were in scope so far.

More and more commercial mobile terminals are shipped now with integrated WLAN, which allows to access services via an alternative access system. Such WLAN extended terminals may access either via 3GPP integrated WLAN to the services (ref 3GPP spec) or via any other public or private WLAN access point. 
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In particular the service access via a private WLAN opens a new set of issues for Packet Switched Streaming Services. The identified issues are illustrated in the figure below:

· Access to “Public Internet Streaming Services” should work through the Home NAT/Fw (flow 3) as good as through the Mobile Access (flow 2). Enabling streaming services, which are already working through the operator NAT/Firewall (flow 2) although through the home Firewall/NAT. This assumes, of course, that the “Public Internet Streaming Services” and the Streaming Client in the phone are compatible. 
· Access to “Operator Streaming Service” though Home NAT/FW (flow 4) should in principle also work as well as through the Mobile access (flow 1), but are out of scope of this discussion paper. A solution to provide “Operator Streaming Services” even when using another access system than the Mobile Access could be tackled in Release 9.

2
Providing “Public Internet Streaming Services” 

The following section addresses only the scenario according to “flow 3”.

In particular private networks and private WLAN access points use private IP addresses and need to use a NAT in a router towards the public internet (ISPs typically assign only a single IP address to an end-user). Those home or residential routers implement typically also a Firewall beside the NAT. A huge variety of different implementations exist. Those home routers are typically not frequently replaced by more decent equipment. Thus a WLAN equipped phone cannot make any assumption of the support of different features. 

In general, there are two independent challenges for a device behind a NAT/Firewall:

1. Identify, that the device is behind a NAT/Firewall: 
· Passive - Waiting for a timeout: If the streaming client does not receive any RTP/UDP packets after the PLAY, then the client should try firewall opening methods. 
· Active – Probing with e.g. a STUN server: The client sends a “Binding Request” message to the STUN server and gets its own IP address and port back as payload data. However, this method requires the availability of a STUN server on the public internet.

2. Identify the proper transport procedure to get the streaming payload through the NAT/firewall into the client: “Probing different Method” is the only solution here.
A number of techniques to overcome the above described issues: 

· ALG (Application Layer Gateways) are mostly used in managed networks (e.g. Mobile Operators). Some Residential Gateways are also shipped with ALGs. If the ALG is working correctly, then required UDP ports are opened without any further involvement from the phone.
· UPnP (Universal Plug and Play) defines a set of procedures to discover NATS and firewalls and open port forwarding on client request. Although implemented 2003 and earlier, not all today’s routers implement UPnP in the same way. Some people/organizations regard UPNP as “insecure” and disable UPnP support in the NATs/FWs. 
· RTSP/RTP Interleaving: The RTP data is interleaved with the RTSP data on a single TCP connection (defined in FRC 2326 section 10.12). The streaming client cannot be sure that the server provides this way of streaming, but can propose this transport in a session SETUP request.  A number of servers already support this feature as a fallback.
· “RTP over TCP” (RFC4571):  The RTP packets are sent over TCP using a simple framing protocol similar to the one used for RTP in “RTSP / RTP interleaving” (previous bullet). The main difference is that the client opens one or more separate TCP connections to the server for the RTP/RTCP transport. Again, the streaming client cannot be sure, that the server provides this way of streaming.

· ICE (Interactive Connectivity Establishment): Work in progress. ICE uses and “profiles” STUN. However, the streaming client must know a set of valid STUN server addresses.
.
3 
Proposal
This contribution addresses the issue of NATs and Firewalls in combination with PSS (TS 26.234). It is proposed to add an informative annex to TS 26.234 about “Recommended procedures handling NATs/firewalls”.  The intention of this annex is to ensure that PSS client implementers find easily needed information for reliable/good NATs/firewalls traversal solutions. The annex should list recommended NAT traversal procedures in order to make PSS reliably working even via WLANs and in home environments. It is further proposed to handle the annex drafting as part of the “Extending PSS and MBMS User Services for optimized Mobile TV” (PSS_MBMS_OMTV) work item and add a use-case into the “Permanent Document on Use-cases and Requirements for Extending PSS and MBMS for Optimized Mobile TV”. 
The following text is a first draft of such an informative annex for TS 26.234
Annex Z (informative):
Recommendations for NAT traversal

This informative annex provides recommendations for NAT traversal schemes, when the PSS client tries to access public internet streaming services through a NAT. Not all NATs provide an Application Layer Gateway (ALG) for RTSP services to open the desired UDP ports for incoming traffic. Thus, the PSS client may need to use other techniques to open the required UDP ports or setup a different transport for the streaming media.  

1) NAT identification

The PSS client must first identify whether or not there is a NAT in the path. The PSS client may, for future sessions, store the information whether or not the presence of a NAT has been identified for an access system. 

Active Mode: The client actively discovers the presence of a NAT using STUN (RFC 3489). 

Passive Mode: The PSS client should monitor, whether or not UDP packets arrive after the RTSP PLAY request was issued. If no UDP packets have arrived after X seconds, the PSS client should assume the presence of a NAT/Firewall for this access system.

2) NAT traversal

If the PSS Client has identified the presence of a NAT, it may probe one or all of the following procedures. 

UPnP (Universal Plug and Play) defines a set of procedures to discover gateways and open port-forwarding on client request. The issue with UPNP is that not all routers implement UPnP. Some gateways may have even disable UPnP support. 

RTSP/RTP Interleaving: The RTP data is interleaved with the RTSP data on a single TCP connection (defined in RFC 2326 section 10.12).  RTSP/RTP Interleaving is implemented is a high variety of available streaming servers. 

“RTP over TCP” (RFC4571):  The RTP packets are tunnelled over separate TCP connections. A major difference compared to the “RTSP/RTP Interleaving” mode (RFC 2326) is, that the client opens one or more separate TCP connections to the server for the RTP transport. This mechanism is described in the RTSP 2.0 draft (draft-ietf-mmusic-rfc2326bis-18.txt).  
The PSS Client may also use other transports than RTP. For instance the PSS Client may also try to use progressive download as defined in clause  5.1.
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