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SA3 has noticed that, due to the nature of the multicast/broadcast service, that certain types of  future problems with MBMS security cannot be countered in later releases without causing older UEs to fail during service delivery. Examples of countermeasures that cannot be introduced at a later stage include fundamental mechanisms such as replacement of broken encryption algorithms, possible increase of key sizes etc. Such countermeasures may have impact on both the ME and the UICC. 

MBMS is assumed to be heavily used for content delivery and it is critical that such countermeasures are possible. This is because, if the perceived security of the system is low, content providers will not allow the content to be distributed over MBMS.

To make it possible to implement such countermeasures, SA3 is discussing to introduce information about needed security capabilities in the service announcement, telling the UE which capabilities it needs to support to be able to access the service. The idea is that a UE not supporting one of the security capabilities would not register for the service. This has the benefit that a UE will not end up in a situation where it has registered to a service (and possibly being charged), to later discover that it cannot make use of the data received.

It is paramount that UEs already from Rel-6 are aware of the presence of these capabilities in the service announcement, even though the list of required capabilities for Rel-6 would be empty. The reason for this is that if a Rel-6 UE is not aware of the list, and the list is introduced in a later release, the Rel-6 UE will skip the list elements in the service announcement and would still register for the service, causing service failure on the UE side. Therefore, changes to SA3 and SA4 Rel-6 specifications will be necessary.
SA3 believes that it is not necessary to make any changes to CT6 Rel-6 specifications. Whether this requires a new procedure on the ME-USIM interface for later releases, when new capabilities are added, is for further study.

The intention of SA3 is that these changes would be introduced in the SA3 specification (TS 33.246) at the next SA3 meeting (10-13 July 2007). The hope of SA3 is that SA4 could implement the required changes to their TS 23.246 at their SA4#45 meeting in September.

Actions:

To SA:

ACTION: 
SA3 kindly asks SA to give an indication if this change to Rel-6 SA3 and SA4 specification would be allowed. 
To SA4:

ACTION:   SA3 kindly asks SA4 to reply from their June meeting (SA4#44) if they think the changes to TS 23.246, indicated above, would be feasible to implement at SA4#45.

Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #48
10 – 13 Jul 2007
Montreal, Canada
TSG-SA WG3 Meeting #49
9 – 12 Oct 2007
Munich, Germany

