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1. Overall Description

SA3 thanks SA4 for their Reply LS on “MBMS Security finalisation” (S4-040760). 

SA3 have discussed S4-040859 (TS 26.346 V150) Section 4.4 on ‘Functional Entities to support MBMS User Services’. 

With regard to the naming of security functions within Figure 4 (BM-SC sub-functional structure), SA3 have following proposals for renaming:

1) rename ‘Security Function’ to ‘Key Management Function’.

2) rename ‘Registration Function’ to ‘Key Request Function’. 

It was noted during SA3-plenary discussion that the description of the current security function in section 4.4.2 includes a sentence on confidentiality and integrity protection. This functionality does better belong to section on 4.4.3 on ‘MBMS Session and Transmission Function’ , but does not need a separate functional box in figure 4. Hence SA3 have following concrete proposals (See change bars) to clarify section 4.4.2 and 4.4.3 related security text: 
------------------------------------------------------------------------------------------------------------------------------------------------------

4.4.2

MBMS Key Management Function

The MBMS Key Management function is used for distributing MBMS keys (Key Distribution subfunction) to authorized UEs. Before the UE can receive MBMS keys, the UE needs to register to the Key Request subfunction of the Key Management function by indicating the MBMS User Service Id. Once registered, the UE can request missing MBMS keys to the BM-SC by indicating the specific MBMS key id. In order for the UE to stop the BM-SC to send MBMS key updates a deregistration with the MBMS User Service Id is needed.
If the MBMS User Service does not require any MBMS data protection, then the UE shall not register for key management purposes.
A Detailed description of all key management procedures is provided in TS 33.246 [20].


4.4.3
MBMS Session and Transmission Function
The MBMS Session and Transmission function transfers the actual MBMS session data to the group of MBMS UEs. The MBMS Session and Transmission function interacts with the GGSN through the Gmb Proxy function to activate and release the MBMS transmission resources. 

The function contains the MBMS delivery methods, which use the MBMS bearer service for distribution of content. Further this function contains a set of Associated-Delivery Functions, which may be invoked by the UE in relation to the MBMS data transmission (e.g. after the MBMS data transmission). 

The BM-SC Session and Transmission function is further described in later clauses of this specification as well as in TS 23.246 [4].
MBMS user services data may be integrity and/or confidentiality protected as specified within TS 33.246 [20], and protection is applied between the BM-SC and the UE. 
This data protection is based on symmetric keys, which are shared between the BM-SC and the UEs accessing the service. .


------------------------------------------------------------------------------------------------------------------------------------------------------

Attached there are two agreed SA3#37 change requests: S3-050130 (Clarification of HTTP procedures) and S3-050134 (Introduction of BM-SC subfunctions) which implement the above proposed ‘security functions’ names and the required key management procedures within the TS 33.246.
Additionally, SA3#37 agreed on a CR (S3-05124) about protection of Service Announcements sent over MBMS Bearer.

2. Actions

ACTION:
SA3 kindly asks SA4 

1. to align TS 26.346 with the attached CR's and the proposal above for Section 4.4.2 and 4.4.3 of TS 26.346

2. to provide comments if there would be problems with the implementation of these within TS 26.346.
3. to specify the MIME types which are needed for MSK request and MBMS User Service Registration/Deregistration, as described in Annex F of S3-050130. 
3. Date of Next TSG-SA3 Meetings

SA3#38
26 – 29 April 2005 Geneva, Switzerland
SA3#39
28 June- 1 July Toronto, Canada
































































