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This contribution is an update to tdoc S4-050104. The following changes are applied:
1) Clarify the term “RTP session” to “RTP media flow”

2) Clarify the term “FLUTE session” to “FLUTE channel”

3) Change the xml confidentialityProtection, integrityProtection, uiccKeyManagement attributes from xs:string to xs:boolean

4) Fix of XML scheme

5) Clarify what happens, when the optional element mediaFlow is not present.
Further, when SRTP is used for a specific RTP session, the m-line in the sdp shall be profile “RTP/SAVP”.

Proposal for specification text

5.2.2.3
Service Protection Description

The security description fragment contains the key identifiers and procedure descriptions for one delivery method. When different delivery methods use the same security description, the same security description document is referenced from the different delivery method elements. 
The security description is reference by the protectionDescriptionURI of the deliveryMethod element. The security description fragment shall use the MIME type application/mbms-protection-description.
The security description contains key identifiers and the server address to request the actual key material. The key management servers are protected against overload situations like the associated delivery procedures. Associated delivery procedures are defined in clause 9.4. 
The root element of the security description is the securityDescription element. It contains the key identities, which are required for one delivery method. Further the security description contains one or more key management server addresses (i.e. BM-SC).

The keyManagement element defines the list of key management servers (i.e. BM-SC). The MBMS UE must register with the key management server to receive key material. 
[Editor’s note: the registration procedure is not yet specified]
The key management server is protected like the associated delivery procedures against overload conditions. The key management server shall be selected as defined in clause 9.3.3. The back-off time shall be determined as defined in clause 9.3.2.
The attribute confidentialityProtection defines whether a confidentiality protection scheme is use. [Editor’s note: a definition and a reference are expected from SA3]
The attribute integrityProtection defines whether an integrity protection scheme is use. 
[Editor’s note: a definition and a reference are expected from SA3]
The attribute uiccKeyManagement defines the UICC key management in the MBMS. 
[Editor’s note: a definition and a reference are expected from SA3]
The element keyId contain the key identifications and the mapping to RTP media flows or FLUTE channels sessions. The identity element identifies the key as defined in clause 6.3.2.1 of [TS 33.246]. The mediaFlow attribute specifies the RTP media flow or FLUTE channel. The value shall be of form <IP-destination-address>:<destination-port>. The mediaFlow element shall be present when more than one RTP media flow or FLUTE channel is defined in one session description element as defined in 5.2.2.1. When only one RTP media flow or one FLUTE channel is defined is the session description, then the mediaFlow attribute may not be present. The delivery method element defines the mapping between the RTP media flow or the FLUTE channel and the key identification. 
XML schema for Security Description 

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema elementFormDefault="qualified" 

    targetNamespace="urn:3gpp:metadata:2004:securitydescription" 

    xmlns="urn:3gpp:metadata:2004:securitydescription" 

    xmlns:xs="http://www.w3.org/2001/XMLSchema">

    <xs:element name="securityDescription">

      <xs:element name="keyManagement" type=" keyManagementType" minOccurs="0" maxOccurs="1"/>

      <xs:sequence>

           <xs:element name="keyId" type="keyIdType" minOccurs="1"

                               maxOccurs="unbounded"/>

      </xs:sequence>
     <xs:attribute name="confidentialityProtection"

                          type="xs:boolean" use="optional" default=”true”/>

     <xs:attribute name="integrityProtection"

                          type="xs:boolean" use="optional" default=”true”/>

     <xs:attribute name="uiccKeyManagement"

                                          type="xs:boolean" use="optional" default=”true”/>
    </xs:element>
    <xs:complexType name="keyManagementType">

      <xs:sequence>

        <xs:element name="serverURI" type="xs:anyURI" minOccurs="1" maxOccurs="unbounded"/>

      </xs:sequence>

      <xs:attribute name="waitTime" type="xs:unsignedLong" use="optional" default=”0”/>

      <xs:attribute name="maxBackOff" type="xs:unsignedLong" use="optional" default=”0”/>

    </xs:complexType>

    <xs:complexType name="keyIdType">

      <xs:attribute name="identity"

                           type="xs:string" use="required"/>

      <xs:attribute name="mediaFlow" type="xs:string"

                           use="optional"/>

    </xs:complexType>

</xs:schema>
Example of a security description

<?xml version="1.0" encoding="UTF-8"?>
<securityDescription 
    xmlns="www.example.com/3gppSecurityDescription" 

    xmlns:xs="http://www.w3.org/2001/XMLSchema-instance"

   confidentialityProtection=”true” 
   integrityProtection=”true” 

   uiccKeyManagement=”true”>

   <keyManagement
       waitTime="5"

       maxBackOff="10">

       <serverURI =http://register.operator.umts/ />

       <serverURI ="http:// register2.operator.umts/" />

   </keyManagement>

  <keyId identity=”<someMSKidA>” mediaFlow=224.1.2.3:4002 />
  <keyId identity=”<someMSKidB>” mediaFlow=224.1.2.3:4004 />

</securityDescription>







































