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Section 5.2.2 of TS 26.346v1.5.0 defines a security description metadata fragment. The fragment is added is the service announcement message, when the one or more components of the user service are confidentiality or integrity protected. The metadata fragment model is depicted below. 
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Figure 5: Simple Description Data Model

SA3 has defined the content of the Security Description fragment in TS 33.246 v6.1.0 in clause 6.3.2.2.2 “Initiation of key management”. The identity of the MSKs is described in clause 6.3.2.1.

[begin TS33.246 v6.1.0]

6.3.2.2.2 Initiation of key management

When a UE has received User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user has triggered the activation of that User Service, the UE should try to get the MSK(s) that will be used to protect the data transmitted as part of this User Service.

NOTE:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

The UE shall receive the following information via the User Service Discovery / Announcement procedures:

-
Fully qualified domain name of the key management server (i.e. the BM-SC). This for the UE to know to which IP address to send the MSK request.

-
Confidentiality protection: on / off.

-
Integrity protection: on / off.

- 
UICC key management required: yes/ no.

-
Identifiers of the MSKs needed for the User Service.


The Key Number part of the MSK ID(s) shall be set to 0x0 to denote the current MSK. Specific Key Number values are not used since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different User Service Sessions.

Editors' Note:
The exact syntax of the service announcement information including security parameters, e.g. possible XML schema of the parameters and its MIME type are to be specified in SA4.

6.3.2.1
MSK identification
Every MSK is uniquely identifiable by its Key Domain ID MSK ID

where


Key Domain ID = MCC || MNC and is 3 bytes long.


MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. The Key Number part is used to distinguish MSKs that have the same Key Domain ID and Key Group part. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted. The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE:
It needs to be ensured that the Key Group parts are unique within an operator, i.e. two BM‑SCs within an operator shall not use the same Key Group value.

If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall delete the older of these two MSKs.

Editor's Note: The handling of MSKs may need some enhancement to cover download services, where the MSK is fetched after the UE has received the encrypted data.

[end]

Discussion

As defined in TS26.346 v1.5.0, a security description fragment is referenced from the delivery method element of the user-service description. The security description fragment contains the key identifiers and procedure descriptions for one delivery method. When different delivery methods use the same security description, the same security description document is referenced from the different delivery method elements. 

The security description contains key identifiers and the server address to request the actual key material. In particular in multicast/ broadcast scenarios, where a large number of UEs need keys, the server may experience a high frequency of key requests.

Proposal

The following bullet list proposes the realization of SA3 security parameters in an xml based security description:


· Fully qualified domain name of the key management server (i.e. the BM-SC). This for the UE to know to which IP address to send the MSK request 
( A list of server addresses is given. Like in file-repair, the uplink and the server must be protected against overload conditions. The overload prevention principles like defined for the File Repair can be re-used.

· Confidentiality protection: on / off
( a flag attribute: Default value is ‘on’

· Integrity protection: on / off.
( a flag attribute: Default value is ‘on’

· UICC key management required: yes/ no.
( a flag attribute: Default value is ‘no’

· Identifiers of the MSKs needed for the User Service.
( List of key ids, which are used in the delivery method. Note, one delivery method may carry either download or streaming traffic. One delivery method is mapped on exactly one MBMS bearer (uses one IP multicast address). (Note, this statement becomes correct, when S4-050101 is agreed)

· 
Mapping information how the MSKs are used to protect the different User Service Sessions.
( implicit mapping via the referencing of metadata fragments. The delivery method element references the sdp for the streaming or download delivery method and it also references the security description. 

Further, when SRTP is used for a specific RTP session, the m-line in the sdp shall be profile “RTP/SAVP”.

Proposal for specification text

5.2.2.3
Service Protection Description

The security description fragment contains the key identifiers and procedure descriptions for one delivery method. When different delivery methods use the same security description, the same security description document is referenced from the different delivery method elements. 
The security description is reference by the protectionDescriptionURI of the deliveryMethod element. The security description fragment shall use the MIME type application/mbms-protection-description.
The security description contains key identifiers and the server address to request the actual key material. The key management servers are protected against overload situations like the associated delivery procedures. Associated delivery procedures are defined in clause 9.4. 
The root element of the security description is the securityDescription element. It contains the key identities, which are required for one delivery method. Further the security description contains one or more key management server addresses (i.e. BM-SC).

The keyManagement element defines the list of key management servers (i.e. BM-SC). The MBMS UE must register with the key management server to receive key material. 
[Editor’s note: the registration procedure is not yet specified]
The key management server is protected like the associated delivery procedures against overload conditions. The key management server shall be selected as defined in clause 9.3.3. The back-off time shall be determined as defined in clause 9.3.2.
The attribute confidentialityProtection defines whether a confidentiality protection scheme is use. [Editor’s note: a definition and a reference are expected from SA3]
The attribute integrityProtection defines whether an integrity protection scheme is use. 
[Editor’s note: a definition and a reference are expected from SA3]
The attribute keyStorage defines the key storage in the MBMS. Valid values are UICC and ME.
[Editor’s note: a definition and a reference are expected from SA3]
The element keyId the key identifications and the mapping to RTP or FLUTE sessions. The identity element identifies the key as defined in clause 6.3.2.1 of [TS 33.246]. The mediaFlow element specifies the RTP or FLUTE session. The value shall be of form <IP-destination-Address>:<Destination-Port>. The mediaFlow element shall be present when more than one RTP or FLUTE session is defined in one session description element as defined in 5.2.2.1.
XML schema for Security Description 

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema elementFormDefault="qualified" 

    targetNamespace="urn:3gpp:metadata:2004:securitydescription" 

    xmlns="urn:3gpp:metadata:2004:securitydescription" 

    xmlns:xs="http://www.w3.org/2001/XMLSchema">

    <xs:element name="securityDescription">

      <xs:element name="keyManagement" type=" keyManagementType" minOccurs="0" maxOccurs="1">

      <xs:sequence>

           <xs:element name="keyId" type="keyIdType" minOccurs="1"

                               maxOccurs="unbounded"/>

      </xs:sequence>
     <xs:attribute name="confidentialityProtection"

                          type="xs:string" use="optional" default=”on”/>

     <xs:attribute name="integrityProtection"

                          type="xs:string" use="optional" default=”on”/>

     <xs:attribute name="keyStorage"

                                          type="xs:string" use="optional" default=”ME”/>
    </xs:element>
    <xs:complexType name="keyManagementType">

      <xs:sequence>

        <xs:element name="serverURI" type="xs:anyURI" minOccurs="1" maxOccurs="unbounded"/>

      </xs:sequence>

      <xs:attribute name="waitTime" type="xs:unsignedLong" use="optional" default=”0”/>

      <xs:attribute name="maxBackOff" type="xs:unsignedLong" use="optional" default=”0”/>

    </xs:complexType>

    <xs:complexType name="keyIdType">

      <xs:attribute name="identity"

                           type="xs:string" use="required"/>

      <xs:attribute name="mediaFlow" type="xs:string"

                           use="optional"/>

    </xs:complexType>

</xs:schema>
Example of a security description

<?xml version="1.0" encoding="UTF-8"?>
<securityDescription 
    xmlns="www.example.com/3gppSecurityDescription" 

    xmlns:xs="http://www.w3.org/2001/XMLSchema-instance"

   confidentialityProtection=”on” 
   integrityProtection=”on” 

   keyStorage=”ME”>

   <keyManagement
       waitTime="5"

       maxBackOff="10">

       <serverURI =http://register.operator.umts/ />

       <serverURI ="http:// register2.operator.umts/" />

   </keyManagement>

  <keyId identity=”<someMSKidA>” mediaFlow=224.1.2.3:4002 />
  <keyId identity=”<someMSKidB>” mediaFlow=224.1.2.3:4004 />

</securityDescription>
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