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Introduction

During the SA3-SA4 joint meeting in Sophia, it was agreed that security functions applicable to the BM-SC were missing from SA4 specifications. Thus this contribution defines the security framework for the Broadcast-Multicast Services (BM-SC). It provides a logical description of the security information, functions and protocols for BM-SC.
This document is an update of the contributions S4-AHP148 / S4-AHP149 from Lucent and reflects the discussion during the current PSM session on this issue. The update is based on the agreed text of S4-AHP160 from Ericsson, 3, Bamboo, Vidiator, NEC, Nokia. 
The present contribution is an update of S4-AHP178, which was not presented during the SA4 PSM hd-doc#6 meeting.
Proposal

We propose that SA4 discusses the required functionality to be included in the BMSC and, if agreed, to include the proposed sections into the specification.
4.4
Functional Entities to support MBMS User Services
Figure 1 depicts the MBMS network architecture showing MBMS related entities involved in providing MBMS user services.
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Figure 1: MBMS network architecture model

MBMS User Service architecture is based on an MBMS receiver on the UE side and a BM-SC on the network side.

The use of the Gmb and Gi interface in providing IP multicast traffic and managing MBMS bearer sessions is described in detailed in [23.246].

Details about the BM-SC functional entities are given in figure 2.
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Figure 2: BM-SC sub-functional structure
[Editor’s note: Note that this picture highlights those BM-SC functional elements, which are relevant for the SA4 work. For instance, the Security Function depicted here is part of the more general Membership function found in Fig. 5a of TS 23.246. Similar, the User Service Discovery/Announcement and Interactive Announcement functions are part of the more general Service Announcement function found in Fig. 5a of TS 23.246. Better consistency with Fig. 5a of TS 23.246 will be achieved during the final cleanup of this spec.]
[Editor’s note: The http interaction between the MBMS UE and the User Service Discovery / Announcement function in figure 1 is outside the scope of this specification]
The Gmb-Proxy function relays the Gmb protocol between the Session function and the GGSN.  

[Editor’s note: SA2 is currently discussing the Gmb Proxy in the architecture. It is currently unclear whether the Gmb Proxy should be a BM-SC sub-function or belongs to an entity between a GGSN and a number of BM-SC functions. It is also unclear whether the Gmb Proxy would be an optional functionality]
The Session and Transmission function is further subdivided into the MBMS Delivery functions and the Associated Delivery functions.

The BM-SC and UE may exchange service and content related information either over point-to-point bearers and MBMS bearers whichever is suitable. To that end the following MBMS procedures are provided:

· User Service Discovery / Announcement providing service description material to be presented to the end-user as well as application parameters used in providing service content to the end-user

· MBMS-based delivery of data/content (optionally confidentiality and/or integrity protected) from the BM-SC to the UE over IP multicast.

· Key Request and Registration procedure for receiving keys and key updates.

· Key distribution procedures whereby the BM-SC distributes key material required to access service data and delivered content 
· Associated Delivery functions are invoked by the UE in relation to the MBMS data transmission. The following associated delivery functions are available:

· Point-to-point repair for download delivery method used to complement missing data using point-to-point sessions.

· Delivery verification and reception statistics collection procedures [Editor’s note: this is not yet specified]
4.4.1
Content Provider / Multicast Broadcast Source
The Content Provider/Multicast Broadcast Source may provide discrete and continuous media, as well as service descriptions and control data, to the BM-SC to offer services via MBMS broadcast- and multicast bearer services at a time. An MBMS User Service may use one or several MBMS delivery methods simultaneously. The Content Provider/Multicast Broadcast Source may also be a 3rd Party Content Provider/Multicast Broadcast Source. 

The Content Provider/Multicast Broadcast Source function may reside within the operator’s network or may be provided from outside the operator’s network. The Content Provider/Multicast Broadcast Source can also configure the Session and Transmission functions (e.g. delivery or associated delivery). The interface between the Content Provider/Multicast Broadcast Source and the BM-SC is outside the scope of this specification
4.4.2

MBMS Security Function
MBMS user services may use security functions for integrity and/or confidentiality protection of MBMS data. The MBMS security function is used for distributing MBMS keys (Key Distribution Function) to authorized UEs. UEs request the initial keys from the BM-SC and register (using the Registration Function) to receive key updates by key management procedures.  Detailed description of the security functions is provided in [33.246].
[Editor’s Note: The MBMS Security function is to be confirmed by SA3]
4.4.3
MBMS Session and Transmission Function
The MBMS Session and Transmission function transfers the actual MBMS session data to the group of MBMS UEs. The MBMS Session and Transmission function interacts with the GGSN through the Gmb Proxy function to activate and release the MBMS transmission resources. 

The function contains the MBMS delivery methods, which use the MBMS bearer service for distribution of content. Further this function contains a set of Associated-Delivery Functions, which may be invoked by the UE in relation to the MBMS data transmission (e.g. after the MBMS data transmission). 

The BM-SC Session and Transmission function is further described in later clauses of this specification as well as in [23.246].
If security functions are activated for the MBMS User Service, the confidentiality and/or integrity protection is applied by the BM-SC to outgoing MBMS data transmissions. The traffic protection is applied between the BM-SC and the UEs. The security is based on symmetric keys, which are shared between the BM-SC and the UEs accessing the service. For further details on traffic protection see [33.246].

[Editor’s Note: The MBMS Security function is to be confirmed by SA3].
4.4.4
Gmb Proxy function
The Gmb Proxy function relays the Gmb protocol and may fill in the MBMS bearer service oriented attributes. The BM-SC Proxy function is described in [23.246]. 

[Editor’s note: SA2 is currently discussing the Gmb Proxy in the architecture. It is currently unclear whether the Gmb Proxy should be a BM-SC sub-function or belongs to an entity between a GGSN and a number of BM-SC functions. It is also unclear whether the Gmb-Proxy would be a mandatory functionality]
4.4.5
User Service Discovery / Announcement function
The User Service Discovery / Announcement provides service description information, which may be delivered via an MBMS bearer or via the interactive announcement function. 
[Editor’s note: Description of the User Service Description / Announcement function in this clause is ffs]
4.4.6 Interactive Announcement Function. 

An Interactive Announcement Function may offer an alternative means to provide service descriptions to the UE, e.g. using HTTP. The specification of this function is out of scope of this document.

4.4.7
MBMS UE
The MBMS UE hosts the MBMS User Services receiver function. The MBMS receiver function may receive data from several MBMS User Services simultaneously. According to the MBMS UE capabilities, some MBMS UEs may be able to receive data, belonging to one MBMS User Service from several MBMS Bearer Services simultaneously. The MBMS receiver function uses interactive bearers for user service initiation / termination, user service discovery and associated delivery procedures.
In case the MBMS user service is secured, the UE needs one or more cryptographic MBMS service keys, therefore the UE requests the relevant cryptographic MBMS service keys using the MBMS security functions. The received keys are then used for securing the current session.
[Editor’s Note: The MBMS Security function is to be confirmed by SA3].
5
MBMS User Service Procedures

5.3.1
MBMS User Service initiation procedure
MBMS user service initiation refers to UE mechanisms to set-up the reception of MBMS user service data. During the User Service Initiation procedure, a set of MBMS Bearers may be activated. The initiation procedure takes place after the discovery of the MBMS user service.
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Figure 3: Initiation of an MBMS User Service

[]

1. The User Service Initiation Procedure is triggered and takes a User Service Description as input that has been obtained e.g. by executing the MBMS User Service discovery and announcement functions.
2. The MBMS UE requests MBMS service keys, if security functions are activated for the MBMS User Service. The keys are sent to the UE, after the user is authorized to receive the MBMS service. The request shall be authenticated. Details on the security functions are described in [33.246].
[Editor’s Note: The MBMS Security function is to be confirmed by SA3].
3.  The MBMS UE uses the MBMS activation procedure to activate the MBMS Bearer Service. The MBMS activation procedure is the MBMS Multicast Service activation procedure and the MBMS Broadcast activation procedure as defined in [23.246]. In case the MBMS Broadcast Mode is activated, there is no activation message sent from the UE to the BM-SC. The activation is locally in the UE. Note that the MBMS Bearer Services may already by active and in use by another MBMS User Service. 

3n. In case the MBMS User Service uses several MBMS Bearer Services, the User Service Description contains several description items. In that case, the MBMS receiver function repeats the activation procedure for each MBMS Bearer Service as described in 2. 

The MBMS user service activation consists of (not necessarily in this order):

· MBMS application initiation (this is outside the scope of this specification);

· MBMS bearer service activation, as specified in CN1 specifications [Ref TBA];

· [Security Functions TBD].

[Editor's Note: : Details on the security parameters are for further study.
[Editor's Note: Some more information is required on the MBMS User Service Description to finalize the MBMS user service initiation section]
The following information may be required to initiate the MBMS user service: 

· [Unique Service Identifier];

· [Service type: streaming, messaging, etc. (to launch the right application in the terminal)];

· [service-language(s)];

· [session identification]; 

· [user service session start/stop time];

· [Delivery method: streaming, download, …]

· [Destination Port number, Source and Desctination IP addresses, protocol];

· [media types and codecs];

· [QoS, data rates, UE MBMS bearer capability requirements];

· [FEC on/off, related parameters];

· [File Repair on/off, related parameters]:

· [delivery reporting on/off, related parameters]

· [security on/off and related parameters];
· [mode of bearer(s): broadcast/multicast];
[Editor's Note: the above list is for further study]
5.3.2
MBMS User Service termination procedure

MBMS user service termination refers to the UE mechanisms to terminate the reception of MBMS user services. A set of MBMS Bearers may be deactivated during this procedure.
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Figure 4: Termination of an MBMS user service

1. The User Service termination Procedure is triggered. A reference to the User Service to terminate is provided as parameter.

2.  If no other MBMS User Service uses the MBMS Bearer service, the MBMS UE uses the MBMS deactivation procedure to deactivate the MBMS Bearer Services. The MBMS deactivation procedure represents the MBMS Multicast service deactivation procedure and the MBMS Broadcast deactivation procedure as described in [23.246]. In case the MBMS Broadcast Mode is deactivated, there is no message sent to the BM-SC. The deactivation is only locally in the UE.

2n. In case the MBMS User Service uses several Bearer Services, the UE repeats the deactivation procedure for each Bearer Service as described in 2.

5.4
MBMS Data Transfer Procedure

MBMS Data Transfer procedure refers to the network (and UE) mechanism to transfer (and receive) data for one MBMS User Service on one or several MBMS Bearer Services.



Figure 5:Procedure of MBMS Data Transfer

1. The MBMS Delivery Method for the MBMS User Service is triggered by the MBMS User Service Provider. Note, details of the trigger are beyond of this specification.

2 - 2n. The MBMS Delivery function uses the MBMS Session Start Procedure to the GGSN, possibly through the Gmb Proxy function to activate all MBMS Bearer Services, which belong to the MBMS User Service. A unique identifier for the MBMS Bearer service to be activated (i.e. the TMGI) is passed on as a parameter.

3. – 3n. The data of the MBMS user service are transmitted to all listening MBMS UEs. Several MBMS Bearer services may be used to transmit the MBMS user service data. MBMS user service data may be integrity and/or confidentiality protected. In case MBMS user service data are integrity and/or confidentiality protected, MBMS traffic keys are delivered simultaneously on the same or a different MBMS bearer. 

4. – 4n. The MBMS Delivery function uses the MBMS Session Stop procedure to trigger the GGSN, possibly through the Gmb Proxy function to release all MBMS Bearer Service for this User Service. A unique identifier for the MBMS Bearer service to be deactivated (i.e. the TMGI) is passed on as a parameter.
5. In case associated delivery procedures are allowed or requested for an MBMS User Service, the MBMS UE sends an associated-delivery procedure request to the associated -delivery function. The BM-SC may authenticate the user (see [33.246]). The MBMS UE may need to wait a random time before it starts the associated delivery procedure according to [ref to associated-delivery chapter]. 

[Editor’s Note: The MBMS Security function is to be confirmed by SA3]
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