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1 Introduction

The purpose of this document is to express the requirements within the context of the MPEG-21 Multimedia Framework for the specification of Intellectual Property Management and Protection. These requirements will be used as a guide to measure the functionality and scope of MPEG-21 specifications addressing IPMP. Note that the requirements expressed in this document are requirements on the IPMP specification and not on an implementations of this specification. 

The MPEG-21 Multimedia Framework will allow systems to be developed to control the flow and usage of DI throughout the Framework in accordance with the relevant Users wishes, in an interoperable way. The MPEG-21 framework must allow Users to define the level of protection and management that best suits their specific risk, benefit and trust requirements.

These requirements should be seen in the context of the background information provided in the Annex B and of the larger MPEG-21 requirements [4].

1.1 Terminology

Domain. A grouping of MPEG-21 Peers or components thereof. 

Governance. Specification of and compliance with constraints imposed by a User on creation, distribution, processing and other actions on Digital Items (including its parts: DID, Resources and metadata). 

Governed Digital Item or Resource. A Digital Item or Resource over which there is Governance.

Governed Domain. A Domain in which the processing or creation of Digital Items is predictably managed according to Governance.

IPMP Capability. The ability to perform one or more IPMP functions.

IPMP System. A set of IPMP tools that work together.

IPMP Tool. A component within an MPEG-21 Peer that provides an IPMP Capability.

Model. An approximation, representation, or idealization of selected aspects of the structure, behavior, operation, or other characteristics of a real-world process, concept, or system. Note: Models may have other models as components [8].  
MPEG-21 IPMP. The MPEG-21 IPMP Standard.
Peer. A device or application that compliantly processes a digital item [1].

Protection. Technical measures for the preservation of confidentiality, integrity and/or availability. 

Reference Model. A reference model is a model of all of the essential system components, component services (functions), and the relationships between them. Two examples of commonly-known reference models are: 

· The Reference Model for Frameworks of Software Engineering Environments [9]. 

· The Technical Architecture for Information Management (TAFIM) reference model [10].

Trust. Assured reliance on expected behavior.

Trust Management. The mechanisms by which Trust can be declared and established. 

User. An entity that interacts in the MPEG-21 environment or makes use of a Digital Item or Resource. Such entities include all members of the value chain (e.g., creators, rights holders, distributors and consumers of Digital Items). [1]
For consistency, this document adopts the terminology that is being used within the MPEG-21 specifications. Readers are therefore encouraged to read these specifications ([1], [2], [3], [5], [6] and [7]).  For convenience, some terms drawn from these specifications are repeated in Annex C of this document.

2 General Requirements

This section contains requirements of broad scope.

2.1 Interoperating with other parts of MPEG-21

	Requirement
	MPEG-21 IPMP shall be compatible with other MPEG 21 parts.

	Note
	In particular this must be compatible with DI.

	Example
	


2.2 Flexibility and extensibility
	Requirement
	MPEG-21 IPMP shall be flexible and extensible.

	Note
	MPEG-21 IPMP needs to be able to cope with new developments and technologies.

	Example
	There are many existing and will be many new protection technologies.


2.3 Leverage on Industry Standards

	Requirement
	MPEG-21 IPMP shall use existing MPEG and other widely-adopted industry standards, wherever possible, for any mechanisms and methods required for effective management and protection of IP associated with Digital Items across multiple implementations of MPEG-21 Peers.

	Note
	MPEG-21 IPMP shall not “re-invent wheels”. MPEG-21 IPMP shall not specify new technologies to implement functionalities, which are already provided by other MPEG standards or other industry standards.

Leveraging on existing industry standards has benefits of ensuring interoperability, utilizing expertise, and shortening IPMP specification development. This implies avoiding proprietary tools and methods, whenever possible, as they may not be publicly analyzed, tested and adopted.

It should be clear that this does not mean that IPMP should not support any proprietary tools and methods. It is the proprietary ones that IPMP should avoid to include as part of the IPMP standard.

	Example:
	Specifying encryption and signature algorithms should be standard ones. For instance, W3C’s XML encryption and signature.
Encryption and signature algorithms normally required for IPMP implementations should be standard ones, such as AES and DSA.


2.4 Leverage of other MPEG IPMP standards

	Requirement
	MPEG-21 IPMP should leverage the existing IPMP specifications to the extent possible and it is also desirable to harmonize MPEG-21 IPMP with MPEG-2/4 IPMP.

	Note
	We will utilize MPEG-2/4 IPMP and IPMPx [11,12] if it is found to be applicable to MPEG-21 IPMP.

It is conceivable that MPEG-21 IPMP will simply hand off to the IPMP Extensions, or that the IPMP-X specification, or elements thereof, will become part of the MPEG-21 IPMP specification. 

	Example:
	


2.5 Interoperability among Peers 

	Requirement
	MPEG-21 IPMP shall enable interoperability across Peers.

	Note
	

	Example
	Signalling of format and IPMP capability requirements.


2.6 Compatibility with non-IPMP Peers

	Requirement
	MPEG-21 IPMP shall support non-IPMP Peers interacting with a Digital Item containing both governed and ungoverned parts and accessing non-governed material.

	Note
	A Peer that does not implement MPEG-21 IPMP shall be able to interact with the parts of a DI that are not governed.

The MPEG-21 IPMP specifications shall not require changes to the format of ungoverned elements.

A DID containing protected part shall still be a DID (conformant to MPEG-21 part 2).

	Example
	


2.7 Ungoverned DIs

	Requirement
	The addition of IPMP information to governed parts shall not affect the ungoverned parts.

	Note
	The IPMP specifications shall not require changes to the format of ungoverned elements.

	Example
	An ungoverened part can be a part which is not protected in a Digital Item containing IPMP.

An IPMP expression can be REL statements, flags that the item is governed, ….


2.8 IPMP information

2.8.1 Carriage of IPMP related information in a DID

	Requirement
	It shall be possible to include IPMP related information in Digital Item Declarations

	Note
	The IPMP information needs to be articulated within the DID to ensure ease of parsing of the expression and carriage in a DI.

	Example
	


2.8.2 Recognition of IPMP information

	Requirement
	MPEG-21 IPMP shall specify how to recognize IPMP information in a DID as IPMP information.

	Note
	

	Example
	


2.9 Granularity of IPMP indication
	Requirement
	IPMP shall provide flexibility in the granularity at which elements of an IPMP System can be indicated. 

	Note
	Some Users may only wish to declare that a complete IPMP system is required for a Peer to process a given DI. Other users may wish to declare their IPMP systems at a more granular level, declaration of individual components that must be used. 

This is also related to IPMP capability specification. 

	Example:
	One DRM vendor may only chose to make their complete DRM system compliant with DIs without exposing how that DRM system processes such DIs. Other vendors may choose to use a more fine grained approach exposing the resources available to other systems.


2.10 Binary representation

	Requirement
	MPEG-21 IPMP shall be compatible with binary representations of MPEG-21 DIs.

	Note
	MPEG is currently working on a binary representation of MPEG-21 DIs based on MPEG-7 BiM.

	Example
	


2.11 Profile Support

	Requirement
	MPEG-21 IPMP shall allow profiling its specification to support a particular application space. 

	Note
	Application-specific profiles are essential to promote interoperability between application-focused MPEG-21 implementations, and to provide a simple mechanism for determining whether two implementations are interoperable (i.e. answer the question “do you support profile X?”). Profiles provide a concise mechanism for expressing what IPMP capabilities are required to interact fully with the Digital Item.

Such profiles should be capable of supporting clients with a wide range of computation capabilities,including light-weight clients.  We also anticipate profiles supporting service models which do not require centralized license servers for transaction.

A core profile shall be defined which all Peers implementing MPEG-21 IPMP shall support, and which will define a minimum set of rights expressions and IPMP capabilities to cover common cases. A well-defined core profile will enable a level of interoperability between all implementations.

	Example:
	


2.12 Governed use of protected DI (parts)
	Requirement: 
	MPEG-21 IPMP shall support mechanisms and tools for governed use by Peer of a DI and its protected parts.

	Note: 
	

	Examples: 
	· Transcoding of an MPEG-4 video clip from CIF to QCIF initially encrypted by AES in gateway. This implies decryption before transcoding and then re-encryption. When the video clip resource is in clear it is in "no-secure" state, so the transcoding operation must be necessary done in some trusted domain.

· Adaptation of rights expressions.


3 Management Requirements

3.1 General

3.1.1 Renewability 

	Requirement
	MPEG-21 IPMP shall support renewability of IPMP Capabilities and Tools.

	Note
	Whether or not MPEG-21 IPMP will define a mechanism for renewability is dependent upon the direction taken by the specification of the MPEG-21 IPMP system. These requirements do not call for standardization of renewability solutions.

	Example
	MPEG-21 IPMP shall be capable of supporting renewability of DIBO libraries and parts thereof.


3.2 License Management

3.2.1 License association

	Requirement
	MPEG-21 IPMP shall support at least the following 4 cases of associating licenses with the target of their governance:

· License within DI

· License referenced within DI

· License service referenced within DI

· None of the above, but license references DI

	Note
	The mechanism for acquisition of licenses (which can be digital items) is out of the scope of MPEG-21 IPMP.

	Example
	


3.2.2 License retrieval indication

	Requirement
	MPEG-21 IPMP shall specify the means to indicate in the DI:

· the location from which the applicable license may be retrieved
· a method or process for acquiring the applicable license

	Note
	

	Example
	A DI contains a link to where the license may be acquired using some communication protocol possibly including a process which when completed delivers the applicable license.


3.2.3 Revocation of Licenses

	Requirement
	MPEG-21 IPMP  shall support mechanisms for revocation of licenses.

	Note
	

	Example
	


3.2.4 Unambiguous expression of governance

	Requirement
	MPEG-21 IPMP shall support unambiguous association of rights expressions with the appropriate part(s) of the DI.

	Note
	This requirement applies both in the case of protected and unprotected rights expressions.

	Example
	A DID with several resources and protected licenses. In this case one should be able to determine what license is applicable to what resource.


3.3 Capability Management

3.3.1 Unique identification of IPMP Tools and Capabilities
	Requirement
	MPEG-21 IPMP shall provide a mechanism by which IPMP Tools and Capabilities can be uniquely identified.

	Note
	This is to prevent two different IPMP Tools or Capabilities being identified in the same way.

	Example
	


3.3.2 Expression of required IPMP Capabilities

	Requirement
	MPEG-21 IPMP shall support expression of the IPMP Capabilities of a Peer that are required for interaction with a complete Digital Item or part thereof.

	Note
	Expression of the capabilities that the peer must support.

	Example
	Capabilities could be: IPMP System, key distribution mechanism, content encryption approach (e.g. ISMACryp), watermarking tools, trust management infrastructure, and user identification mechanisms.


3.3.3 Capability Disclosure

	Requirement
	MPEG-21 IPMP shall support describing the IPMP Capabilities of a Peer.

	Note
	It should be possible for a Peer to disclose its IPMP capabilities (possibly including the IPMP Tools implementing the capabilities). This makes it possible for a communicating Peer to examine IPMP capabilities of another Peer before deciding to engage with it.

This disclosure could be attested.

	Example
	


3.3.4 Capability Matching

	Requirement
	MPEG-21 IPMP shall specify mechanisms for determining whether a disclosed IPMP Capability meets a required IPMP Capability.

	Note
	

	Example
	


3.3.5 Capability Queries

	Requirement
	MPEG-21 IPMP shall support querying an MPEG-21 Peer for its IPMP Capabilities and Tools. 

	Note
	The MPEG-21 Peer being queried may divulge all, some, or no information.

	Example
	A PDA checks whether another Peer has the IPMP capabilities to print a book DI.


3.4 Trust Management

3.4.1 Support for Trust Management

	Requirement
	MPEG-21 IPMP shall support but not specify the mechanisms by which it can be determined that a Governed Domain or User is Trusted.

	Note
	

	Example
	Example mechanisms by which it can be determined that a Governed Domain or User is Trusted: OMA Phase 2 DRM, CPRM, DTCP, TLS.


3.4.2 Trust Management related information

	Requirement
	MPEG-21 IPMP shall support expression of Trust Management related information.

	Note
	Information on which you might base a trust decision or start a process to make such a decision.

	Example
	Trust related metadata that indicates the trust requirements on a User or Governed Domain it has to fulfill in order to be allowed to process the DI.


3.4.3 Carriage of Trust Management related information

	Requirement
	MPEG-21 IPMP shall specify how Trust Management related information is carried in a DID.

	Note
	

	Example
	


3.5 Usage State Management

	Requirement
	MPEG-21 IPMP shall support usage state information, and its persistent confidentiality, integrity and availability throughout its entire lifecycle.

	Note
	This includes sharing the usage history with all IPMP systems and allowing Users to share and transfer rights.

	Example
	A DI may have a license associated with it that specifies that it may only be played a certain number of times.


3.6 Support for secure event reports

3.6.1 Response to governed Event Report Requests
	Requirement
	MPEG-21 IPMP shall support the Governance and Protection of Event Report Requests.

	Note
	In the case of a User receiving a governed ER-R, the ER-R should be able to be executed in the way intended by the User who created the ER-R. 

	Example
	The original Creator of a digital item may set a condition of the Play permission that he is sent a report of when and how many times his Digital Item is Played by another User - insisting that the second User transfer such reports by a secured, authenticated process.


3.6.2 Governance of Event Reports

	Requirement
	MPEG-21 IPMP shall support the Governance and Protection of Event Reports.

	Note
	Event Reports can be both governed and un-governed.

	Example
	


3.7 Dependence on inter-Peer communication

3.7.1 Unconnected/connected operation

	Requirement
	MPEG-21 IPMP shall support operations in connected and unconnected environments.

	Note
	

	Example
	Exchange (governed) DIs using removable media between MPEG-21 Peers with no network connections.


3.7.2 Removable Media support

	Requirement
	MPEG-21 IPMP shall support the exchange of Governed DIs using removable media.

	Note
	Besides exchange and use of content, also writing content to removable media should be taken into account.

	Example
	


3.7.3 Read-only Media support

	Requirement
	MPEG-21 IPMP shall support Governed DIs stored on read-only media.

	Note
	

	Example
	


3.7.4 Service models not requiring disclosure of user information

	Requirement:
	MPEG-21 IPMP shall support service models requiring user information not to be disclosed to third parties. 

	Note:
	This is one of many models which should be supported.

	Example:
	There are models in which the transfer of private data to a third party is not required or is subject to explicit approval.


4 Protection & Governance Requirements

4.1 Protection

4.1.1 Protection of Digital Item parts

	Requirement
	MPEG-21 IPMP shall support the Protection of different parts within the same DI in different ways.

	Note
	A part can be a resource, REL expression, statement, and any xml element.

A DI may contain resources in a format not specified by MPEG.

In the case that a DI carries a protected part, MPEG-21 should indicate how this is done.

Within the framework of a DID it should be possible to include protected resources.

It should be noted that a Digital Item can contain information in both MPEG and non-MPEG formats.

	Example
	A DI containing a protected video stream.

A DI with a protected REL statement.


4.1.2 Protection detection

	Requirement
	MPEG-21 IPMP shall provide means for detecting that a DI or part of a DI is Protected.

	Note
	

	Example
	


4.2 Governance

4.2.1 Determination of governance

	Requirement
	MPEG-21 IPMP shall provide means for detecting that a DI or part of a DI is Governed.

	Note
	This includes protected DI (parts). 

	Example
	


4.2.2 Governance on DID parts

	Requirement
	It shall be possible to mix governed and ungoverned elements in a single Digital Item.

	Note
	

	Example
	

	
	


4.3 Protected and Governed Associations

	Requirement
	MPEG-21 IPMP shall support Protected and Governed associations between DIs and DI parts.

	Note
	

	Example
	Associations between DI identifications, DI resources, governance information and other meta-data associated with or contained in a DI.


4.4 Support for Persistent Association

	Requirement
	MPEG-21 IPMP shall support Persistent Association Tools.

	Note
	MPEG has issued a Technical Report covering  evaluation techniques for Persistent Association technologies but has not issued a standard in this area. W6274 – PAT PDTR

	Example
	


4.5 Authentication

4.5.1 IPMP Tools Authentication

	Requirement
	MPEG-21 IPMP shall support authentication of IPMP Tools.

	Note
	IPMP systems will need to authenticate IPMP Tools to build trusted IPMP implementations.

	Example
	Acme IPMP implementation is only certified to work with XYZ's RSA implementation. XYZ's RSA implementation may have to present a certification to Acme's IPMP implementation.


4.5.2 Authenticate User/Peers/Governed Domains

	Requirement
	MPEG-21 IPMP shall support the authentication of Users, Peers and Governed Domains.

	Note
	

	Example
	The license associated with the DI contains the condition that the DI only be copied or transferred to Users, Peers or Governed Domains certified by XYZ Security Auditors.

Authentication of a given User against the Principal of an REL license.


4.6 IPMP Adaptation of Governance and/or protection

	Requirement
	MPEG-21 IPMP  shall support mechanisms for governed adaptation of governance and/or protection at any point in the lifecycle of the DI.

	Note
	

	Example
	The license for a DI indicates that trusted device ‘A’ may adapt the governance from governance ABC to governance XYZ. The license for a DI indicates that trusted device ‘C’ may adapt the protection from DES to AES.


ANNEX A – Evaluation Criteria
A.1
Goals:

MPEG is striving to produce an IPMP standard which is:

· As simple as possible to achieve the stated requirements

· Complete against the stated requirements

· Coherent

We will evaluate the proposals in the light of these goals.

A.2
Instructions to Proponents:

Proponents should look at the included call for proposals [Ref] to understand the procedure for submittal.
Proponents are also invited to:

· set out how their proposals meet these evaluation criteria.

· clearly identify any standards recommended. Where standards may appear to be applicable in areas covered by the submission we would invite proponents to indicate why they have not been used.

A.3
Evaluation of Proposals by MPEG

The following evaluation criteria will be used to evaluate responses to the call for proposals. This will be based on the information in the submissions and the knowledge of the experts present at the evaluation.

The evaluation leads to selecting relevant elements in the proposals and developing a specification based upon the responses to this Call. However, MPEG reserves the right to adopt none, one, or a combination of several proposals. All decisions will be made by consensus within the MPEG committee.
A.4
General evaluation criteria
In our evaluation we will apply the following criteria in judging how well a proposal meets the requirements:

1.1. Whether they reflect the goals set out in the MPEG-21 visions document [4].

1.2. The range of implementations that they support, this includes;

1.2.1. the range of inter-peer communication infrastructure types supported,

e.g standalone peers, direct communication between two Peers, a complex network of peers including servers, back office, adaptation engines etc,
1.2.2. the range of supported terminals (from low power portable devices up to fully featured multi-media terminals).

1.3. The simplicity, clarity, completeness and cohesion of the proposed solution.

1.4. The interoperability provided.

1.5. Compatibility with a wide range of use cases, markets and applications.

1.6. Where standards are referenced preference will be given to MPEG standards, then other recognized international standards.

ANNEX B – High-Level Goals
This Annex sets the stage for the specification requirements by expressing the high level goals of different members of the value chain.

The intention of MPEG-21 IPMP is to create a standard that facilitates the interoperable deployment of IPMP-enabled content and applications (including systems, services and devices).  The standard needs to combine enabling development of applications of ease-of-use for the end-user along with support for expressive and consistently applied business models across every MPEG-21 User. To the end-user, applications based on the standard should allow transparent and seamless usage of acquired content, and rights to content, across devices and networks.

The following sections provide a brief synopsis of some of the goals of five communities of Users that MPEG-21 IPMP must accommodate: end-users or consumers, content providers, device manufacturers, service providers, and content authors.  We do not presume to be complete (or even entirely correct) in our coverage of these goals, but we have attempted to extract some of the more critical elements from the IPMP perspective.  While it is expected that some of the goals from one community may conflict with goals of other communities, it is critical that we articulate these goals and consider them in the overall MPEG-21 IPMP specification development process. 

B.1
Goals from End-User Perspective

Fundamentally, end-users want content to be available and accessible.  This means having access at anytime and in a form that works on whatever devices or in whatever applications that they might use.  Above all, such availability and accessibility must be intuitive and easy to use.  If the rules associated with using content are hard to understand and do not reflect typical usage models that have been made possible as a result of the current technological environment and advances, end-users will continue to use illegitimate services that do meet their needs.

In order for MPEG-21 to be widely adopted, it has to support a wide range of content usage models. To the end-user, these usage models include:

· Usage models common to those experienced with physical media (e.g., transparent use across devices, back-up of content or rights, recording for use on portable devices, giving content as a gift, temporarily loaning it to someone else, and so on).

· Usage models consistent with protocols, applications, and services associated with public networks and commercial content distribution networks.  For example, MPEG-21 IPMP facilitates models in which one’s content may be accessed via a network – wired or wireless – from a remote location using relevant networked services.

· Usage models consistent with protocols and applications based on peer-to-peer services (community-based discovery, distribution and consumption of content)
MPEG-21 should support end-users’ ability to collect their content in personal content libraries and use it, predictably and intuitively, in all of their devices and applications.  

It should be possible to import legitimate content into such a personal library regardless of the way content was acquired. MPEG-21 and MPEG-21 IPMP can make new services and content usage models attractive to end-users by supporting functionalities such as rich search, browse and discovery of both content and services. 

Pervasive throughout all of these needs is that the effects of IPMP on the use of MPEG-21-enabled services and products should be as unobtrusive as possible, and that IPMP should not interfere with intuitive, but legitimate content usage.

B.2
Goals from Content Provider Perspective

Content providers want to be able to inject content into systems designed using the MPEG-21 Multimedia Framework with confidence that it will be used in accordance with their requirements.  This will facilitate the creation of rich and intuitive business models and end-user experiences. It is in content providers’ interests for MPEG-21 to empower service providers to offer attractive services, with the assurance and confidence that all parties will be remunerated according to applicable agreements. Ideally, the new services and usage models that they promote will be attractive enough that consumers will readily pay for them, and, when given a choice, users will prefer legitimate services as attractive and even obvious alternatives to illegitimate services.

MPEG-21 IPMP should facilitate the creation of rich business models, where offerings to consumers can evolve over time and adapt to an individual user’s needs. This implies that it should be possible to have multiple and dynamically generated offers associated with the same Digital Item, thereby avoiding re-encoding and re-packaging.

MPEG-21 IPMP should facilitate the design of creation and dissemination services that simultaneously meet the needs of content providers and end-users (as well as those of all other value chain participants). 

MPEG-21 IPMP mechanisms should be usable with multiple content formats.  (This may prove challenging, but it is important to address from a practical standpoint). Since dynamic upgrade may not always be possible there may also be a need for services that can format content in response to expressed device capabilities.  That is, the framework must be capable of delivering what it is that consumers are capable of rendering as long as the rendering platforms meet content providers’ and rights holders’ needs.

B.3
Goals from Hardware/Software Manufacturer Perspective

MPEG-21 and MPEG-21 IPMP must enable manufacturers to design and market new software, devices and equipments (in the remainder of this subsection called ‘terminals’) that consumers want to use and buy.

Interoperability is a fundamental requirement for MPEG-21 IPMP.  Understanding what aspects of IPMP should be standardized to promote interoperability among terminals and services is particularly critical.

MPEG-21 IPMP will give manufacturers opportunities to more permanently connect to consumers, post-sales, by increasing the value of their terminals through connection to a rich set of services for discovery of, and access to, content.

Cost is always an important factor, notably for hardware device manufacturers. Rich functional requirements need to strike a balance with respect to device complexity.

MPEG-21 should not only support the kinds of terminal usage that consumers have come to expect, but also provide a fertile ground for new kinds of terminals that expand on those usage models.

The framework must support terminals connecting to each other and enable seamless inter-exchange of content while at the same time respecting and enforcing content provider requirements.  Terminals should also be able to discover and connect to services that support content discovery, management and broad accessibility.

Complexity resulting from duplication of formats and tools and the need for downloadable tools can be accommodated to some extent in software, but should be carefully considered – minimized – to enable implementation of MPEG-21 IPMP in hardware devices.

There will be many different types of terminals with a wide variety of capabilities, but the ways in which they interface with, and take advantage of, the Multimedia Framework must be as intuitive and consistent as possible. MPEG-21 IPMP should therefore be designed such that manufacturers may easily design terminals that consumers understand and that provide support for popular but legitimate types of usage.

IPMP should minimally impact terminal manufacturers in their efforts to meet the needs of their customers, while it should maximize the protection and enforcement of content provider rights and associated obligations.

B.4
Goals from Service Provider Perspective

The goals from service providers are much like those from content providers, in that MPEG-21 enables service providers to deploy new and attractive commerce services.  

For rich services, IPMP needs to support new business and usage models that respond to value chain participant demands and further enable legitimate digital content distribution. In order to provide these rich services, service providers need for the Multimedia Framework, and in particular IPMP, to facilitate integration of services with the framework.  

The extent to which these goals are met will have direct impact on the overall interoperability of services, devices and applications.  The framework must be as interoperable from a service developer/provider perspective as it is from that of the consumer, the content provider and device manufacturer.  

Once this is achieved, content can flow and be created within a framework of new and dynamically evolving services and devices such that all existing and evolving needs are continually being met.

MPEG-21 should provide for straightforward creation of rich sets of services that support all value chain members – content providers, device manufactures and consumers. 

Service topologies supported by the framework should address centralized as well as distributed models including client-server and peer-to-peer deployments and web of trust as well as hierarchical trust models.

B.5
Goals from Content Author Perspective

Authors and creators expect to disseminate and commercially distribute their works without restriction, benefiting from a free flow of their creations without unwarranted risks due to their undesired use or re-use. They anticipate that they (or their representatives) will achieve control over the scope and extent of use of their works no matter how wide the dissemination and/or distribution.

Authors and creators have both moral and economic legal rights over the works they create. The identification of these underlying works when they are manifested as DI Resources is vital for them, to manage the exploitation of their works. Thus, MPEG-21 should allow for identifying underlying works by MPEG 21 compliant Peers. It should also accommodate identifiers standardised by other bodies including international standards organisations and industry associations.

Creators wish to express the terms and conditions for use and re-use of their works by other parties. They want to ensure that the MPEG-21 Multimedia Framework can accommodate these conditions. 

Furthermore, creators and their representatives want the MPEG-21 Multimedia Framework to enable processes that inform them about the use of works, and changes and adaptations to them.

B.6
Goal of Interoperability

This subsection discusses the way in which MPEG can enable and promote interoperability in IPMP through standardization in MPEG-21.

MPEG will not and cannot provide full end-to-end IPMP interoperability just by itself. MPEG will not instantiate or mandate the instantiation of the required certification authorities, which are needed to certify that implementations are secure enough to be trusted with governed MPEG-21 Digital Items. What MPEG can and should do is to enable other industry bodies to adopt MPEG-21, and to mandate or run such authorities. MPEG thus provides a framework that allows third parties to define ‘islands’ of interoperability in which participants agree on IPMP infrastructure. MPEG-21 must also facilitate the expression of mutual trust relationships between these islands, if and when business relationships are established. Once these relationships are established, MPEG-21 facilitates the flow of content between such islands – potentially with some restrictions, and possibly through services that provide some translation between different IPMP formats.

MPEG has always worked this way: other bodies take MPEG’s results and use them to build interoperable infrastructures. An example is the Internet Streaming Media Alliance which has taken MPEG-4, chosen specific interoperability points and added transport protocols and more recently a draft specification for encryption. Another example is DVB, which has built its digital TV standards on MPEG-2. TV Anytime is looking to use MPEG-7 standards, etc. etc.

In short, MPEG needs to assume that other industry fora and consortia, closer to actual implementations, mandate the appropriate and required certification authorities.

Annex C. Terms and Acronyms

	Term
	Definition or synonymous term(s)

	Action
	Any kind of interaction with a Digital Item.

	Condition
	A stipulation, proviso, or limitation that must exist or be fulfilled before a Permission can be exercised or granted.

	Container
	A potentially hierarchical structure that allows Digital Items and/or Containers to be grouped [4].

	Digital Item
	A structured digital object with a standard representation, identification and meta-data within the MPEG-21 framework. This entity is also the fundamental unit of distribution and transaction within this framework [1].

	Digital Item Adaptation
	A process where a Digital Item is subject to a resource adaptation engine and/or a descriptor adaptation engine, which together produce a modified Digital Item [4].

This is what MPEG-21 part 7 is about [7].

	Digital Item Declaration
	A uniform and flexible abstraction and interoperable schema for defining Digital Items [4]. 

This is what MPEG-21 part 2 is about [2].

	Digital Item Identifier
	A token that uniquely designates and enables the recognition of a digital item, its organisation and attributes.

This is what MPEG-21 part 3 is about [3].

	End User
	A User taking the role of consumer, i.e. being at the end of a value or delivery chain (a human consumer, an agent operating on behalf of a human consumer, etc.). Note: “User” refers to all participants in the value or delivery chain [1, 4]. 

	Extensibility
	The ability to support future additions and enhancements without requiring fundamental change to the original structure.

	Fragment
	A portion that unambiguously designates a specific point or range within a Resource [2].

	Interoperability
	The situation achieved when two or more technical systems can exchange and interpret information directly in a predictable way that is satisfactory for the users of the systems.

	Life Cycle
	All events implicated in the existence of a Digital Item, including creation, exploitation, transfer and disposal.

	Marks
	Any information embedded in or distinguishing information extracted from a Digital Item or Resource (e.g. watermarks, fingerprints).

	Obligation
	A course of Action that a person or entity is bound to perform when exercising a granted Permission.

	Peer
	A device or application that compliantly processes a Digital Item [1]

	Permission
	Approval granted by a rights owner, the owner’s agent, or a competent authority.

	Privacy
	The ability of a User to control access to and usage of that particular User’s personal information [1]. 

	Resource
	An individually identifiable asset such as a video or audio clip, an image, or a textual asset. A Resource may also potentially be a physical object [1].

	Rights Data Dictionary
	A dictionary of key terms which are required to describe rights of those who control digital items, including intellectual property rights, and the permissions they grant, that can be unambiguously expressed using a standard syntactic convention, and which can be applied across all domains in which rights and permissions need to be expressed.

This is what MPEG-21 part 6 is about [6]. 

	Rights Expression Language
	A machine-readable language that can declare rights and permissions using the terms as defined in the Rights Data Dictionary.

This is what MPEG-21 part 5 is about [5].

	Role
	A set of functions performed by a User or Users in combination.

	Tool
	A hardware or software module that performs one or more (IPMP) functions such as authentication, decryption, watermarking, etc.

	Transaction
	Exchange between two or more parties involving a Digital Item. 


	Acronym
	Definition

	API
	Application Program Interface

	DIA
	Digital Item Adaptation

	DIBO
	Digital Item Base Operation

	DID
	Digital Item Declaration

	DII
	Digital Item Identification

	IPMP
	Intellectual Property Management and Protection

	ISO
	International Organisation for Standardisation 

	MPEG
	Moving Picture Experts Group

	RDD
	Rights Data Dictionary

	REL
	Rights Expression Language

	URI
	Uniform Resource Identifier 

	URL
	Uniform Resource Locator

	XML
	Extensible Markup Language
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