TD02

page 1 of 5

Joint ETSI TC LI and 3GPP SA3 LI meeting

Povoa de Varzim, Portugal, 22 - 23 July 2004

	Source:
	Nokia


	Title:
	Overview of the Interception and the Handover specs’ relations


	Spec:
	ETSI TR 101 943, ETSI TS 101 671, 3GPP TS 33.108.

	Notice:


	The author of this document declares that the document may be stored in the public ETSI TC LI and 3GPP SA3 LI docboxes.
	X


	Document for:
	Decision:
	

	
	Discussion:
	X

	
	Information:
	X


	Contact details: 
	giorgi.gulbani@nokia.com


1. Introduction
A number of standardization fora produce specifications for the lawful interception and the handover of the result of the interception. This paper attempts to give an overview of how these efforts are related to each other.

2. Scopes and relations 

3GPP SA3 LI is responsible for the global LI specs for only mobile networks (UMTS/GSM) and specifically for WLAN-UMTS interworking network (i.e. LI in WLAN proper is out of 3GPP scope).

ETSI assumed responsibility for providing LI framework for various technologies, including GSM, PSTN, ISDN, TETRA, wireline IP networks, and respective services. Various ETSI committees, such as TC LI, AT, TETRA and TISPAN (descendent of the former SPAN and the former TIPHON) support this initiative. Initially ETSI had European scope, but ETSI welcomes every other region to use its deliverables.
ETSI TC LI has produced generic Stage 1 specs for interception domain, and  Stage 1, Stage 2 and Stage 3 specs for Handover Interface. 

Note:

Some of ETSI TR’s and ETSI EG’s have respective ETSI EN and/or ETSI ES, and/or ETSI TS. Such TR’s and EG’s were excluded from this paper.

In USA CALEA defines LI requirements. A number of LI fora make specs, which cover various technologies and services.

 

2.1 UMTS/GSM interception domain and respective handover domain specs

3GPP SA3 LI specs for UMTS/GSM networks (CS and PS domains) are:

· Interception domain:

3GPP TS 33.106 “Lawful Interception Requirements”. Stage 1 spec.

3GPP TS 33.107 “Lawful Interception Architecture and Functions”. Stage 2 spec.

3GPP TR 41.033 “Lawful Interception requirements for GSM (Release 5)”. Stage 1 spec. Not clear why 3GPP TS 33.106 cannot be used instead.
3GPP TS 42.033 “Lawful Interception - stage 1 (Release 5)”. Not clear why 3GPP TS 33.106 cannot be used instead.
3GPP TR 43.033 “Lawful Interception; Stage 2 (Release 5)”. Not clear why 3GPP TS 33.107 cannot be used instead.

GSM TS 01.33 “Interception requirements for GSM”. Stage 1 spec. Outdated by 3GPP TS 33.106.
GSM TS 02.33 “Lawful Interception - Stage 1”. Outdated by 3GPP TS 33.106.

GSM TS 03.33 “Lawful Interception; Stage 2”. Outdated by 3GPP TS 33.107.
· Handover domain:

3GPP TS 33.108 “Handover interface for Lawful Interception”. Stage 1, stage 2 and stage 3 spec. Note, that this spec can be used for mixed UMTS and GSM networks.

ETSI TC LI specs for GSM networks (CS and PS domains) are:
· Interception domain (only generic specs. GSM specific - none):

ETSI TS 101 331 “Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies”. Stage 1 spec.

ETSI ES 201 158 “Telecommunications security; Lawful Interception (LI); Requirements for network functions”. Stage 1 spec.

· Handover domain:

ETSI ES 201 671 “Handover interface for the lawful interception of telecommunications traffic”. Stage 1, stage 2 and stage 3 spec.

ETSI TS 101 671 “Handover interface for the lawful interception of telecommunications traffic”. Stage 1, stage 2 and stage 3 spec. TS 101 671 is always up-to-date. Updates to ES 201 671 are done seldom.

US specs for UMTS/GSM networks (CS and PS domains) are:

· Interception domain:

None for UMTS/GSM
· Handover domain:

J-STD-025 “Lawfully Authorized Electronic Surveillance”. Stage 1, stage 2 and stage 3 spec. GSM CS and PS (GPRS). For UMTS J-STD-025-B points to 3GPP TS 33.106, TS 33.107 and TS 33.108.

ANSI TS T1.724 “ UMTS Handover Interface for Lawful Interception”. Stage 1, stage 2 and stage 3 spec. Currently based on 3GPP TS 33.108v5.4.0 with certain controversial amendments.
2.2 PSTN, ISDN, TETRA, Digital Broadband Cable Access and WLAN interception domain, and TIPHON. Respective handover domain specs
3GPP SA3 LI does not cover PSTN, ISDN, TETRA, Digital Broadband Cable Access and WLAN interception domain, and TIPHON.
ETSI TC LI specs for PSTN, ISDN, TETRA, Digital Broadband Cable Access and WLAN interception domain, and TIPHON are:

· Interception domain:

ETSI TS 101 331 “Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies”. Stage 1 spec.

ETSI ES 201 158 “Telecommunications security; Lawful Interception (LI); Requirements for network functions”. Stage 1 spec.

ETSI EN 301 040 “Terrestrial Trunked Radio (TETRA); Security; Lawful Interception (LI) interface”.
ETSI TS 101 909-20-1 “Digital Broadband Cable Access to the Public Telecommunications Network; IP Multimedia Time Critical Services; Part 20: Lawful Interception; Sub-part 1: E.164 Voice Telephony Services”.

ETSI TS 101 909-20-2 “Digital Broadband Cable Access to the Public Telecommunications Network; IP Multimedia Time Critical Services; Part 20: Lawful Interception; Sub-part 2: Services not related to E.164 Voice Telephony”.

ETSI TS 102 227 “Telecommunications and Internet Protocol Harmonization Over Networks (TIPHON) Release 4; Functional Entities, Information Flow and Reference Point Definitions; Lawful Interception”.

ETSI TR 102 053 “Telecommunications security; Lawful Interception (LI); Notes on ISDN lawful interception functionality”.

ETSI EG 201 781 “Intelligent Network (IN); Lawful Interception”.

ETSI DTR/LI-00014 “Lawful Interception of WLAN Internet Access”. Draft.

· Handover domain:

ETSI ES 201 671 “Handover interface for the lawful interception of telecommunications traffic”. Stage 1, stage 2 and stage 3 spec.

ETSI TS 101 671 “Handover interface for the lawful interception of telecommunications traffic”. Stage 1, stage 2 and stage 3 spec. This TS is always up-to-date. Updates to ES are done seldom.

ITU-T recently has drafted a handover domain spec “Technical Survey of the Lawful Interception Requirement & Standardization”, which is almost a replica of 3GPP TS 33.108 and ETSI TS 101 671. Alignment and maintenance of one more specs would require additional effort. While it is not quite clear why ITU-T cannot use either 3GPP TS 33.108 or ETSI TS 101 671.

US fora do not cover PSTN, ISDN, TETRA, Digital Broadband Cable Access and WLAN interception domain, and TIPHON.
2.3 Wireline IP networks and associated services

3GPP SA3 LI does not cover wireline IP networks and associated services.

ETSI TC LI specs for wireline IP networks and associated services.are:

· Interception domain:

ETSI TS 102 233 “Service specific details for E-mail services”. Stage 2 and stage 3 spec.

ETSI TS 102 234 “Service-specific details for internet access services”. Stage 1, stage 2 and stage 3 spec.

· Handover domain:

ETSI TS 102 232 “Handover specification for IP delivery”. Stage 1, stage 2 and stage 3 spec. 

US specs for wireline IP networks and associated services are:

· Interception domain:

None for wireline IP networks
· Handover domain:

ANSI T1.678 “Lawfully Authorized Electronic Surveillance(LAES) for Voice over Packet Technologies in Wireline Telecommunications Networks”.
3. Proposal 

It is proposed to consider adding a clause to TR 101 943, or an informative annex to ETSI TS 101 671, and 3GPP TS 33.108, which would address the above described matters.
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