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	For IMS-enabled multimedia communication scenarios involving a lawful intercept target, it will be necessary for the LEMF to be able to correlate the media streams (as provided in the CC intercepted by the GSN) with the specific SIP signaling (as provided in the IRI intercepted by the CSCFs) used to establish those media streams.  The principal reasons for this are that:

· The SDP content within the SIP signaling may provide the information required to even be able to decode the media streams.  In certain cases, for example, the information in the RTP header within the media stream packets may not be sufficient to be able to determine the specific encoding used.  The SDP portion of the SIP signaling would need to provide this information.

· The SIP signaling provides information about the participants in a SIP session (other than the target) sending and receiving the associated media streams.

Currently, however, TS 33.108 does not include a discussion as to how this type correlation could be made.  Section 7 (Multi-media domain) of TS 33.108 does mention two parameters (that are part of the IMS-related IRI record sent to the LEMF) that are associated with correlation:  The Correlation number and the LIID.   

The value of the Correlation number parameter needs to be re-evaluated.  The current description in section 7 implies that this number could be used to identify a particular PDP context.  Given that a single SIP session in IMS may actually establish media streams over multiple PDP contexts (not just one), and that SIP itself is capable of carrying the identity of ALL the PDP contexts associated with the SIP session (specifically, the SIP header P-Charging-Vector includes this information), it is unclear that the Correlation number would have any additional value.  This CR proposes to discontinue the use of the Correlation number.

The LIID, on the other hand, can indeed play an important role in facilitating the correlation between IMS IRI and CC.  Ideally, however, the LIID included with the IMS IRI should be the same as the LIID included with the CC. Given that an IMS user can have multiple IMS identities and the GSN may not be aware of which IMS identity is used for a given SIP session, this implies the need to have a single LIID associated with all of the target's IMS identities. This would facilitate the use of the LIID for correlation purposes (between the IMS IRI and the GSN CC).  

The LIID by itself is not sufficient to be able to match a specific SIP session with its associated media streams.  This CR suggests some additional text that provides guidelines for an LEMF to make these types of correlations, relying only on the information within the SIP message reported to the LEMF.
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7
Multi-media domain
This clause deals with IRI reporting in the IMS. See Annexes C and G for CC interception at the SGSN/GGSN.

According to TS 33.107 [19], interception has to be supported in P‑CSCF and S‑CSCF. For the identification of the intercepted traffic only the SIP-URL and TEL‑URL are available. In the intercepting nodes (CSCF's) the relevant SIP-Messages are duplicated and forwarded to the MF HI2.

For clarification see following Figure 7.1. If P‑CSCF and S‑CSCF are in the same network the events are sent twice to the LEMF.
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Figure 7.1: IRI Interception at a CSCF

7.1
Identifiers

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.

For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the HI2 and HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI's of one PDP context.

Interception is performed on an IMS identifier(s) associated with the intercept subject including identifiers such as SIP‑URL and Tel‑URL [30].

7.1.1
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and theoperator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.  Note that, in order to simplify the use of the LIID for the purpose of correlating IMS signalling with SGN CC, the use of a single LIID in association with potentially numerous IMS identities (SIP and TEL URIs) is recommended.
If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

7.1.2
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.


A network element identifier may be an IP address or other identifier.

7.1.3
Correlation number
The use of a Correlation Number in relation to IMS IRI reports is no longer part of this specification.

[CR contribution note:  As stated in the cover page, given that a single SIP session in IMS may actually establish media streams over multiple PDP contexts (not just one), and that SIP itself is capable of carrying the identity of ALL the PDP contexts associated with the SIP session (specifically, the SIP header P-Charging-Vector includes this information), it is unclear that the Correlation number would have any additional value.  Instead of specifying the use of this parameter, it is recommended that the guidelines for correlating IMS IRI with GSN CC, described in the new section 7.3, be adopted.




7.2
IRI for IMS
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information).

2.
Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

	Event
	IRI Record Type

	SIP-Message
	REPORT


A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 7.2: Mapping between IMS Events Information and IRI Information

	Parameter
	Description
	HI2 ASN.1 parameter

	Observed SIP URI
	Observed SIP URI
	partyInformation (sip-uri)

	Observed TEL URL
	Observed TEL URL
	partyInformation (tel-url)

	Event type
	IMS Event
	iMSevent

	Event date
	Date of the event generation in the CSCF
	timeStamp

	Event time
	Time of the event generation in the CSCF
	

	Network identifier
	Unique number of the intercepting CSCF
	networkIdentifier

	
	
	

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	SIP message
	Either whole SIP message, or SIP message header. SIP message header is used if warrant requires only IRI. In such case, specific content in the SIPMessage (e.g. ‘Message’, etc.) must be deleted.
	sIPMessage


NOTE 1:
LIID parameter must be present in each record sent to the LEMF.

NOTE 2:
Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter ‘SIP message’ like IMS (Immediate Messaging) has to be deleted/filtered.

7.2.1
Events and information
This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2 Records Type and Annex B.3 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

Table 7.3: SIP-Message REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URL
	C
	TEL URL of the interception target (if available).

	event type
	M
	Provide IMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	
	
	

	SIP message
	M
	The relevant SIP message or SIP message header.


7.3 Correlation of IMS IRI with GSN CC at the LEMF
This section provides some guidelines pertaining to correlating IMS IRI with GSN CC at the LEMF.  
For IMS-enabled multimedia communication scenarios involving a lawful intercept target, it will be necessary for the LEMF to be able to correlate the media streams (as provided in the CC intercepted by the GSN) with the specific SIP signaling (as provided in the IRI intercepted by the CSCFs) used to establish those media streams.  The principal reason for this is that the SDP content within the SIP signaling may provide the information required to even be able to decode the media streams.  In certain cases, for example, the information in the RTP header within the media stream packets may not be sufficient to be able to determine the specific encoding used.  The SDP portion of the SIP signaling would need to provide this information.  Another important reason is that the SIP signaling provides information about the participants in a SIP session (other than the target) sending and receiving the associated media streams.
The LIID parameter in the IMS IRI and GSN CC can be used to correlating all of the IMS IRI and all of the GSN CC associated with a particular target.  If a single LIID is used in association all of the target's IMS identities (as per a NO/AN/SP agreement with the LEA), the process of associating the IMS IRI and GSN CC information is fairly straightforward.  If, however, multiple LIIDs are used (e.g. one per IMS identity) then the LEMF needs to be able to associate each of the LIIDs that may be used for the IMS IRI with the LIID used for the CC.  
The SIP messsages provided to the LEMF would contain a number of additional items of information that could be relevant with respect to supporting correlations of various types.  Their potential role in correlating IMS IRI and GSN CC (or, more specifically, correlating SIP dialogs with media streams) is discussed below:  
· Call-ID, From tag, To tag :  These SIP headers would identify different SIP messages belonging to the same SIP dialog (a call leg between the target user and a peer SIP user).  It should be noted that the Call-ID alone is not sufficient to identify a dialog.  Correlating specific SIP dialogs with specific media streams is the principal objective of this discussion.
· P-Charging-Vector (IMS Charging ID):  The principal purpose of the IMS Charging ID (ICID) in IMS is to correlate charging information provided by different network entities for the same call.  The ICID could be useful in correlating  SIP messages belonging to the same call, even if their SIP dialog identifiers are modified (e.g. by a B2BUA application server).  It should be noted, however, that the use of the ICID is not necessary for the purpose of correlating SIP dialogs and the corresponding media streams.  
· P-Charging-Vector (GPRS Charging ID, GGSN address):  GCIDs, along with the GGSN address, may be used as identifiers of the PDP contexts.  These identifiers (one for each PDP context used by the SIP session) are made available to the P-CSCF and subsequently to the S-CSCF.  They could be used to correlate SIP messages with the PDP context(s) used.  For the purpose of correlating SIP dialogs with media streams, this type of correlation would be useful, although not essential.

· SDP Connection addresses and ports:  The address and port information within the SDP of the SIP messages need to be matched with the addresses and ports corresponding to the media streams as provided in the CC reports.  This implies a need to look both at the SDP content of the SIP messages as well as in the packets provided by the GSN.  The set of PDP context identifiers included in the P-Charging-Vector could be used to simplify the search for a match.  It should also be noted that the SDP contained in the SIP message may also include essential information about the encoding of each of the media streams, without which it may not be possible to decode.
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