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Discussion:

In order to clarify timing requirements for interception of packet data messages, both signaling and content, the ATIS’ Wireless Technologies and Systems Committee’s Lawful Intercept Subcommittee (formerly T1P1.5) is sponsoring a meeting of technical experts on January 27th, 2005. The meeting is intended to solicit industry input on the timing requirements for packet data interception, to include the applicability of timing in a packet data network as well as the validity of timing and timestamps.

The Subcommittee has sent invitation and a set of questions for 3GPP SA3 LI consideration.

This DP (S3LI05_005) was amended by an appendix presentation (S3LI05_005a), which discusses the technical aspect of the matter. Both the DP and the appendix do not discuss the national specific legal matters, which are out of SA3 LI scope.

In CSCF more than one IRI generating events may happen simultaneously, so more accurate timestamp would not be sufficient. It would be much more efficient, easier and cheaper if CSCF would add a Sequence number parameter to each IRI record, rather than changing the accuracy of clocks in all network elements. Besides, IRI Sequence number would provide for error detection in rare cases when some IRI record was lost. How IRI timestamps could be implemented is illustrated in the attached draft CR (S3LI05_005b), which would be relevant for SA3 LI only.

Proposal:

It is proposed to give the following replies to questions that were sent by the Subcommittee, and attach the presentation (S3LI05_005a).

1. To which technologies do your organization’s intercept timing requirements apply (e.g., voice communication/call, data communication/call, packet communication, Voice over Packet, multi-media communication, etc.)? 

3GPP SA3 LI: 
GSM/UMTS PS domain, which for the purposes of LI includes IMS for IP layer services. That is, PS domain delivers IP packets from/to a mobile user equipment (UE) to/from another end of a communication. Another end of a communication may be another UE or some server. Various Non-Real Time (NRT) or Real Time (RT) services (applications) may be provided to a mobile user on top of the PS domain. 

However, as long as PS domain provides IP services, LI system is responsible only for intercepting LI target’s user plane data at IP layer. 


In general SA3-LI is responsible for interception of all 3GPP service, (including CS,PS and I-WLAN domains).

2. What timing requirements for packet data technology are contained in the lawful interception requirements or specifications that are produced by your group? 

3GPP SA3 LI:
[ADD 33.108 quote]. 
IRI timestamps are mandatory and are aligned with ETSI-TC LI TS101.671v2.11.1 section D5 which states that the minimum resolution required is one second. CC timestamps are optional. In case timestamp is included in CC header, then ETSI-TC LI TS101.671v2.11.1 section D5 states that the minimum resolution required is one second.
3. What were your organization’s reasons for adding timing requirements? [Note that we would like to know what the reasons were at the time of specification, we are not asking you to justify the decision in retrospect.]

3GPP SA3 LI:
SA3-LI timestamp parameter used to report the time are aligned with ETSI LI timestamp. Time information is essential to provide evidence on LI events, in order to provide the date and time an event is detected.
4. Were these timing requirements established based solely on technical requirements?

3GPP SA3 LI:
No. Both on legal and technical requirements.

5. What technical aspects were considered when selecting your organization’s timing requirements? Have you specified or envisioned how to determine if the timing requirements can be verified? Have these requirements been difficult to implement?

3GPP SA3 LI:
It is intended that the IRI record is delivered to a Law Enforcement Monitoring Facility (LEMF) before any CC reaches LEMF. 

6. Does a timestamp of 200 milliseconds have added value over e.g. a 1 second timestamp for the lawful intercept authorities for packet data services (i.e. does your organization see this requirement as useful for the end user, where the end user is a lawful intercept authority)?

3GPP SA3 LI:
None for IRI.

7. Would a timestamp accuracy of 100 milliseconds or less have added value for lawful intercept authorities?

3GPP SA3 LI:
None for IRI.

8. How much time should be allowed for the delivery of a packet data message from the intercept access point to the demarcation point?

3GPP SA3 LI:
We assume this question now addresses CC timestamp. Law enforcement (LE) representatives have requested that both NRT and RT CC must be delivered by TCP proper. This was accepted and implemented in 3GPP TS 33.108.

TCP is NRT protocol, while RT traffic in PS domain obviously runs on top of RT protocol stack (RTP/UDP/IP). The above mentioned LE requirement puts technical restrictions on RT delivery of RT CC data. 

9. How should the timestamp accuracy be defined? Examples taken from the FCC 3rd Report and Order 99-230: (a) a timestamp indicating the timing of the event within an accuracy of 100 milliseconds. See DoJ/FBI Joint Petition for Expedited Rulemaking, filed March 27, 1998, at paragraph 51-52. (b) Each call-identifying message would be timestamped within a specific amount of time from when the event triggering the message occurred. See FCC 99-230, paragraph 28. (c). The Call-Identifying Information Intercept Access Point provides expeditious access to the reasonably available callidentifying information for calls made by an intercept subject or for calls made to an intercept subject. See J-STD-025, at § 4.4. 

3GPP SA3 LI:
This is a legal matter, and therefore is out of 3GPP SA3 LI scope. Technically speaking, in IP networks 1 second accurate IRI timestamps are completely sufficient. Once again, IP networks provide IP services and should be responsible for IP layer interception only.

