Page 1



3GPP TSG-SA3 LI Meeting #14 
Tdoc (
S3LI04_108
Poa de Varzim, Portugal, 19 – 21 July 2004

Working Draft - Interception Events for WLAN Interworking (revision 1)
Spec:


3GPP TS 33.107

Release:

Rel-6

Source: 

ESTS - FBI/CIU

Document for:

Discussion & Action. 

Summary

This contribution is the updated Interception Events document for WLAN Interworking.  It based on the discussion at the April 3GPP SA3-LI meeting and is intended to help progress this work item.

3GPP TSG-SA3 LI Meeting #14/2004 
Tdoc (
S3LI04_108
Poa de Varzim, Portugal, 19 – 21 July 2004
	CR-Form-v7

	CHANGE REQUEST

	

	(

	33.107
	CR
	CRNum
	(

rev
	-
	(

Current version:
	6.1.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Working Draft - Interception Events for WLAN Interworking (RV1)

	
	

	Source:
(

	ESTS – FBI/CIU

	
	

	Work item code:
(

	SEC-LI
	
	Date: (

	19/07/2004

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	Add feature for WLAN Interworking interception.

	
	

	Summary of change:
(

	Add new Clause describing the interception events for WLAN Interworking.

	
	

	Consequences if 
(

not approved:
	Incomplete WLAN implementations.

	
	

	Clauses affected:
(

	9.0

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	This contribution is intended to stimulate discussion regarding the development of a detailed solution for WLAN interworking.


9
Invocation of Lawful Interception for WLAN Interworking Packet Data services

Figure shows the extract from the reference configuration which is relevant for the invocation of the Lawful Interception of the packet data 3GPP WLAN Interworking network.


[image: image1.wmf]  

 

Delivery

 

Function 2P

 

3G ICE

 

 

X2p

 

X3p

 

Delivery

 

Function 3P

 

HI2

 

HI3

 

LEAs

 


Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification. The delivery functions are used:

-
to convert the information on the X2-interface to the corresponding information on the HI2 interface;

-
to distribute the intercept related information to the relevant LEA(s);

-
to distribute the intercept product to the relevant LEA(s).

In case a Packet Data communication  is selected based on several identities (IMSI ) of the same target, the  PDG and/or, WAG will deliver CC and IRI only once to the DF2 and DF3. DF2 and DF3 will then distribute the information to the relevant LEAs.

For the delivery of the CC and IRI the  PDG and/or,   WAG provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

Generation and use of correlation numbers is for futher study.












9.1
Provision of Intercept Product - Short Message Service

Figure 19 shows an SMS transfer from the  PDG (or other CS or PS domain mechanisms
) node to the LEA. Quasi-parallel to the delivery from / to the mobile subscriber a message, which contains the content and header of the SMS, is generated and sent via the Delivery Function 2 to the LEA in the same way as the Intercept Related Information.

The IRI will be delivered to the LEA:

-
for a SMS-MO. Dependent on national requirements, delivery shall occur either when the PDG (or other CS or PS domain mechanisms) receives the SMS from the target WLAN UE or when the PDG (or other CS or PS domain mechanisms) receives notification that the SMS-Centre successfully received the SMS;

-
for a SMS-MT. Dependent on national requirements, delivery shall occur either when the PDG (or other CS or PS domain mechanisms) receives the SMS from the SMS-Centre or when the PDG (or other CS or PS domain mechanisms)receives notification that the target WLAN UE successfully received the SMS.
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Figure 19: Provision of Intercept Product - Short Message Service
9.2
Provision of Intercepted Content of Communications – Packet data WLAN Interworking services

The access method for the delivering of Packet Data WLAN Interworking Intercept Product is based on duplication of packets without modification at  PDG. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery.
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Figure 20: Configuration for interception of Packet Data WLAN Interworking product data

9.2.1
X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the  PDG to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp - optional;

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception. – for further study

9.3
Provision of Intercept Related Information

Intercept Related Information (Events) are for further study.  

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the  PDG, or the AAA Server sends the relevant data to the DF2.

See section 7A for multi-media Intercept Related Information produced at the CSCF.
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Figure 21: Provision of Intercept Related Information

9.3.1
X2-interface

The following information needs to be transferred from the PDG, or the AAA server to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, NAI);

-
events and associated parameters as defined in section 9.3.2 and 9.4 may be provided;

-
the target location (if available);
-
Correlation number;

-
Quality of Service (QoS) identifier.
The IRI should be sent to DF2 using a reliable transport mechanism.

9.3.2
Structure of the events

The set of events are for further study.



















A set of fields as shown below is used to generate the events. The events transmit the information from PDG or AAA server to DF2. This set of fields as shown below can be extended in the PDG or  AAA server, if this is necessary as a national option. DF2 can extend this information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

	Observed NAI
NAI of the target subscriber (monitored subscriber).

	Observed IMSI

IMSI of the target subscriber (monitored subscriber).

	


	Event type

Description which type of event is delivered: .

	Event date

Date of the event generation in the PDG or the  AAA server.

	Event time

Time of the event generation in the WAG, PDG or the  AAA server. Timestamp shall be generated relative to PDG or AAA server internal clock.

	WLAN UE remote address

The WLAN remote address of the target subscriber. Note that this address might be dynamic.

	W-Access Point Name

The W-APN of the access point. (Typically the GGSN of the other party).

	Location Information

Location Information is for further study. 

	


	


	Correlation Number

The  correlation number is for further study.

	SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	Network Element Identifier
Unique identifier for the element reporting the ICE.

	


	


	


	Session Initiator

The initiator  of the , release or modification request either the network or the  WLAN UE.

	


	


	


	



9.4
Packet Data related events



	

	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	

	

	

	

	

	

	

	





	

	

	

	

	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	

	

	

	

	

	

	

	




	

	

	

	

	

	

	

	



For further study.
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