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Summary

For Interception of new IMS services (including WLAN-interworking and MBMS), we faces more and more the situation where an end-to-end tunnel with end-to-end encryption is used. An additional difficulty will be, that content may be multiple encrypted, or keys will change several times during a communication case. 

Example for MBMS where we may have 3 different keys:

· MBMS User Key (MUK) – shared secret between individual user and MB service-centre

· MBMS Service Key (MSK) – one MSK per MBMS group 

· MBMS Traffic Key (MTK) – used to decrypt the data in conjunction with the ‘Key derivation parameters’

3GPP TS 33.106 requires that “When network encryption is introduced, it shall be a national option as to whether the network provides the CC to the agency decrypted, or encrypted with a key available to the agency” (33.106v6.0.0; sub-clause “General principles”, 5.1.2).

Introduction

Due to the fact, that the point of intercept (xGSN) for the content of communication may be not at the end-point of such tunnels, therefore the CC will be provided in encrypted manner. This leads to the fact that we have to think about the option to handover the encryption keys instead of providing decrypted CC.

But all these encryption keys cannot be so easily accessed from lawful interception point of view.

3GPP-SA3 has defined a Network Domain Security Architecture, where content of communication is protected by encryption and also keys, which are needed, for decryption are also well protected. So for LI we need to seek for a way to find a ‘legal breach’ into this security architecture in order to get CC decrypted or as an option, to get at least the encryption keys.

To understand the 3GPP security architecture, here a quotation from 33.210 v6.3.0 (2003-09) “IP Network Layer Security”:

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

ESP
Encapsulating Security Payload

IKE
Internet Key Exchange

IPsec
IP security  - a collection of protocols and algorithms for IP security incl. key mngt.

ISAKMP
Internet Security Association Key Management Protocol

NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

NE
Network Entity

SA
Security Association

SAD
Security Association Database (sometimes also referred to as SADB)

SEG
Security Gateway

SPD
Security Policy Database (sometimes also referred to as SPDB)

5.6.1
Network domain security architecture outline

....

The basic idea to the NDS/IP architecture is to provide hop-by-hop security. This is in accordance with the chained-tunnels or hub-and-spoke models of operation. The use of hop-by-hop security also makes it easy to operate separate security policies internally and towards other external security domains.

In NDS/IP only the Security Gateways (SEGs) shall engage in direct communication with entities in other security domains for NDS/IP traffic. The SEGs will then establish and maintain IPsec secured ESP  Security Association in tunnel mode between security domains. SEGs will normally maintain at least one IPsec tunnel available at all times to a particular peer SEG. The SEG will maintain logically separate SAD and SPD databases for each interface.

The NEs may be able to establish and maintain ESP Security Associations as needed towards a SEG or other NEs within the same security domain. All NDS/IP traffic from a NE in one security domain towards a NE in a different security domain will be routed via a SEG and will be afforded hop-by-hop security protection towards the final destination.

...
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Figure 1: NDS architecture for IP-based protocols

5.6.2
Interface description

The following interfaces are defined for protection of native IP based protocols:

-
Za-interface (SEG-SEG)

The Za-interface covers all NDS/IP traffic between security domains. On the Za-interface, authentication/integrity protection is mandatory and encryption is recommended. ESP shall be used for providing authentication/integrity protection and encryption. The SEGs use IKE to negotiate, establish and maintain a secure ESP tunnel between them. The tunnel is subsequently used for forwarding NDS/IP traffic between security domain A and security domain B. Inter-SEG tunnels can be available at all times, but they can also be established as needed.


One SEG of security domain A can be dedicated to only serve a certain subset of security domains that security domain A needs to communicate with. This will limit the number of SAs and tunnels that need to be maintained. 


All security domains compliant with this specification shall operate the Za-interface.

-
Zb-interface (NE-SEG / NE-NE)

The Zb-interface is located between SEGs and NEs and between NEs within the same security domain. The Zb-interface is optional for implementation. If implemented, it shall implement ESP+IKE.


On the Zb-interface, ESP shall always be used with authentication/integrity protection. The use of encryption is optional. The ESP Security Association shall be used for all control plane traffic that needs security protection.


Whether the Security Association is established when needed or a priori is for the security domain operator to decide. The Security Association is subsequently used for exchange of NDS/IP traffic between the NEs.

NOTE 1:
The security policy established over the Za-interface may be subject to roaming agreements. This differs from the security policy enforced over the Zb-interface, which is unilaterally decided by the security domain operator.

NOTE 2:
There is normally no NE-NE interface for NEs belonging to separate security domains. This is because it is important to have a clear separation between the security domains. This is particularly relevant when different security policies are employed whithin the security domain and towards external destinations.


The restriction not to allow secure inter-domain NE-NE communication does not preclude a single physical entity to contain both NE and SEG functionality. It is observed that SEGs are responsible for enforcing security policies towards external destinations and that a combined NE/SEG would have the same responsibility towards external destinations. The exact SEG functionality required to allow for secure inter-domain NE((NE communication will be subject to the actual security policies being employed. Thus, it will be possible to have secure direct inter-domain NE((NE communication within the framework of NDS/IP if both NEs have implemented SEG functionality. If a NE and SEG is combined in one physical entity, the SEG functionality of the combined unit should not be used by other NEs towards external security domains.

Discussion

Determination:

· If the LI (IIF or DF) is not part of this security architecture, there will be no change to get any key for decryption of CC itself or to handover the key towards the LEMF. 

Questions:

· Should be the interception equipment (IIF/DF) be part of the network operator's security domain - which means NDS architecture?

· In case the content provider (e.g. MBMS) provides encrypted content to an intercepted target, is there a chance to have it encrypted at xGSN level assuming hop-by-hop security is used, or do we need getting the keys in any case direct from the content provider?

· How can we establish a simple association with LEAs (LEMF), just to exchange keys for decrypt CC content by themselves and how can these keys be correlated to the received LI content via the HI3 interface?

Recommendations

It is recommended that SA3-LI:

Starts to define a ‘Trusted Model’ for Security in co-operation with SA3 for handover of decrypted CC or the related keys:

· Define Procedure/Interface for obtaining keys from inside the network 

· Define enhancements for HI2-interface in order to provide keys towards the LEMF
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