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General information:

Parts of this contribution (Legal Requirement Adaptation Box) had already been discussed at 3GPP SA 3 LI as Tdoc S3LI03_090 & S3LI03_091 in Wyoming and in TC LI.

This version is extent with a new function for the Legal Requirement Adaptation Box to handle also Service specific function as Interception Service Enabling Box.
Introduction:

Legal Requirement Adaptation Box

We had many discussions about legal requirements in different countries. My understanding of standardization is to fix a generally agreeable ‘functions’. Country specific details couldn’t be handled in details.

The intension of this discussion is to give an introduction for legal adaptations of the intercepted traffic (as combination of IRI and CC). This could lead to an informative Annex for LI - standards

Interception Service Enabling Box
The new concepts for serves are to split the functions in an access (network)- and service functions. The idea is to open all possible business cases. The “new” details for interception could be that service and access are not executed by the same operator (warrant receiver). In this cases the correlation of usually IRI and CC couldn’t be done on the operator side, this had to be done on the ‘LEMF-side’. Many scenarios are possible with only service or access provide are in the interception relevant country. With the case only access interception is available it should be possible for the LEMF to ‘decode’ the information, but with higher effort the possibility for ‘online-interception’ goes down. 

The intension of the Interception Service Enabling Box would be to have a central point to decode specific services and then forward them to the relevant LEA’s / LEMF’s. These scenarios would help to save money if not each LEMF hat to support all different services offered in one country. 

Details:

These legal requirements couldn’t / shouldn’t be handled by the TSP’s. 

The reasons for this are:

1. No right to seek in CC or IRI

The intension of an TSP is offer telecommunication as services to the customers, but it’s forbidden to him to look for any details of the communication. In this situation Page 1 describes how country specific functions like no location info, no SMS content could be handled

2. No usual function of the intercepting node

The intercepting node has no function to look for specific details in the communication like VoIP, DTMF and other services. All these scenarios could  (if technically feasible) be handles in LRAB.

3. Performance impact in the intercepting node

The performance of the intercepting node would decrease with filter functions etc performed there; this could / would also be a hint to LI. Regulators and LEA’s could define the performance requirements of the LRAB and also a buffering/storing could be done there.

4. Missing information the intercepting node

With the combination of IRI and CC of different TSP’s a filtering for specific services is only possible at the LRAB.

5. No hint of intercepting organizations to TSP’s

With one centralized Regulators domain / LEA domain the TSP get no hint who is intercepting their customers

6. No hint on LI rights of LEA’s to TSP

With the current requirement all restriction (and also the not restricted parts) are visible for the TSP. This function would always deliver all available information about the intercepted target; also later changes in the warrant from IRI to IRI & CC wouldn’t be visible at the TSP.

7. Data Retentions

Currently nothing is fixed for data retention in our standards. With this function data retentions for intercepted communication would be possible, if IRI or CC would also be stored in the LRAB.

The general requirement (wish list) to have ‘access’ to billing and logging data’s is currently not discussed and also no final agreement is available. LRAB could also store this information for the required timeframe. This information could be forwarded of the TSP’s before they would be deleted in their nodes.

Function 

The LRAB (Legal Requirement Adaptation Box) could handle all LEA specific filter functions (or storing functions) and the administration is done internally by LEAF (Law Enforcement Administration Function).

The Interception Service Enabling Box (ISEB) could handle the additional correlation of IRI and CC of different operators. 
If an own Regulator Domain is necessary could be fixed by the country specific requirements. The idea of this domain is that independent organizations like FCC in the USA or Reg TP in Germany or Privacy Groups ‘filter’ the intercepted traffic by the us of an LRAB.
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